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Thistopic helps you understand, plan for, and install Eucalyptus. If you follow the recommendations and instructions
in this guide, you will have aworking version of Eucalyptus customized for your specific needs and requirements.

This guide walks you through installations for afew different use cases. You can choose from one of the installation

types listed in the following table.

What Do You Want to Do? Installation Type

availability

Quickly deploy Eucalyptus on one or two machines Eucalyptus Faststart
Create a devel opment or production environment Eucalyptus
Create adevelopment or production environment with high | Eucalyptus HA

We recommend that you read the section you choose in the order presented. There are no shortcuts for installing
Eucalyptus, though Eucalyptus Faststart isfairly easy. However, to customize your installation, you have to understand
what Eucalyptusis, what the installation requirements are, what your network configuration and restrictions are, and
what Eucalyptus components and features are available based on your needs and requirements.

* Important: If you are upgrading from a previous version of Eucalyptus, see Eucalyptus Upgrade.

CC-BY-SA, Eucalyptus Systems, Inc.
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Introduction to Eucalyptus

EucalyptusisaLinux-based software architecture that implements scal able private and hybrid clouds within your existing
IT infrastructure. Eucalyptus allowsyou to use your own collections of resources (hardware, storage, and network) using
a self-service interface on an as-needed basis.

You deploy a Eucalyptus cloud across your enterprise’s on-premise data center. Users access Eucalyptus over your
enterprise'sintranet. This allows sensitive data to remain secure from external intrusion behind the enterprise firewall.

You can install Eucalyptus on the following Linux distributions:

+ CentOS6
e Red Hat Enterprise Linux 6

Eucalyptus was designed to be easy to install and as non-intrusive as possible. The software framework is modular, with
industry-standard, language-agnostic communication.

Eucalyptus provides a virtual network overlay that both isolates network traffic of different users and allows two or
more clusters to appear to belong to the same Local Area Network (LAN). Also, Eucalyptus offers APl compatability
with Amazon's EC2, S3, IAM, ELB, Auto Scaling, and CloudWatch services. This offers you the capability of a hybrid
cloud.

Eucalyptusis comprised of six components: Cloud Controller (CLC), Walrus, Cluster Controller (CC), Storage Controller
(SC), Node Controller (NC) and an optional VMware Broker (Broker or VB).

Other than the V Mware Broker, each component is a stand-alone web service. This architecture allows Eucalyptus both
to expose each web service as awell-defined, language-agnostic API, and to support existing web service standards for
secure communication between its components.

A detailed description of each Eucalyptus component follows.

Cloud Controller

The Cloud Controller (CLC) isthe entry-point into the cloud for administrators, devel opers, project managers, and
end-users. The CLC queries other components for information about resources, makes high-level scheduling decisions,
and makesrequeststo the Cluster Controllers (CCs). Astheinterface to the management platform, the CLC isresponsible
for exposing and managing the underlying virtualized resources (servers, network, and storage). You can access the
CL C through command line tools that are compatible with Amazon’s Elastic Compute Cloud (EC2) and through a
web-based Eucalyptus Administrator Console.

Walrus

Walrus allows users to store persistent data, organized as buckets and objects. You can use Walrus to create, delete, and
list buckets, or to put, get, and delete objects, or to set access control policies. Walrusis interface compatible with
Amazon’'s Simple Storage Service (S3), providing a mechanism for storing and accessing virtual machine images and
user data. Walrus can be accessed by end-users, whether the user isrunning aclient from outside the cloud or from a
virtual machine instance running inside the cloud.

CC-BY-SA, Eucalyptus Systems, Inc.
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Cluster Controller

The Cluster Controller (CC) generally executes on amachinethat has network connectivity to both the machinesrunning
the Node Controllers (NCs) and to the machine running the CL C. CCs gather information about a set of NCs and
schedules virtual machine (VM) execution on specific NCs. The CC also manages the virtual machine networks. All
NCs associated with a single CC must be in the same subnet.

Storage Controller

The Storage Controller (SC) provides functionality similar to the Amazon Elastic Block Store (Amazon EBS). The SC
iscapable of interfacing with various storage systems. Elastic block storage exports storage volumesthat can be attached
by aVM and mounted or accessed as araw block device. EBS volumes persist past VM termination and are commonly
used to store persistent data. An EBS volume cannot be shared between VMs and can only be accessed within the same
availability zonein which the VM isrunning. Users can create snapshots from EBS volumes. Snapshots are stored in
Walrus and made available across availability zones. Eucalyptus with SAN support lets you use your enterprise-grade
SAN devices to host EBS storage within a Eucalyptus cloud.

Node Controller

The Node Controller (NC) executes on any machine that hostsVVM instances. The NC controlsVM activities, including
the execution, inspection, and termination of VM instances. It al so fetches and maintainsalocal cache of instanceimages,
and it queries and control s the system software (host OS and the hypervisor) in response to queries and control requests
from the CC. The NC is also responsible for the management of the virtual network endpoint.

VMware Broker

VMware Broker (Broker or VB) is an optional Eucalyptus component, which is available if you are a Eucalyptus
subscriber. VMware Broker enables Eucalyptus to deploy virtual machines (VMs) on VMware infrastructure elements.
VMware Broker mediates all interactions between the CC and VMware hypervisors (ESX/ESXi) either directly or
through VMware vCenter.

To install Eucalyptus, your system must meet the following baseline requirements.
Icjl Note: The specific requirements of your Eucalyptus deployment, including the number of physical machines,

=4 structure of the physical network, storage requirements, and accessto software are ultimately determined by the
features you choose for your cloud and the availability of infrastructure required to support those features.

Compute Requirements

» Physical Machines: All Eucalyptus components must be installed on physical machines, not virtual machines.

e Central Processing Units (CPUs): We recommend that each machinein your Eucalyptus cloud contain either an Intel
or AMD processor with a minimum of two, 2GHz cores.

» Operating Systems: Eucalyptus supports the following Linux distributions: CentOS 6 and RHEL 6. Eucalyptus only
supports 64-hit architecture.

« Machine Clocks. Each Eucalyptus component machine and any client machine clocks must be synchronized (for
example, using NTP). These clocks must be synchronized all the time, not just at installation.

* Hypervisor: CentOS 6 and RHEL 6 installations must have KVM installed and configured on NC host machines.
When you install Eucalyptus from packages, KVM will beinstalled on al NCs.

» For information about using KVM on CentOS 6, go to the Virtualization page.
» For moreinformation about using KVVM on RHEL 6, go to the Virtualization page in the Red Hat documentation.

* VMware-based installations do not include NCs, but must have aVMware hypervisor pool installed and configured
(VMware versions 4.0, 4.1 and 5.0).

CC-BY-SA, Eucalyptus Systems, Inc.
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* MachineAccess: Verify that all machinesin your network allow SSH login, and that root or sudo accessis available
on each of them.

Storage and Memory Requirements

» Each machine in your network needs a minimum of 30 GB of storage.

«  Werecommend at least 100GB for Walrus and SC hosts running Linux VMs. We recommend at least 250GB for
Walrus and SC hosts running Windows VMs.

*  Werecommend arange of 50-100GB per NC host running Linux VMs, and at least 250GB per NC host for running
Windows VMs. Note that larger available disk space enables greater number of VMs.

» Each machinein your network needs a minimum of 4 GB RAM. However, we recommend more RAM for improved
caching.

Network Requirements

e All NCs must have access to aminimum of 1Gb Ethernet network connectivity.

» All Eucalyptus components must have at |east one Network Interface Card (NIC) for a base-line deployment. For
better network isolation and scale, the CC should have two NICS (one facing the CL C/user network and one facing
the NC/VM network). For HA configurations that include network failure resilience, each machine should have one
extraNIC for each functional NIC (they will be bonded and connected to separate physical network hardware
components).

» Some configurations require that machines hosting a CC have two network interfaces, each with a minimum of 1Gb
Ethernet.

« Depending on the feature set that is to be deployed, the network ports connecting the Ethernet interfaces may need
to allow VLAN trunking.

» Depending on some configurations, Eucalyptus requires that you make available two sets of |P addresses. The first
range is private, to be used only within the Eucalyptus system itself. The second rangeis public, to be routable to
and from end-users and VM instances. Both sets must be unique to Eucalyptus, not in use by other components or
applications within your network.

» Thenetwork interconnecting physical servers hosting Eucalyptus components (except the CC and NC) must support
UDP multicast for P address 228.7.7.3. Note that UDP multicast is not used over the network that interconnectsthe
CCtothe NCs.

Once you are satisfied that your systems requirements are met, you are ready to plan your Eucalyptus installation.

CC-BY-SA, Eucalyptus Systems, Inc.



Eucalyptus | Eucalyptus Faststart Installation | 10

Eucalyptus Faststart Installation

Use Eucalyptus Faststart if you want to quickly deploy Eucalypus on one or two machines.

. Important: Eucalyptus Faststart is intended for smaller deployments. For larger Eucalyptus deployments that
require separation of components, see Eucalyptus Installation or Eucalyptus HA Installation.

This section provides instructions for quickly installing Eucalyptus in two different configurations.

e Cloud-in-a-box: a Eucalyptus cloud with al components on a single machine
« Front-end and Node Controllers: a Eucalyptus cloud with al front-end components on a single system, and one or
more Node Controllers on separate machines

Overview
Eucalyptus consists of the following components:

* Cloud Controller (CLC): this component provides EC2 functionality

« Walrus: this component provides S3 functionality

e Cluster Controller (CC): this component provides management service for a cluster in your cloud
» Storage Controller (SC): this component provides EBS functionality

» Node Controller (NC): this component controls virtual machine instances

In the Frontend+NC configuration, the CLC, Walrus, CC, and SC are installed on one machine, called the Frontend.
The NC isinstalled on another machine, called the Node. In this configuration you can have one Frontend and one or
more Nodes.

In the Cloud-in-a-box configuration, all components are installed on one machine.

Hardware Requirements
Before installing FastStart in the Cloud-in-a-box configuration, make sure you have a machine with:

e aminimum of 200GB of disk space
e aminimum of 4GB of memory
» &t least one ethernet NIC

Before installing FastStart in the Frontend+NC configuration, make sure you have at least two machines with:

e aminimum of 100GB of disk space
e aminimum of 4GB of memory
o & least one ethernet NIC

Network Requirements

* You must have access to the internet.

* You must be able to assign static | P addresses within your network.

e You must set aside a static |P address for each physical system.

* You must set aside arange of available public IP addresses. Eucalyptus will assign these to VM instances.

* You must set aside alarge range of available private | P addresses. These will be used by avirtual subnet. They can
not overlap or contain any part of a physical network | P address space. Note: Eucalyptus will set aside, by default,
the subnet 172.16.0.0 unless you choose to set different values.

A sample set of IP addresses might go as follows:

CC-BY-SA, Eucalyptus Systems, Inc.
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e 192.168.1.98 for the Frontend system

e 192.168.1.99 for the first Node Controller

e 192.168.1.100 for the second Node Controller

e 192.168.1.101-192.168.1.149 for the public IP address range

Software Requirements

You must have access to the Eucalyptus FastStart 1 SO. You can get the FastStart 1SO from
http: //Amww.eucal yptus.com/downl oad/faststart. You should then burn this ISO to aDVD. This DVD will be used for
installation on all physical machinesin your cloud.

il Note You canalsoinstall FastStart from aUSB drive. See Preparing a FastStart USB Installation for more
- information.

Although Eucalyptus Faststart is distributed as an I SO disc image, you can install it from a USB drive instead.

To install Eucalyptus Faststart, you need to transfer the Eucalyptus Faststart | SO image to a bootable USB drive using
an 1SO to USB conversion utility (in this example, we'll use UNetbootin), and then copy the FastStart 1SO image to the
root directory of the USB device.

To prepare a Eucalyptus Faststart USB drive installation:

Get the latest version of the Eucalyptus Faststart |SO image from http: //mww.eucal yptus.com/downl oad/faststart.
Make sure you have a USB drive with at least 2GB of free space plugged into your computer.

Download UNetbootin for your platform (Linux, Mac OS X, or Windows) from http://unetbootin.sourceforge.net/.
Run UNetbootin.

From the UNetbootin dialog box, select the Diskimage option.

Make sure 1SO is selected in the Diskimage drop-down list box.

Either enter the path and filename to the Eucalyptus Faststart 1SO file into the text field, or click the ... button to the
right of the text field and select the FastStart 1SO file that you just downloaded.

Leave the Space used to preserve files across reboots (Ubuntu only) text field at the default value of O.
9. The Type drop-down list box should be set to USB Drive (thisis the default).
10. f5§  Noter Thisutility will delete the contents of the selected drive.

N o g~ NP

©

Make sure that the appropriate drive is selected in the Drive drop-down list box.
11. Click the OK button to begin creating the bootable USB drive.
12 Note: It isnot necessary to reboot after UNetbootin has finished preparing the USB device.

When Unetbootin has finished preparing the USB device, click the Exit button to exit UNetbootin.
13. Once UNethootin has finished, copy the FastStart 1 SO image to the root directory of the USB drive.
You've successfully created a USB installation drive for Eucalyptus Faststart. You can now boot the system that you'll

be installing Eucalyptus Faststart on using this USB drive and follow the installation instructions contained in the
following sections.

The simplest way to install Eucalyptusisto install Cloud-in-a-Box. It's not intended for production use, but it's a great
way to learn the basics about how Eucalyptus works. All components are installed in a single system, and most of the
configuration is handled automatically.
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To install Cloud-in-a-Box:

1. Boot the target system from the Eucalyptus Faststart media. Wait for the boot screen to load. When the boot screen
loads, select "Install CentOS 6 with Eucalyptus Cloud-in-a-box™

2. You may be asked to check the media, to ensure that there are no dataissues. You may check the media, or you may
Skip to move on to the next step. You will then be asked to select language and keyboard options. (Note that Faststart
instructions are currently available in English only.)

3. Next, youwill beasked for network information. For Network Interface, select your ethernet interface (usually eth0).
For Mode, Static is recommended; DHCP will work in many cases, but if DHCP |eases change, your Eucalyptus
cloud will no longer be functional. Also enter |P address, Netmask, Default Gateway, and a comma-delimited list
of DNS servers.

4. Next, youwill be asked to select timezone, and after that you will be asked to enter the root password for the system.

5. Next, you will be asked for cloud configuration options. Most are defaults that you should not touch unless you are
an experienced Eucalyptus administrator; see the Administration Guide for details. The one parameter you must
enter hereisthe range of public IP addresses. New virtual instances created by Eucalyptus will receive | P addresses
from within this specified range. Enter the lower and higher range of available public | P addresses, a dash between
them (e.g.: 192.168.1.200-192.168.1.240).

6. Next, you will be asked for disk install options. Eucalyptusisintended to be the primary application on the system;
by default, it will take up all disk space on the system. Experienced Linux admins can set up a separate partition for
Eucalyptus here.

7. At this point, the Eucalyptus installation will begin. Software will be installed, and a default Eucalyptus machine
image (EMI) will be built. When this process is completed, you will be prompted to reboot the system.

8. When the system reboots, you will be prompted for a series of questions during the firstboot process. You will be
asked to accept the license, create a non-root login, and turn on NTP.

Theingtallation is now complete. You may ascertain that your cloud is running by clicking on the the web browser links
from the Desktop.

Tip: The "Configuration Complete" screen provides login information for the User Console and the Admin
Console. Be sure to note these for later use.

Tip: Normally, you would download a credentials file and use it to configure the client tools. As part of the
Faststart process, credentials are downloaded and pre-installed for you. These credentials are available under
~/ credenti al s/ ineach user'shome directory on your Cloud-in-a-Box system.

To install astandalone Node Contraller, follow the instructions below. It's strongly recommended that you install any
Node Controllers before you install the Frontend.

Toinstall a Node Controller:
1. Boot the target system from the Eucalyptus Faststart media. Wait for the boot screen to load. When the boot screen
loads, select "Install CentOS 6 with Eucalyptus Node Controller”.

2. You may be asked to check the media, to ensure that there are no data issues. You may check the media, or you may
Skip to move on to the next step. You will then be asked to select language and keyboard options. (Note that Faststart
instructions are currently available in English only.)

3. Next, youwill beasked for network information. For Network Interface, select your ethernet interface (usually eth0).
For Mode, Static is recommended; DHCP will work in many cases, but if DHCP |eases change, your Eucalyptus
cloud will no longer be functional. Also enter |P address, Netmask, Default Gateway, and a comma-delimited list
of DNS servers.

4. Next, you will be asked to select timezone, and after that you will be asked to enter the root password for the system.
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5. Next, you will be asked for disk install options. The Node Controller is intended to be the primary application on
the system; by default, it will take up al disk space on the system. Experienced Linux admins can set up a separate
partition for Eucalyptus here.

6. At thispoint, the Node Controller installation will begin. When this process is completed, you will be prompted to
reboot the system.

7. After reboot, login as the root user, and the post-install configuration will begin. Accept the defaults for NTP
configuration, networking mode, and network interface.

Theinstallation of your Node Controller is now complete. You may now install other Node Controllers; when you've
installed al Node Controllers, you may move on to install the Eucalyptus Frontend.

Toinstall aFrontend on a separate system, follow the instructions below. It's strongly recommended that you install any
Node Controllers (NCs) before you install the Frontend.

To install the Frontend:

1. Boot the target system from the Eucalyptus Faststart media. Wait for the boot screen to load. When the boot screen
loads, select "Install CentOS 6 with Eucalyptus Frontend”.

2. You may be asked to check the media, to ensure that there are no dataissues. You may check the media, or you may
Skip to move on to the next step. You will then be asked to select language and keyboard options. (Note that Faststart
instructions are currently available in English only.)

3. Next, youwill beasked for network information. For Network Interface, select your ethernet interface (usually eth0).
For Mode, Static is recommended; DHCP will work in many cases, but if DHCP |eases change, your Eucalyptus
cloud will no longer be functional. Also enter |P address, Netmask, Default Gateway, and alist of DNS servers.

4. Next, youwill be asked to select timezone, and after that you will be asked to enter the root password for the system.
5. Next, you will be asked for cloud configuration options. Most are defaults that you should not touch unless you are
an experienced Eucalyptus administrator; see the Administration Guide for details. The one parameter you must
enter hereisthe range of public IP addresses. New virtual instances created by Eucalyptus will receive | P addresses
from within this specified range. Enter the lower and higher range of available public | P addresses, a dash between

them (e.g.: 192.168.1.200-192.168.1.240).

6. Next, you will be asked for disk install options. Eucalyptusisintended to be the primary application on the system;
by default, it will take up all disk space on the system. Experienced Linux admins can set up a separate partition for
Eucalyptus here.

7. At this point, the Eucalyptus installation will begin. Software will be installed, and a default Eucalyptus machine
image (EMI) will be built. When this process is completed, you will be prompted to reboot the system.

8. When the system reboots, you will be prompted to accept the license for thisinstallation.

9. You will now be asked to enter the I P addresses of the Node Controllers that you've previously configured. Enter
the | P addresses, separated by spaces, for each NC that you'd like to control with your Eucalyptus frontend.

10. You will now be asked to create a non-root login, and turn on NTP. Note that NTP is required for Eucalyptusto
function properly.

Theinstallation is now complete. You may ascertain that your cloud is running by clicking on the the web browser links
from the Desktop.

Tip: Normally, you would download a credentials file and use it to configure the client tools. As part of the
Faststart process, credentials are downloaded and pre-installed for you. These credentials are available under
~/ credenti al s/ ineach user'shome directory on your Frontend system.

Eucalyptus provides a default image that you can use to launch an instance immediately.
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Your Eucalyptus Faststart installation includes a default CentOS 6 image. This section describes how to launch an
instance from thisimage and connect to that instance. The taskslisted in the follow sections require anetwork connection.

‘ Important: Beforeyou can use the commands that follow, your environment variables will need to be sourced
from the eucarc file. Thisisdone for you automatically, but you may do it manualy if needed. On the Frontend
enter the following command: sour ce ~/ credenti al s/ eucarc.

To launch the default image included with Eucalyptus Faststart:
1. Find the default image by typing the following command:

This command returns a list of images available. For new Eucalyptus Faststart installations, a default imageis
provided - in this example, theimage ID isemi - 72613A2E:

| MACE eki - D313397A adni n/vml i nuz-2. 6. 28-11-generi c. nani fest.xm 508678674223
avai |l abl e public

i 386 kernel instance-store
| MAGE emi - 72613A2E adni n/ euca- cent os-5. 8-2012. 05. 14- x86_64. nani f est . xmi
508678674223

avai | abl e public i386 machi ne eki-D313397A eri-F9A83F12 i nstance-store

| MACE eri-F9A83F12 admin/initrd.ing-2.6.28-11-generic. mani fest.xm 508678674223
avai |l abl e
public i386 randi sk i nstance-store

2. Createakey pair using the euca- cr eat e- keypai r command. This command will store the public half of the
key pair and keep it available for your Eucalyptus cloud instances, and will output the private half of the key pair.
Save this output to afile for future use, asin the following example:

Tip: If you've already added a keypair, you can skip this step.

3. Runtheinstance withtheeuca- r un-i nst ances command, specifying the appropriate image ID and the name
of the key pair you just created. For example:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-run-instances -k euca-denp em - 72613A2E |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

Thiswill return output similar to the following:
s 7
| RESERVATI ON r - CCE33FC0 449455269925 def aul t |
I | NSTANCE i - 68A24092 em - 72613A2E 0.0.0.0 0.0.0.0 pendi ng |
| euca- deno 0 |
I ml. smal | 2012- 05- 17T10: 36: 46. 232Z PARTI 00 eki - D313397A |
I eri-F9A83F12 [
I noni t ori ng-di sabl ed 0.0.0.0 0.0.0.0 i nstance-store I
I o o o e e

Note that the initial state of the instance is 'pending’ while the instance is being created.

4. After afew moments, check to seeif your instance is available for use yet by using the

euca- descri be-i nst ances command:
r—--"-"-"-"-""-""-""="-"""=""-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"=-"="-"="="="="="="—"="—"="=-—"="—"=—=-"=-= A
| euca-describe-instances i-68A24092 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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When the instance is ready, this command will return output similar to the following:

r--— """ -">-"">"">”"""-"-""="-""=-"=-"~""-"-"-"--"=-"-"-"=-"=-"=-"-"-"=-"-"=-"-"=-"=-"=-"=-"=-"=-"=-"=-"=-="= 1
| RESERVATI ON r - CCE33FCQ0 449455269925 def aul t |
| | NSTANCE i -68A24092 em - 72613A2E 192.168.9.91 10.93.7.76 |
| running euca- deno 0 |
I mL. smal | 2012- 05-17T10: 36: 46. 232Z PARTI 00 eki - D313397A |
I eri-F9A83F12 |
I noni tori ng-di sabl ed 192.168.9.91 10.93.7.76 I
| |
| |

i nst ance-store

Note that the instance is now listed as 'running’, and there's now an | P address - in this example, 192.168.9.91. You
can use this | P address to connect to the instance.

5. Connect to the running instance using SSH, specifying the private key file and the IP address of the instance. For
example:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| ssh -i euca-deno.private 192.168.9.91 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
This command returns output similar to the following:
r- - T T T T T T T T T T e |
| Vrni ng: Permanently added ' 192.168.9.91' (RSA) to the list of known hosts. |
| Last login: Thu May 17 03:39:58 2012 from eucahost-9-91. eucal ypt us |
| -bash-3. 2# |
| |
e o o o o e oo - _1

Congratulations! You've now successfully launched and connected to the default FastStart image.

Please see the Eucalyptus User Guide for more tutorials.
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Eucalyptus Installation

This section details steps to install Eucalyptus.

To install Eucalyptus, perform the following tasks in the order presented in this section.

In order to get the most out of a Eucalyptus deployment, we recommend that you create a plan that provides a complete
set of features, performance, scaling, and resilience characteristics you want in your deployment.

Attention: If you are upgrading from an existing Eucalyptus release, see Eucalyptus Upgrade.

To successfully plan for your Eucalyptus installation, you must determine two things:

« Theinfrastructureyou plan to install Eucalyptuson: Think about the application workload performance and
resource utilization tuning. Think about how many machines you want on your system.

« Theamount of control you plan to give Eucalyptuson your network: Use your existing architecture and policies
to determine the Eucalyptus networking features you want to enable: elastic | Ps, security groups, DHCP server, and
Layer 2VM isolation.

This section describes how to evaluate each tradeoff to determine the best choice to make, and how to verify that the
resource environment can support the features that are enabled as a consequence of making a choice.

By the end of this section, you should be able to specify how you will deploy Eucalyptusin your environment, any
tradeoffs between feature set and flexibility, and where your deployment will integrate with existing infrastructure
systems.

Tip: For more help in planning your installation, see the Eucalyptus Cloud Reference Architectures page. This
page includes use cases and reference architectures for various deployments.

Eucalyptus Architecture Overview
This topics describes the relationship of the components in a Eucalyptus installation.

The following image depicts the logical relationship between Eucalyptus components in a generalized depl oyment.

LDAP/AD SAN / NAS

. KB
"™ =

SAN / NAS

The cloud components, Cloud Controller (CLC) and Walrus, communicate with cluster components, the Cluster
Controllers (CCs) and Storage Controllers (SCs). The CCs and SCs, in turn, communicate with the Node Controllers
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(NCs). The networks between machines hosting these components must be able to allow TCP connections between
them.

However, if the CCs are on separate network interfaces (one for the network on which the cloud components are hosted
and another for the network that NCs use) the CCswill act as software routers between these networksin some networking
configurations. So each cluster can use an internal private network for its NCs and the CCs will route traffic from that
network to a network shared by the cloud components.

Virtual machines (VMs) run on the machines that host NCs. You can use the CCs as software routers for traffic between
clients outside Eucalyptus and VMs. Or the VM can use the routing framework already in place without CC software
routers. However, depending on the layer-2 isolation characteristics of your existing network, you might not be able to
implement all of the security features supported by Eucalyptus.

Plan Component Placement

A Eucalyptus deployment isa set of cloud services (Cloud Controller and Walrus) and one or more clusters, each of
which containsa Cluster Controller, a Storage Controller, an optiona VMware Broker (located with the Cluster Controller),
and one or more Node Controllers.

CLC

Cluster
Cloud (Availability Zone) Nodes

Cloud Components

Themain decision for cloud componentsiswhether to install the Cloud Controller (CLC) and Walrus on the same server.
If they are on the same server, they operate as separate web services within a single Java environment, and they use a
fast-path for inter-service communication. If they are not on the same server, they use SOAP and REST to work together.

However, when installed on the same server, the CL C and Walrus must share acommon memory footprint, both managed
by the Java memory manager. Walrus self-tunes its performance based on the memory pressure it perceives and runs
faster with more memory. So, while separating the CLC and Walrus decreases the efficiency of the messaging between
the two, it often increases the responsiveness of the overall Eucalyptus system when Walrusis given alarge memory
footprint.

Sometimesthe key factor for cloud componentsis not performance, but server cost and data center configuration. If you
only have one server available for the cloud, then you have to install the components on the same server.

The CL C and Walrus components are not designed to be separated by wide-area, common carrier networks. They use
aggressive time-outs to maintain system responsiveness so separating them over along-latency, lossy network link will
not work.

The CL C and Walrus communicate with Eucalyptus clientsindependently. End-userstypically interact with Eucalyptus
through aclient interface. They can use either our provided euca2ools Linux command line client tools, or the Eucalyptus
AWS-compatible API, or athird-party client that is compatible with Eucalyptus. In al cases, the end-user client must
be able to send messages via TCP/IP to the machine on which the CLC is deployed.

In addition, the CLC must have TCP/IP connectivity to al other Eucalyptus components except for node controllers
(NCs), which may reside on their own private networks. In addition, NC servers must be able to send messages to the
Walrus server because images are downloaded by the NC using the Walrus URL . That is, the CL C does not need to be
able to route network traffic directly to the NCs but Walrus does for the purposes of image delivery.
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Cluster Components

The Eucalyptus components deployed in the cluster level of a Eucalyptus deployment are the Cluster Controller (CC),
Storage Controller (SC), and VMware Broker.

Tip: TheVMware Broker is available by subscription only. You do not need the VMware Broker unless you
are using VMware hypervisor.

You caninstall al cluster components on a single machine, or you can distribute them on different machines. The choice
of one or multiple machinesis dictated by the demands of user workload in terms of external network utilization (CC)
and EBS volume access (SC).

Thingsto consider for CC placement:

» If you plan to use elastic IPs and security groups, the CC physical machine becomes a software | P gateway between
VM instances and the public network. Because of this software routing function, the physical server on which the
CC is deployed should have fast, dedicated network access to both the NC network, and the public network.

« |If youdon't plan to use elastic |Ps or security groups, the CC physical machine will not act as a software gateway.
Network traffic will be limited to small control messages.

e Inall cases, place the CC on a machine that has TCP/IP connectivity to the Eucalyptus front end servers and the NC
serversin its cluster.

Things to consider for SC placement:

»  The machine on which the SC is deployed must always have TCP/IP connectivity to the CLC. If you are a subscriber
and use one of Eucalyptus' provided SAN integration drivers, the SC must also have TCP/IP connectivity to the
chosen SAN device. In this case, the SC only sends control messages to the SAN.

« |f you do not configure a SAN, the SC requires only TCP/IP connectivity to the NCsin the cluster. The SC will use
this TCP/IP connectivity to provide the NCs network access to the dynamic block volumes residing on the SC's
storage. SC storage should consist of afast, reliable disk pool (either local file-system or block-attached storage) so
that the SC can create and maintain volumesfor the NCs. The capacity of the disk pool should be sufficient to provide
the NCs with enough space to accommodate all dynamic block volumes requests from end-users

Node Components

The Node Controllers are the components that comprise the Eucalyptus back-end. All NCs must have network connectivity
to whatever hosts their EBS volumes. This host is either a SAN or the SC.

Plan Your Hardware
This topic describes ways you can install Eucalyptus components on your machines.

You can install Eucalyptus in various ways. You can install the Cloud Controller, Walrus, CC, and SC on one machine,
and an NC on one or more machines. Or you can install each component on an independent physical server. This gives
each component maximal local resource usage.

Often your decision about how to distribute Eucalyptus components across an installation must trade deployment
simplicity for performance or high-availability. For example, placing al cloud and cluster components on asingle
machine can simplify administration because thereis only one machineto monitor and control for the Eucalyptus control
services. However, each of the components deploys as an independent web service. If these components must share a
single physical server, the physical resources that can be given to each service may become a performance bottleneck.

In general, the Eucalyptus components are designed to be run in any combination on the various physical serversin a
data center.

Verify Component Disk Space

Eucalyptus components need disk space for log files, databases, buckets, and instances. The following table details the
needs of each component. Verify that the machines you plan to install the components on have adeguate space.
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We recommend that you choose a disk for each Walrus that is large enough to hold all objects and buckets you ever
expect to have, including al images that will ever be registered to your system, plus any Amazon S3 application data.
For consistent performance, we recommend that you use identical disks for the primary and secondary Walrus.

Tip: We recommend that you use LVM (Logica Volume Manager). If you run out of disk space, LVM allows
you to add disks and migrate the data.

Component Directory Minimum Size
Cluster Controller [var/lib/eucal yptus/db 20GB
(CLC) [ var/1 og/eucal yptus 2GB
CLClogging
Walrus [var/lib/eucal yptus/bukkits 250GB
Walrus logging /var/| og/eucal yptus 2GB
;Stor)age Controller /var/1ib/eucal yptus/vol ures (EBS storage) 250GB
SC

* Important: Thisdisk space onthe SCisonly requiredif you
arenot using a SAN driver or if you are using Direct Attached
Storage (DAS). For more information, see either Configure
the Storage Controller or Configure the Sorage Controller

(HA).
Cluster Controller [var/lib/eucal yptus/CC 5GB
(€O) [ var/ 1 og/eucal yptus 2GB
CClogging
Node Controller (NC) |/ var/ | i b/ eucal ypt us/i nst ances 250GB
NC logging /var/ | og/eucal yptus 2GB

If necessary, create symbolic links to larger filesystems from the above locations. Make sure that the eucalyptus user
owns the directories.

Plan Networking Modes
Eucalyptus overlays a virtual network on top of your existing network. In order to do this, Eucalyptus supports four
different networking modes: Managed, Managed (No VLAN), System, and Static.

Each mode is designed to allow you to choose an appropriate level of security and flexibility. The purpose of these
modesisto direct Eucalyptus to use different network features to manage the virtual networks that connect VMsto each
other and to clients external to Eucalyptus.

A Eucalyptusinstallation must be compatible with local site policiesand configurations (e.g., firewall rules). Eucalyptus
configuration and deployment interfaces allow a wide range of options for specifying how it should be deployed.
However, choosing between these options implies tradeoffs.

Your choice of networking mode depends on the following considerations:

* Do you plan to support elastic 1Ps and security groups?
« Do you plan to provide your own network DHCP server?
» Doyou plan to support Layer 2 VM isolation?

These networking features are described in the following table:
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Feature Description Mode
Elastic IPs Eucalyptus instances typically have two 1Ps associated with them: aprivate | Managed
one and a public one. Private IPs are intended for internal communications
. - Managed (No
between instances and are usually only routable within a Eucalyptus cloud. VLAN)

Public I Ps are used for external access and are usually routable outside of
Eucalyptus cloud. How these addresses are all ocated and assigned to instances
is determined by a networking mode. In System and Static modes, an instance
isassigned only one | P address, which will be represented as both the private
and public address assigned to the instance. Whether this addressis routable
outside of Eucalyptusis a property of the addresses that are set by the cloud
administrator during Eucalyptus configuration. The distinction between public
and private addresses becomesimportant in Managed and Managed (NoVLAN)
modes, which support elastic I1Ps. With elastic | Ps the user gains control over
aset of static IP addresses. Once allocated to the user, those same IPs can be
dynamically associated to running instances, overriding pre-assigned public
IPs. This alows usersto run well-known services (for example, web sites)
within the Eucalyptus cloud and to assign those services fixed | Ps that do not
change.

Security groups | Security groups are sets of networking rules that define the access rulesfor all | Managed

VM instances associated with a group. For example, you can specify ingress Managed (No
rules, such as allowing ping (ICMP) or SSH (TCP, port 22) traffic to reach VLAN)
VMsin a specific security group. When you create aVM instance, unless
otherwise specified at instance run-time, it is assigned to a default security
group that denies incoming network traffic from all sources. Thus, to allow
login and usage of anew VM instance you must authorize network access to
the default security group with the euca- aut hor i ze command.

VM isolation Although network traffic between VM instances belonging to a security group | Managed
is always open, Eucalyptus can enforce isolation of network traffic between
different security groups. Thisisolation is enforced using aVLAN tag per
security group, thus, protecting VMs from possible eavesdropping by VM
instances bel onging to other security groups.

DHCP server Eucalyptusassigns| P addressestoVMsin all modes except System. In System | Static
mode, you must allow a DHCP server outside of Eucalyptusto assign IPsto Managed
any VM that Eucalyptus starts.

Managed (No
VLAN)

If Eucalyptus can control and condition the networks its components use, your deployment will support the full set of
API features. However, if Eucalyptusis confined to using an existing network, some of the API features might be
disabled. So, understanding and choosing the right networking configuration is an important (and complex) step in
deployment planning.

The following image shows which networking mode you should choose, depending on what networking features you
want:
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Decide on
Features

Network DHCP
Server

Elastic IPs and

Security Groups NO =iy

NO Static

YES System

YES

Network DHCP
Server

Layer 2 VM

Managed
Isolation NO

NG —» (No VLAN)

YES YES

'

NO —®| Not possible

YES Managed

Each networking mode is detailed in the following sections.

Managed Mode
Managed mode offers the most features of the networking modes, but also carries with it the most potential constraints
on the setup of the network.

In Managed mode, Eucalyptus managesthelocal network of VM instances and providesall networking features Eucalyptus
currently supports, including VM network isolation, security groups, elastic IPs, and metadata service.

In Managed mode, you define alarge network (usually private, unroutable) from which VM instances will draw their
private | P addresses. Eucalyptus maintains a DHCP server with static mappings for each VM instance that is created.
When you create a new VM instance, you can specify the name of the security group to which that VM will belong.
Eucalyptus then selects a subset of the entire range of 1Ps, to hand out to other VMs in the same security group.

You can also define a number of security groups, and use those groups to apply network ingress rulesto any VM that
runswithin that network. In thisway, Eucalyptus providesfunctionality similar to Amazon's security groups. In addition,
the administrator can specify a pool of public | P addresses that users may allocate, then assign to VMs either at boot or
dynamically at run-time. This capability is similar to Amazon's 'elastic |Ps. Eucalyptus administrators that require
security groups, elastic IPs, and VM network isolation must use this mode.
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Managed mode usesaVirtual LAN (VLAN) to enforce network isolation between instancesin different security groups.
If your underlying physical network is also using aVLAN, there can be conflicts that prevent instances from being
network accessible. So you have to determine if your network between the CC and NCsisVLAN clean (that is, if your
VLANS are usable by Eucalyptus). To test if the network isVLAN clean, see VLAN Preparation.

Each VM receivestwo | P addresses: a public |P address and a private | P address. Eucalyptus maps public | P addresses
to private |P addresses. Access control is managed through security groups.

Managed Mode Requirements

* There must be an available range of |P addresses for the virtual subnets. This range must not interfere with the
physical network. Typically these IP addresses are selected from the private P ranges: 192.168.x.X, 10.X.X.X, €tc.

»  Thenetwork between the CC and NCsmust beVLAN clean, meaning that all switch portsthat Eucal yptus components
are connected to will allow and forward VLAN tagged packets.

« Any firewall running on the Cluster Controller must be compatiblewith the dynamic changes performed by Eucalyptus
when working with security groups. (Note that Eucalyptus will flush the filter' and 'nat' tables upon boot).

« Any DHCP server on the subnet must be configured not to serve Eucalyptus instances.

Managed (No VLAN) Mode

In Managed (No VLAN) mode, Eucalyptus fully manages the local VM instance network and provides al of the
networking features Eucalyptus currently supports, including security groups, elastic I1Ps, etc. However, it does not
provide VM network isolation.

Without VLAN isolation at the bridge level, it is possible in Managed (No VLAN) mode for aroot user on one VM to
snoop and/or interfere with the ethernet traffic of other VMs running on the same layer 2 network.

Tip: InManaged (NoVLAN) mode, VM isolation is provided by having different security groups on different
subnets—this translates into Layer-3 only VM isolation.

Managed (No VLAN) Mode Requirements

* There must be an available range of |P addresses for the virtual subnets. This range must not interfere with the
physical network. Typically these IP addresses are selected from the private P ranges: 192.168.x.X, 10.X.X.X, €tc.

« Any firewall running on the Cluster Controller must be compatiblewith the dynamic changes performed by Eucalyptus
when working with security groups. (Note that Eucalyptus will flush the filter' and 'nat' tables upon boot).

» A range of public IP addresses must be available for use by Eucalyptus.
e The CC must have a DHCP server daemon installed that is compatible with |ISC DHCP Daemon version 3.0.X.
< |f you plan to set up more than one cluster, you need to have abridge for security groups to span the clusters.

Managed (No VLAN) Mode Limitations

e Limited (Layer-3) VM isolation.

System Mode

System mode is the simplest networking mode, but it also offers the smallest number of networking features.

In this mode, Eucalyptus simply assigns arandom MAC address to the VM instance before booting and attaches the
VM instance's Ethernet device to the physical ethernet through the NC's bridge. Then, VM instances can obtain an IP
address using DHCP, the same way any machine using DHCP would obtain an address.

Thereisvery little Eucalyptus configuration required to use System mode. Eucalyptus mostly stays out of the way in
terms of VM networking. This mode requires a pre-configured DHCP server already active on the physical subnet. This
server must be reachable by the machines hosting NC components. This mode is most useful for users who want to try
out asimple Eucalyptus installation.

System Mode Requirements
» The physical Ethernet device on each NC that communicates with the CC must be bridged.
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* A pre-existing DHCP server must be running and configured and reachable from the NCs.

System Mode Limitations

* NoéadticIPs
» No security groups
« NoVM isolation

Important: If you plan to use Elastic Load Balancing (ELB), note that EL B only works with Managed and
Managed (No VLAN) networking modes. Thisis because ELB relies on security groups.

Static Mode
Static mode is similar to System mode but offers you more control over instance | P address assignment.

In Static mode, you configure Eucalyptus with a map of MAC address/I P Address pairs. When aVM isinstantiated,
Eucalyptus sets up a static entry within a Eucalyptus controlled DHCP server, takes the next free MAC/IP pair, assigns
it to an instance, and attaches the instance’s ethernet device to the physical ethernet through the bridge on the NCs (in
amanner similar to System mode). This modeis useful for administrators who have a pool of MAC/IP addresses that
they wish to always assign to their VMs.

In thismode, Eucalyptus managesV M |P address assignment by maintaining its own DHCP server with one static entry
per VM. Static mode requires the Eucal yptus administrator to specify the network configuration each VM should receive
from the Eucalyptus DHCP server running on the same physical server as the CC component.

Static Mode Requirements

» The Ethernet device on each NC that communicates with the CC must be bridged.

* There must be an available range of |P addresses for the virtual subnets. This range must not interfere with the
physical network. Typically these IP addresses are selected from the private P ranges: 192.168.x.X, 10.X.X.X, €tc.

e Any DHCP server on the subnet must be configured not to serve Eucalyptus instances.

Static Mode Limitations

* NoéadticIPs
« No security groups
« NoVM isolation

Important: If you plan to use Elastic Load Balancing (ELB), note that EL B only works with Managed and
Managed (No VLAN) networking modes. Thisis because ELB relies on security groups.

Plan Eucalyptus Features

Before you install Eucalyptus, we recommend that you think about the features you plan to implement with Eucalyptus.
These features are detailed in the following sections.

Windows Guest OS Support
This topic details what Eucalyptus needsin order to use Windows as a guest operating system.

e A licensed installation copy (.iso image or CD/DVD disk) of a compatible Windows OS. Eucalyptus currently
supports Windows virtual machines created from Windows Server 2003 R2 Enterprise (32/64 bit); Windows Server
2008 SP2, Datacenter (32/64 bit); Windows Server 2008 R2, Datacenter; and Windows 7 Professional.

¢ A VNC client such as Real VNC or Virtual Manager/Virtual Viewer for initial installation. Subsequent
Eucalyptus-hosted Windows instances will use RDP, but the initial installation requiresVNC.

For additional Windows-related licensing information, see the following links:

« http://technet.microsoft.com/en-ug/library/dd979803.aspx
* http://technet.microsoft.com/en-ug/library/dd878528.aspx
* http://technet.microsoft.com/en-ug/library/dd772269.aspx
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VMware Support
Eucalyptus includes an optional subscription-only component, the VMware Broker. The VMware Broker mediates all
interaction between Eucalyptus and VMware infrastructure components (that is, ESX/ESXi, and vCenter).

In the following diagram VB is controlling V Mware infrastructure through a vCenter server, but it can also connect to
ESX/ESXi hosts directly, without vCenter server present.

B -~ ESX w

. /m— -~ ESX W

mw B | ——  ESXi wi
| -~ ESXi

vCenter ——

Eucalyptus provides:

» Support for VMware vSphere infrastructure as the platform for deploying virtual machines

« Theahility to extend cloud-based features (for example, elastic | Ps, security groups, Amazon S3, etc.) to aVMware
infrastructure

e Compatibility with VVMware vSphere client, which can be used alongside Eucalyptus

TheVMware Broker can run with either an administrative account or a minimally-privileged account on theVMware
host.

VMware Support Prerequisites
If you plan to use Eucalyptus with VMware, there are some additional prerequisites:

e You must install and configure the VMware infrastructure software (ESX and/or ESXi hypervisors with or without
vCenter server).

e The CC server (that will also run theVMware Broker) must be able to route network traffic to and from the physical
servers running VMware software on ports 443, 902, and 903. If there are internal firewalls present, these firewalls
must be configured to open these ports so that the Eucal yptus cloud components can communicate with theV Mware
services and hypervisors.

e You must provide theVMware administrator account credential sto Eucalyptus when you configureVMware support,
or an equivalent account with sufficient permissions must be created on VMware vCenter or ESX hosts. See
"Configuring VMware" section for more details.

For additional information on VMware support for Eucalyptus, contact Eucalyptus Systems, Inc.

SAN Support
Eucalyptus includes optional, subscription only support for integrating enterprise-grade SAN (Storage Area Network)
hardware devices into a Eucalyptus cloud.

SAN support extends the functionality of the Eucalyptus Storage Controller (SC) to provide a high performance data
conduit betweenVMs running in Eucalyptus and attached SAN devices. Eucalyptus dynamically manages SAN storage
without the need for the administrator to manually allocate and de-allocate storage, manage snapshots or set up data
connections.
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LDAP /AD SAN / NAS
|

- J— =

SAN / NAS

Eucalyptus with SAN support alows you to:

« Integrate Eucalyptus block storage functionality (dynamic block volumes, snapshots, creating volumes from snapshots,
etc.) with existing SAN devices

e Link VMsin the Eucalyptus cloud directly to SAN devices, thereby removing I/O communication bottlenecks of
the physical hardware host

» Incorporate enterprise-level SAN features (high-speed, large-capacity, reliability) to deliver aproduction-ready EBS
(block storage) solution for the enterprise

« Attach SAN devices to Eucalyptus deployments on Xen, KVM, and VMware hypervisors

To use Eucalyptus with supported SAN storage, you must decide whether administrative access can be provided to
Eucalyptusto control the SAN. If thisis possible in your environment, Eucalyptus can automatically and dynamically
manage SAN storage.

Currently, the Dell Equallogic series of SANs (PS 4000 and PS 6000), NetApp Filer FAS 2000 and FAS 6000 series
and EMC VNX are supported. For Dell Equallogic, Eucalyptus requires SSH access to enable automatic provisioning.
Eucalyptus will manage NetApp SANsvia ONTAPI (version 7.3.3 and above). For EMC, Eucalyptus expects that the
EMC NaviSecCL | software will be installed on the Storage Controller host.

SAN Support Prerequisites
Eucalyptus supports the following SAN devices:

« Dell EqualLogic, PS4000 series and PS6000 series (For more information about Dell EqualLogic SANS, go to
http: //Amww.dell.com)

*  NetApp, FAS2000 series and FA S6000 series (For moreinformation about NetA pp SANS, go to http: //mwmw.netapp.com

* EMCVNX Series (For more information about EMC VNX, go to VNX Family

For additional information on SAN support for Eucalyptus, contact Eucalyptus Systems, Inc.
Availability Zone Support

Eucalyptus offers the ability to create multiple availability zones. In Eucalyptus, an availability zoneis a partition in
which there is at least one available cluster.
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Prepare the Network

In order for Eucalyptusto functionin your local environment, be sureto prepare your network. To prepare your network,
perform the tasks listed in this section.

Reserve Ports
Eucalyptus components use a variety of ports to communicate. The following table liststhe all of the important ports

used by Eucalyptus.
TCP 5005 DEBUG ONLY: This port is used for debugging Eucalyptus (using the - - debug flag).
TCP 8080 Port for the administrative web user interface. Forwards to 8443. Configurable with
euca- nodi fy- property.
TCP 8443 SSL port for the administrative web user interface. Configurable with
euca- nodi fy-property.
TCP 8772 DEBUG ONLY: JMX port. Thisisdisabled by default, and can be enabled with the - - debug
or - - j mx optionsfor CLOUD_OPTS.
TCP 8773 Web services port for the CLC, Walrus, SC, and VB; also used for external and internal
communications by the CLC and Walrus. Configurable with euca- nodi fy- property.
TCP 8774 Web services port on the CC. Configured intheeucal ypt us. conf configuration file
TCP 8775 Web services port on the NC. Configured inthe eucal ypt us. conf configuration file.
TCP 8776 Used by the image cacher on the CC. Configured intheeucal ypt us. conf configuration
file.
TCP 8777 Database port onthe CLC
TCP 8779 (or next jGroups failure detection port on CLC, Walrus, VB and SC. If port 8779 is available, it will
available port, upto | be used, otherwise, the next port in the range will be attempted until an unused port is found.
TCP 8849)
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Port Description

TCP 8888 The default port for the Eucalyptus User Console. Configured in the
/ et c/ eucal ypt us-consol e/ consol e. i nit file.

TCP 16514 TLS port on Node Controller, required for node migrations

UDP 7500 Port for diagnostic probing on CLC, Walrus, SC, and VB

UDP 8773 HA membership port

TCP/UDP53 DNS port onthe CLC

Verify Connectivity

Verify connectivity between the machines you'll beinstalling Eucalyptus on. Some Linux distributions provide default
TCP/IPfirewalling rules that limit network access to machines. Disable these default firewall settings before you install
Eucalyptus components to ensure that the components can communicate with one another.

Il Note: Any firewall running on the CC must be compatible with the dynamic changes performed by Eucalyptus
=4 when working with security groups. Eucalyptus will flush the 'filter' and 'nat' tables upon boot.

Verify component connectivity by performing the following checks on the machines that will be running the listed
Eucalyptus components.

Verify connection from an end-user to the CLC on TCP ports 8443 and 8773

Verify connection from an end-user to Walrus on TCP port 8773

Verify connection from the CLC, SC, and NC (or VB) to SC on TCP port 8773

Verify connection from the CLC, SC, and NC (or VB) to Walrus on TCP port 8773

Verify connection from Walrus, SC, and VB to CLC on TCP port 8777

Verify connection from CLC to CC on TCP port 8774

Verify connection from CC to VB on TCP port 8773

Verify connection from CC to NC on TCP port 8775

Verify connection from NC (or VB) to Walrus on TCP port 8773. Or, you can verify the connection from the CC to
Walrus on port TCP 8773, and from an NC to the CC on TCP port 8776

10. Verify connection from public 1P addresses of Eucalyptus instances (metadata) and CC to CLC on TCP port 8773

11. Verify TCP connectivity between CLC, Walrus, SC and VB on TCP port 8779 (or the first available port in range
8779-8849)

12. Verify connection between CLC, Walrus, SC, and VB on UDP port 7500
13. Verify multicast connectivity for | P address 228.7.7.3 between CLC, Walrus, SC, and VB on UDP port 8773
14. If DNSisenabled, verify connection from an end-user and instance IPsto DNS ports
15. If you use tgt (iSCSI open source target) for EBS storage, verify connection from NC to SC on TCP port 3260
16. If you use VMware with Eucalyptus, verify the connection from the VMware Broker to VMware (ESX, V Sphere).
17. Test multicast connectivity between each CLC and Walrus, SC, and VMware broker host.
a) Clonethe Eucalyptusdeveut i | s repository

r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
| git clone https://github. com eucal yptus/deveutils |

© o N ok~ wDdhRE

b) Runthenet wor k-t onmogr aphy tool on the Cloud Controller, Cluster Controller, Storage Controller, and any
machines running Walrus or VMware Broker, passing alist of |P addresses for each of these machines.

| cd deveuti |l s/ networ k-t onogr aphy |
I ./ network-tonography 192.168.51.174 192.168.51. 196 192. 168. 51. 86 I
I 192. 168. 51. 99 |
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Thistool may take up to an hour to run. Check the output for reports of packet loss. If thereis significant packet
loss, ensure that your network is available and multicast enabled.

Prepare VLAN

Managed networking mode requires that switches and routers be “VLAN clean.” This means that switches and routers
must allow and forward VLAN tagged packets. If you plan to use the Managed networking mode, you can verify that
the network isVLAN clean between machines running Eucalyptus components by performing the following test.

Tip: You only need to read this section if you are using Managed mode. If you aren’t using Managed mode,
skip this section.

1. Choosetwo | P addresses from the subnet you plan to use with Eucalyptus, oneVLAN tag from the range of VLANSs
that you plan to use with Eucalyptus, and the network interface that will connect your planned CC and NC servers.
The examplesin this section use the | P addresses 192.168.1.1 and 192.168.1.2, VLAN tag 10, and network interface
eth3, respectively.

2. Onthe planned CC server, choose the interface on the local Ethernet and run:

r """ -"-""=-"-""="”-""="-""=""=""="-""="-"=-"-"-"-""-"-"-"-"-"-"-"-"-"-"=-"-="=-"=-="-"-"=-"=""=""="="="="—"=-"=== |
I vconfig add et h3 10 |
I'ifconfig eth3.10 192.168.1.1 up |
e o e e e e e e e e e e e e e e e e e e e 2 J
3. Onaplanned NC server, choose the interface on the local network and run:
r """ """ "="-""="-""="-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"="=-"=-—"=-"=-—"=-="=-"=-—"=-—"=-=-= A
I vconfig add et h3 10 |
I'ifconfig eth3.10 192.168.1.2 up |
e o e e e e e e e e e e e e e e e e e 2 J
4. OntheNC, pingthe CC
r """ """ -""="”-""="”""=""""="-""-"-"-""-"-"-"-"-"-"-"-"-"=-"-"-=-"=-""="="=-"=-"=-"=-"=-—"=-—"=-—"=-—"=-—"=-=-= |
| ping 192.168.1.1 I
e o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e |
5. Onthe CC, ping the NC
r """ """ -""="”-""="”""=""""="-""-"-"-""-"-"-"-"-"-"-"-"-"=-"-"-=-"=-""="="=-"=-"=-"=-"=-—"=-—"=-—"=-—"=-—"=-=-= |
| ping 192.168.1.2 I
e o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e |

« IfthisVLAN clean test fails, configure your switch to forward VLAN tagged packets. If it isamanaged switch,
see your switch's documentation to determine how to do this.

« |f theVLAN clean test passes, continue with the following steps to remove the test interfaces.

6. Onthe CC, remove the test interface by running:

r--"-"--"-"-""-""="-""="”-""""="-""="-"""-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"=-"-"=-"-"=-"=-"=-"=-"=-—"=-—="=-"=-—"=-"=-= =
I vconfig rem eth3. 10 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
7. Onthe planned NC, run:
r--"-"--"-"-""-""="-""="”-""""="-""="-"""-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"=-"-"=-"-"=-"=-"=-"=-"=-—"=-—="=-"=-—"=-"=-= =
I vconfig rem eth3. 10 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

Before you install Eucalyptus, make sure you have the following dependencies installed and configured.

Configure Bridges

For Managed (No VLAN), Static, and System modes, you must configure aLinux ethernet bridge on all NC machines.
This bridge connects your local ethernet adapter to the cluster network. Under normal operation, NCswill attach virtual
machine instances to this bridge when the instances are booted.
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To configure abridgein CentOS 6 or RHEL 6, you need to create afile with bridge configuration (for example, ifcfg-brX)
and modify the file for the physical interface (for example, ifcfg-ethX). The following steps describe how to set up a
bridge on both CentOS 6 and RHEL 6. We show examples for configuring bridge devicesthat either obtain IP addresses
using DHCP or staticaly.

1. Ingtal thebri dge- util s package.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
Il yuminstall bridge-utils |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Gotothe/ et c/ sysconfi g/ net wor k-scri pts directory:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I cd /etc/sysconfig/network-scripts |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

3. Open the network script for the device you are adding to the bridge and add your bridge device to it. The edited file
should look similar to the following:

| DEVI CE=et hO I
| # change the hardware address to match the hardware address your N C uses |
| HWADDR=00: 16: 76: D6: C9: 45 |
I ONBOOT=yes I
I BRI DGE=br 0 [
: NM_CONTROLLED=no :

4. Create anew network script inthe/ et ¢/ sysconfi g/ net wor k- scri pt s directory calledi f cf g- br 0 or
something similar. The br0 is the name of the bridge, but this can be anything as long as the name of thefileisthe
same as the DEVI CE parameter, and the name is specified correctly in the previously created physical interface
configuration (ifcfg-ethX).

» If you are using DHCR, the configuration will look similar to:

r-———~~~>~>~>~~>~>~>™>"™"™"™""™"""™"""™""™""™"""""" T T T T T T T T T T 1
| DEVI CE=br 0

|
| TYPE=Bri dge |
| BOOTPROTO=dhcp |
I ONBOOT=yes I
I DELAY=0 |

e |If you are using a static | P address, the configuration will look similar to:

DEVI CE=br 0

TYPE=Bri dge

BOOTPROTO=st ati c

| PADDR=<stati c_| P_address>
NETMASK=<net mask>
GATEWAY=<gat eway>
ONBOOT=yes

Configure VMware

The easiest way to configure vSphere for Eucalyptusisto give Eucalyptus unrestricted accessto all vSphere endpoint(s).
This way does not require complex modifications to local access permission settings.

Tip: VMware support is available by subscription only. If you are not using VMware, skip this section.
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You can grant this access to Eucalyptus by using an existing administrative account and password or by creating a new
account for Eucalyptus and associating it with vSphere's standard Administrator role at the top level of the vSphere
hierarchy as seen in the vSphere client.

(2 Assign Permissions

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then
select one or more of the names and assign a role.

Users and Groups Assigned Role
These users and groups can interact with the current Selected users and groups can interact 'ﬂﬁ the current
object according to the selected role, echject aceording to the chosen role and privilages
(]
Name | Role | Propagete | | |Administrator BRI
8 cucalyphs Administrator Yes !
= & Al Privileges -
k =B Alarms i
: E Il
[+-[¥] patacenter H
® [ Datastore |

B[ Distributed wirtual port group
11 [ Distributed Virtual Switch L
- [¥ Extension
=- [ Felder
= Ol Mlakal
Description: Select a privilege to view its
description

V¥ Propagate to Child Objects

Help oK | Cancel

l

To give amore limited amount of control to Eucalyptus over your vSphere infrastructure managed by avCenter server,
create one new user and two new roles as described next.

Create New User

To give the minimal required amount of control to Eucalyptus over your vSphere infrastructure managed on vCenter,
create one new user and two new roles. The new user and its password will be used for granting Eucalyptus access to
the infrastructure.

1. Createauser (e.g., named eucal ypt us) on the system where vCenter server isrunning.

2. Createarole (e.g., named Eucal ypt us vSpher e), for use at the top level of the vSphere hierarchy, with the
following privileges:

e Globd

e Licenses

3. Createarole(e.g., named Eucal ypt us), for usewith vSphere resourcesto be used by Eucalyptus, with the following
privileges:

o Datastore

« Allocate Space
* Browser Datastore
* Low level file operations

* Folder
e Createfolder
¢ Host

e Configuration

* Network Configuration
« Storage partition configuration
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* Network

e Assign network
¢ Remove

* Resource

» Assign Virtual Machine to Resource Pool
* Virtua Machine

e (al Virtual Machine permissions)

4. Associate the user with the top-level role
a) Right-click on the top-level resource, named after vCenter, and select Add Permission...
b) InUsersand groups section click Add...
¢) Adduser eucal ypt us with assigned role Eucal ypt us vSpher e and Propagateto Child Objects set to

No
5. Associate the user with the resource-level role

For each resource or collection of resources that you want Eucalyptus to use, theeucal ypt us user must be given
sufficient privileges by using the Eucal ypt us role. For example, you can create a new virtual datacenter for
Eucalyptusto use, add to it the relevant hosts or clusters, and assigntheeucal ypt us user Eucal ypt us rolejust
for that datacenter.

a) Right-click on each of the resources to be used by Eucalyptus and select Add Permission...
b) InUsersand groups section click Add...
¢) Adduser eucal ypt us with assigned role Eucal ypt us and Propagateto Child Objects set to Yes

You're now ready to set up a datastore.

Set Up a Datastore

Each node requires at least one datastore (either local or one shared by multiple nodes). If more than one datastore is
availableto anode, Eucalyptuswill choosethe datastore arbitrarily. If Eucalyptusisto berestricted in itsuse of available
datastores, specify a datastore in Eucalyptus's configuration for VMware.

To determine the datastores that are available on a host, perform the following steps with vSphere client referencing
either at vCenter Server or at a specific ESX/ESXi node:

1. Choose ahost in left-hand-side panel.

2. Click the Configuration tab.

3. Click Storagein the secondary |eft-hand side panel.
4. Click View: Datastores at the top of the panel.

You're now ready to create a network.

Create a Network
Each node must have a network reachable by the node running the Eucalyptus VMware Broker.
Tip: If more than one network is available, specify the network name in Eucalyptus configuration explicitly.
Eucalyptus assumes that this network resides on the switch named "vSwitchQ".
To check the network settings and create anetwork (if necessary) perform the following stepswith vSphere client pointed
either at vCenter Server or at a particular ESX/ESXi node:

1. Click ahost in left-hand side panel.

2. Click the Configuration tab.

3. Click Networking in the secondary |eft-hand-side panel.

4. If thereisno VM Network in thelist, add it by performing these steps:
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a) Click Add Networking... in the upper-right corner.

b) Click Virtual Machine and click Next.

¢) Click aswitch (e.g., Use vSwitchQ) and click Next.

d) Enter VM Network for Network Label, leave VLAN ID blank, and click Next.
€) Check the summary and click Finish.

Enable EBS Support

To enable VMware support for dynamic block volume support (like Amazon’s Elastic Block Store) in Eucalyptus,
configure each of the ESX/ESXi nodes in your infrastructure to support iSCS|. Given anode that is licensed for iSCS|
support, this amounts to enabling and configuring the gateway for the VMkernel network. To accomplish that, perform
the following steps with vSphere client pointed either at vCenter or at a particular ESX/ESXi node:
1. Click ahost in left-hand-side panel.
2. Click the Configuration tab.
3. Select Networking in the secondary |eft-hand-side panel.
4. If thereisno VMKkernel network listed, add it by performing the following tasks:
a) Click Add Networking... in the upper-right corner.
b) Click VMkernel and click Next.
¢) Click aswitch (e.g., Use vSwitch0) and click Next.
d) Click thelabel VLAN ID and make sure that None(0) is selected, then click Next.
€) Choose either dynamic network config or static | P assignment, depending on your environment. When your are
done, click Next.
f) Click Finish.
5. Click DNS and Routing in the secondary left-hand-side panel.
6. If VMkernel does not have a gateway, add it by performing these steps:

a) Click Properties... in upper-right corner.
b) Click the Routing tab, enter the gateway's I P, and click OK.

For more information about configuring vSphere, go to the VMware website at
http: //Aww.vmware.convsupport/pubs/vs_pubs.html.

Install VMware Tools

Ensure that VMware Tools are installed in the images that will be installed and run within the Eucalyptus cloud. These
toolsallow Eucalyptusto discover aninstance’'s | P addressin System networking mode. They also are required for using
theeuca- bundl e- i nst ance command when running WindowsVMs in Eucalyptus, since VMware Tools enable
clean shutdown of VMs from outside the instance. For information about installing VMware Tools, go to the VMware
documentation at http://www.vmware.com.

Disable the Firewall

If you have existing firewall rules on your hosts, you should disable the firewall in order to install Eucalyptus. You
should re-enable it after installation.

Tip: If you do not have afirewall enabled, skip this step.

1. Todisableyour firewal:

a) Runthecommand system config-firewall-tui
b) Turn off the Enabled check box.

2. Repeat on each host that will run a Eucalyptus component: Cloud Controller, Walrus, Cluster Controller, Storage
Controller, and Node Controllers.
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Configure SELinux

Security-enabled Linux (SELinux) is security feature for Linux that allows you to set access control through policies.
Eucalyptusis not compatible with SELinux.

To configure SELinux to allow Eucalyptus access:

1. Open/etc/selinux/configand edittheline SELI NUX=enf or ci ng to SELI NUX=per ni ssi ve.
2. Savethefile.
3. Run the following command:

r---"-"-"-"-""-"="-""="-"""="-"-"=-"-=-"-"-"-"-"-"-"--"-=-"-=-"-=-"-"=-"=-"-"=-"=-"-"=-"=-"=-"—"=-"==-~"-~“-"=—-"="="—"=—=-"== A
| setenforce O |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
Configure NTP

Eucalyptus requires that each machine have the Network Time Protocol (NTP) daemon started and configured to run

automatically on reboot.

TouseNTP:

1. Install NTP on the machines that will host Eucalyptus components.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall ntp |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

2. Openthe/ et c/ nt p. conf fileand add NTP servers, asin the following example.
T T T T T T T T T T T T TS T T TS TS T TS T T T T T T T T T T s T s s — = B
| server 0.pool.ntp.org |
| server 1.pool.ntp.org |
I server 2.pool.ntp.org |
e o o o o o e o e - _1

3. Save and close thefile.

4. Configure NTPto run at reboot.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I chkconfig ntpd on |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

5. Start NTP.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service ntpd start |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

6. Synchronize your server.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| ntpdate -u <your_ntp_server> |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

7. Synchronize your system clock, so that when your system is rebooted, it does not get out of sync.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I hwel ock --systohc |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

8. Repeat on each host that will run a Eucalyptus component.

Configure an MTA

All machines running the Cloud Controller must run amail transport agent server (MTA) on port 25. Eucalyptus uses
the MTA to deliver or relay email messagesto cloud users' email addresses.

You can use Sendmail, Exim, postfix, or something simpler. The MTA server does not have to be ableto receiveincoming
mail.
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Many Linux distributions satisfy this requirement with their default MTA. For details about configuring your MTA, go
to the documentation for your specific product.

To test your mail relay for localhost, send email to yourself from the terminal using rrai | .

Enable IP Forwarding

Editthesysct | . conf oneach machineyou plan to install the Cluster Controller (CC) component on. | P forwarding
isrequired for the CC to work.

To manually enable IP forwarding:

« Enter the following command on the CC:

I net.ipvd.ip_forward = 1 |

This ensures that if any dependency (or other unrelated software component) on the system reloadssysct | . conf
that it won't turn off |P forwarding.

Eucalyptusinstallation packages are available for CentOS 6 and RHEL 6. The following sections show installation steps
on each supported Linux distribution.

Eucalyptus Subscription allows you access to additional software modules. If you are a subscriber, you will receive an
entitlement certificate and a private key that allow you to download Eucalyptus subscription modules. You will aso
receive a GPG public key to be used to verify the Eucalyptus software's integrity. The fileswill comein the form of a
platform specific package.

Install Eucalyptus from Release Packages
This topic describes how to install Eucalyptus from rel ease packages.
If you plan to install Eucalyptus HA, we recommend that you install each Eucalyptus component on a separate host.
For example, if you areinstalling CLC, Walrus, CC, and SC, you will install each of these components on a separate
host. You will also install each secondary component (the secondary CLC, Walrus, CC, and SC) on a separate host. In

this case, you will need eight machines. Each additional cluster needs four more machines for its CCs and SCs. This
does not account for NCs, which are not redundant.

Toinstall Eucalyptus on servers running CentOS 6 or RHEL 6:
1. Configure the Eucalyptus package repository on each host that will run a Eucalyptus component:

I yuminstall |
| http://doanl cads. eucal ypt us. comisof t var e eucal ypt us/ 3. 4/ cent os/ 6/ x86 64/ eucal ypt us-r el ease- 3. 4. noar ch. rpml

Enter y when prompted to install this package.

2. Configure the Euca2ools package repository on each host that will run a Eucalyptus component or Euca2ools:

I yuminstall |
I http://dowl cads. eucal ypt us. comsof t var e/ euca2odl s/ 3. OF cent as/ 6/ x86_64/ euca2odl s-r el ease- 3. 0. noar ch. rpml

Enter y when prompted to install this package.

3. Configure the EPEL package repository on each host that will run a Eucalyptus component or Euca2ools:

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I yuminstall |
I http://downl oads. eucal ypt us. comi sof t war e/ eucal ypt us/ 3. 4/ cent os/ 6/ x86_64/ epel -r el ease- 6. noar ch. rpm |
e o o o o L L L e - _1
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Enter y when prompted to install this package.

4. Configure the ELRepo repository on each host that will run Walrus:

r """ """ """ """ ""-""="-"""-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"-"="-"-"=-"-"=-"-="-"-=-"=-"=-—"=-—-"=-—-"=-"=-= |
I yuminstall |
I http://downl cads. eucal ypt us. comi sof t var e/ eucal ypt us/ 3. 4/ cent os/ 6/ x86_64/ el repo-r el ease-6. noar ch. rpm |
e o o o o L L o - _1

Enter y when prompted to install this package.

5. For RHEL 6 systems only, it is necessary to enable the Optional repository in Red Hat Network for each NC, as
follows:

a) Go to http://rhn.redhat.com and navigate to the system that will run the NC.
b) Click Alter Channel Subscriptions.

¢) Make surethe RHEL Server Optional checkbox is checked.

d) Click Change Subscriptions.

6. If you are not a Eucalyptus subscriber, skip this step. If you are a Eucalyptus subscriber, you should have received
an rpm package file containing subscription-only components. Install the Eucalyptus subscription package on each
host that will run a Eucalyptus component, as follows:

I yuminstall eucal yptus-enterprise-rel ease-3.4*. noarch.rpm |

Enter y when prompted to install this package.

7. 1f you are a Eucalyptus subscriber and use VMware Broker, install theVMware Broker packages on the hosts that
will run your Cluster Controller (CC) and Cloud Controller (CLC), asfollows:

I yuminstall eucal yptus-enterprise-vmare-broker |
I eucal ypt us-enterprise-vmare-broker-Iibs I

Enter y when prompted to install this package.

8. [E) Note: Cloudsthat usetheVMware hypervisor do not have NCs; if you plan to use VMware then skip this
= Sep.

a) Install the Eucalyptus node controller software on each planned NC host:

I yuminstall eucal yptus-nc |

b) Check that the KVM device node has proper permissions.

Run the following command:

r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
I Ils -1 /dev/kvm |
L e e o e e e e e e e - J
Verify the output shows that the device node is owned by user root and group kvm.
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
I crwrwrw 1 root kvm 10, 232 Nov 30 10: 27 /dev/ kvm I
L e o o e e e e e e e e e e e e J

If your kvm device node does not have proper permissions, you heed to reboot your NC host.
9. Install the Eucalyptus cloud controller software on each planned CLC host:

I yuminstall eucal yptus-cloud |
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10. Install the software for the remaining Eucal yptus components. The following exampl e shows most components being
installed on the same host. We recommend that you use different hosts for each component:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-cc eucal yptus-sc eucal ypt us-wal rus |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
11 If you would like Load Balancer support enabled in your Cloud, you will need to install the Load Balancer image
package on the machine hosting the primary CLC:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-I| oad-bal ancer-i nmage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

12. If you are a subscriber and use SAN, run the appropriate command for your device on each machine hosting a CLC:
For EMC SAN:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-enc-1ibs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For EqualLogic SAN:
r- - -"-"-"-""-"="-""="-""="-"-"-"-=-"=-"-"-"-"-"-"-"--"="-"=-"-=-"-=-"-=-"=-"=-"-"=-"=-"=-"-“-"=-"="-"="—"="—"=-"="—-"=—=-—"=-= A
I yuminstall eucal yptus-enterprise-storage-san-equallogic-I|ibs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For NetApp SAN:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-netapp-1ibs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

13. If you are a subscriber and use SAN, run the appropriate command for your device on each machine hosting a SC:
For EMC SAN:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-ent |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
Important: To use Eucalyptus with EMC SAN support, you must have the
Navi CLI - Li nux- 64-1 at est . r pmpackage installed on each SC. This package is not supplied with
Eucalyptus, please see your SAN vendor if it isnot aready installed.
For EqualLogic SAN:
r— - -"-"-"-""-"="-""="-"""="-"-"-=-"-=-"-"-"-"-"-"-"--"-=-"-=-="-=-"-"-"=-"=-"="=-"=-"="-"="="="—"="—"="—"="—"=-—"=—"=-=-= A
I yuminstall eucal yptus-enterprise-storage-san-equallogic |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For NetApp SAN:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-netapp |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

14. After you have installed Eucalyptus, test multicast connectivity between each CLC and Walrus, SC, and VMware
broker host.

a) Install the the network tomography package on the Cloud Controller, Cluster Controller, Storage Controller, and
any machines running Walrus or VMware Broker.

I yuminstall --nogpgcheck |
I http://doanl cads. eucd ypt us. conisof t var e/ t ool s/ cent os/ &/ x86 64/ net vior k-t onagr aphy- 1. 0.0-3. €l 6. x86 64. rpm |
L o o o o L L L e o J

b) Runthenet wor k-t onogr aphy tool on the Cloud Controller, Cluster Controller, Storage Controller, and any
machines running Walrus or VMware Broker, passing alist of |P addresses for each of these machines.

I /usr/bin/network-tonography 192.168.51.174 192. 168. 51. 196 192. 168. 51. 86 I
I 192. 168. 51. 99 |
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Thistool may take up to an hour to run. Check the output for reports of packet loss. If thereis significant packet
loss, ensure that your network is available and multicast enabled.
Your installation is complete.

You are now ready to Configure Eucalyptus.

Install Eucalyptus from Nightly Packages
This topic describes how to install Eucalyptus from nightly builds.

* Important: Eucalyptus nightly packages are latest Eucalyptus builds. They should be considered
unstable/"bleeding edge" software and should not beinstalled in production. In addition, upgradesfrom nightlies
to released software are not supported.
To install Eucalyptus nightly builds on servers running CentOS 6 or RHEL 6:
1. Onadl servers, run the following commands:

I yuminstall http://downl oads. eucal yptus. cont |
I sof t war e/ eucal ypt us/ ni ght | y/ 3. 4/ cent os/ 6/ x86_64/ eucal ypt us-r el ease- 3. 4. noarch. rpm |

e o o o o o L L e - _1
Enter y when prompted to install this package.
2. Onall systemsthat will run either Eucalyptus or Euca2oals, run the following commands:
|yuminstall http://downl oads. eucal yptus. confsof tware/ i
_oucazool sT3. Dfcent os/ 61 xB0_o4T eucazool s-rel ease s, 0. ol 5 noarch rem _____ J
Enter y when prompted to install this package.
3. Install the ELRepo repository on the machine that will run Walrus:
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =

I yuminstall http://downl oads. eucal yptus. conf |
I sof twar e/ eucal ypt us/ ni ghtly/ 3. 4/ cent os/ 6/ x86_64/ el r epo-r el ease-6. noarch. rpm |

e o o o o o L L e e e - _1
Enter y when prompted to install this package.
4. Configure the EPEL package repository:
r--"--"-""- """ ""="-""="-""="-"""-"""-"""-"""-="-"-"-"-"-"-"-"-"-"-"-"-"-"--"-""="="="=-"=-"=-"=-—"=-—"=-—"=-—"=-"=-"=-= |
I yuminstall |
| http://downl cads. eucal ypt us. conhsof t var e eucal ypt us/ ni ght | y/ 3. 4/ cent as/ 6/ x86 64/ epdl -rel ease-6. noarch. rpm |
e o o o L L o e L e - _1
Enter y when prompted to install this package.
5. Onall servers, enter:
r---"-"-"-"-""-"="-""="-"""=""-="-"-=-"-"-"-"-=-"-"-"-"-"-"=-"-=-"-"-=-"=-"=-"-"-"=-"=-"=-"=-"=-"="—"="—==-"=“=“-—"=—"=—"=-= A
I yum updat e |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

6. Install Eucalyptus packages. The following example shows most components being installed al on the same server.
You can use different servers for each component.

I yuminstall eucal yptus-cloud |
I yuminstall eucal yptus-cc eucal yptus-sc eucal ypt us-wal rus |

r For HA: For Eucalyptus HA, you must install these packages on pairs of systems. For instance,
| L ’ eucalyptus-cloud” isinstalled on the primary CLC and the secondary CLC.
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7. 1f youwould like Load Balancer support in your cloud, you will need to install the Load Balancer image package
on the machine hosting the primary CLC:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-I| oad-bal ancer-i nmage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
8. On each planned NC server, install the NC package:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-nc |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

* Important: If you are using VMware, you can skip this step. Eucalyptus software is not installed on these
machines. They are running VMware.

Your installation is complete.

You are now ready to Configure Eucalyptus.

This topic describes the parameters you need to set in order to launch Eucalyptus for the first time.

Thefirst launch of Eucalyptusis different than arestart of a previously running Eucalyptus deployment in that it sets
up the security mechanisms that will be used by the installation to ensure system integrity.

Eucalyptus configuration is stored in atext file, / et ¢/ eucal ypt us/ eucal ypt us. conf, that contains key-value
pairs specifying various configuration parameters. Eucalyptus reads this file when it launches and when various forms
of reset commands are sent it the Eucalyptus components.

* Important: Performthefollowing tasks after youinstall Eucalyptus software, but before you start the Eucalyptus
services.

Configure Network Modes

This section provides detailed configuration instructions for each of the four Eucalyptus networking modes. Eucalyptus
reguires network connectivity between its clients (end-users) and the cloud components (CC, CLC, and Walrus).

* InManaged and Managed (No VLAN) modes, traffic to instances pass through the CC. In these two modes clients
must be able to connect to the CC.

* In System and Static modes, clients need to connect directly to the NC. The CC does not act as arouter in these two
modes.

The/ et c/ eucal ypt us/ eucal ypt us. conf file containsall network-related optionsin in the “Networking
Configuration” section. These options use the prefix VNET_. The most commonly used VNET options are described
in the following table. The set of networking settings that apply to a cloud varies based on its networking mode. Each
setting in this section lists the modesin which it applies. Unless otherwise noted, all of these settings apply only to CCs.

The most commonly used VNET options are described in the following table.
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Option Description Modes

VNET_ADDRESSPERNET This option controls how many VM instances can Managed,
simultaneously be part of an individual user's security Managed (No
group. Thisoption is set to apower of 2 (16, 24, 32,64, |VLAN)

etc,) but it should never be less than 8 and it cannot be
larger than: (the total number of available IP addresses -
2).

This option isused with VNET_NETMASK to determine
how the |P addresses that are availableto VMs are
distributed among security groups. VMswithin asingle
security group can communicate directly. Communication
between VM s within a security group and clients or VMs
in other security groupsis controlled by a set of firewall
rules. For example, setting

I VNET_NETMASK=" 255. 255. 0. 0" I
I VNET_ADDRESSPERNET=" 32" I

defines a netmask of 255.255.0.0 that uses 16 bits of the

I P address to specify anetwork number. The remaining 16
bits specify valid | P addresses for that network meaning
that 2716 = 65536 | P addresses are assignable on the
network. Setting VNET _ADDRESSPERNET=" 32" tells
Eucalyptus that each security group can have at most 32
VMsinit (each VM getting its own | P address). Further,
it stipulatesthat at most 2046 security groups can be active
at the same time since 65536 / 32 = 2048. Eucalyptus
reserves two security groups for its own use.

In addition to subnets at Layer 3, Eucalyptus usesVLANSs
at Layer 2 in the networking stack to ensure isolation

(Managed mode only).

VNET_BRI DGE Onan NC, thisisthe name of the bridge interface to which | Static
instances network interfaces should attach. A physical System
interface that can reach the CC must be attached to this
bridge. Common setting for KVM isbr 0. Managed (No

VLAN)

VNET_BROADCAST, VNET_ROUTER| The network broadcast and default gateway to supply to | Static
instances in DHCP responses.

VNET_DHCPDAEMON The ISC DHCP executable to use. Thisisset to a Static
distro-dependent value by packaging. Theinternal default

is/ usr / sbi n/ dhcpda. Managed
Managed (No
VLAN)
VNET_DHCPUSER The user the DHCP daemon runs as on your distribution. | Static
For CentOS 6 and RHEL 6, thisistypicaly r oot . Managed
Default: dhcpd Managed (No
VLAN)
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Option Description Modes

VNET_DNS The address of the DNS server to supply to instancesin | Static
DHCP responses. Managed
Example: Managed (No
VNET_DNS="173. 205. 188. 129" VLAN)

VNET_LOCALI P By default the CC automatically determines which IP Managed
address to use when setting up tunnels to other CCs. Set Manaoed
this to the | P address that other CCs can use to reach this (No—?/gL AN)
CC if tunneling does not work.

VNET _MACVAP A map of MAC addresses to | P addresses that Eucalyptus | Static
should allocate to instances when running in Static mode.

Separate MAC addresses and | P addresses with =
characters. Separate pairs with spaces.

Example:

VNET_MACVAP="00: 01: 02: 03: 04: 05=192. 168. 1. 1
Al: A2: A3: A4: A5: A6=192. 168. 1. 2"

VNET _MACPREFI X This option is used to specify a prefix for MAC addresses | System,
generated by Eucalyptus for VM instances. The prefix has | Managed,
to bein the form HH: HHwhere H is a hexadecimal digit. [ Managed (No
Example: VNET_MACPREFI X="DO0: D0" VLAN)

VNET_MODE The networking mode in which to run. The same mode | All
must be specified on all CCsand NCsin your cloud.

Valid values: STATI C, SYSTEM MANAGED,
MANAGED- NOVLAN,
Default: SYSTEM

VNET_PRI VI NTERFACE The name of the network interface that is on the same Static
network asthe NCs. In Managed and Managed (NoVLAN) Manaoed
modes this must be a bridge for instancesin different 9
clusters but in the same security group to be able to reach
one another with their private addresses.

Default: et hO

VNET_PUBI NTERFACE On a CC, thisisthe name of the network interface that is | Managed
connected to the “public” network.

Managed
On an NC, thisisthe name of the network interface that | (No-VLAN)
is connected to the same network as the CC. Depending
on the hypervisor's configuration this may be a bridge or
aphysical interface that is attached to the bridge.
Default: et hO
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Option Description Modes

VNET_PUBLI ClI PS A space-separated list of individual and/or hyphenated Managed
ranges of public | P addresses to assign to instances. If you
do not set avalue for thisoption, al instances will receive
only private | P addresses.

Managed
(No-VLAN)

I VNET_PUBLI Cl PS= I
I "173. 205. 188. 140-173. 205. 188. 254" I

VNET_SUBNET, VNET_NETMASK | These optionscontrol theinternal private network used by | Static, Managed,
instances within Eucalyptus. Eucalyptus assigns adistinct | Managed (No
subnet of private | P addresses to each security group. This|VLAN)

setting dictates how many addresses each of these subnets
should contain. Specify apower of 2 between 16 and 2048.
Thisisdirectly related, though not equal, to the number of
instancesthat can residein each security group. Eucalyptus
reserves eleven addresses per security group.

Configure for Managed Mode

In Managed mode, Eucalyptus managestheloca network of VM instances and providesall networking features Eucalyptus
currently supports, including VM network isolation, security groups, elastic I Ps, and metadata service. Configure each
CC to use an Ethernet device that lies within the same broadcast domain as all of its NCs.

Important: In Managed mode, each security group requires a separate subnet and a separate VLAN that
Eucayptus controls and maintains. So the underlying physical network must be “VLAN clean.” For more
information about VLAN clean, see Prepare VLAN.

To configure for Managed mode:

CLC Configuration

No network configuration required.

CC Configuration

. Important:

We recommend allowing the CC to act as the gateway for NCs, in Managed mode. To do so, ensure that traffic
from al NCs (on private network) is allowed to be masqueraded on the CC, and set the output interface to the
the public interface of the CC. You can do thisusing the following i pt abl es command:

r-r-—"">—~>>">>"">""™>~>"~>~>"™>"~>"™>"™""™"™"™"™"™"™""™"™"™>™TT—T T T~ T T —— 1
| i ptables -t nat -A POSTROUTI NG -s 10.101.104.0/16 -o eml -j MASQUERADE |
L o o o o e e o J
Where 10. 101. 104. 0/ 16 isthe private network containing all NCs, and el is the public interface set on
the CC.

1. Logintothe CC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Network Configuration section, uncomment and set the following:

|
|
I VNET_SUBNET="<subnet for instances’ private |IPs. Exanple: 192.168.0.0>"
I VNET_NETMASK="<your netmask for the vnet_subnet. Exanple: 255.255.0.0>"
I VNET_DNS="<your DNS server’s |P>"
I VNET_ADDRSPERNET="<# of sinultaneous instances per security group>"
|
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VNET_PUBLI Cl PS="<your _free public_ipl your free public_ ip2 .>"

| |
| |
| |
| |
I VNET_LOCALI P="<the I P of the | ocal interface on the cc that is reachable from]i
I CLC" |
| |
I VNET _DHCPDAEMON="<path to DHCP daenon bi nary. Exanmple: /usr/sbin/dhcpd3>" |
| |
: VNET_DHCPUSER="<DHCP user name. Exanple: dhcpd>" :

3. If your NCs are not reachable from end-users directly and the CC has two (or more) Ethernet devices of which one
connects to the client/public network and one connects to the NC network, or the single Ethernet device that the CC
uses to connect to both clients and NCsis NOT ‘ethQ’, then you must aso uncomment and set:

I VNET_PRI VI NTERFACE="<Et her net devi ce on sane network as NCs. Exanple: ethl>" |
| |
I VNET_PUBI NTERFACE="<Et her net device on ‘public’ network. Exanple: eth0>" |

4. Savethefile.
5. Repeat on each CC in your system.
* Important: Each CC must have the same configuration with the exception of the VNET_LOCALI P value,

which should be machine-specific. In a multi-cluster configuration, you must set VNET _PUBLI Cl PS
identically onall CCs.

NC Configuration

‘ Important:

We recommend allowing the CC to act as the gateway for NCs, in Managed mode. To do so, ensure that traffic
from al NCs (on private network) is allowed to be masqueraded on the CC, and set the output interface to the
the public interface of the CC. You can do thisusing the following i pt abl es command:

r-r——"F"FT ~>>~>~>">-">>-"-"-">"""™""=>""~>"""=>""™>"""~>"""~>""™""~"""~>""~"""~>"""~"""~>""~""~>"""~>"""~>"""~>"">""=—"="—=——+— 1
| iptables -t nat -A POSTROUTING -s 10.101.104.0/16 -0 eml -j MASQUERADE |
L o e e e e e J
Where 10. 101. 104. 0/ 16 isthe private network containing all NCs, and el is the public interface set on
the CC.

1. Logintoan NC machine and open the/ et c/ eucal ypt us/ eucal ypt us. conf file.
2. Go to the Networ k Configuration section, uncomment and set the following:

r— - ---"-"-"-""-""="="-"=-"-"-"-"-"-"-"=-"=-"-=-"-"-"-"- =" -~"-="=-"-"=-"="="="="="="="="-"="—"="—"=—=-= A
I VNET_MODE=" MANAGED" |
I VNET_PUBI NTERFACE="<Et her net devi ce/ bri dge reachabl e fromcc machi ne. Exanple: |
I ethO>" I
e o e __ J

3. Savethefile.
4. Repeat on each NC.
Managed (No-VLAN) Mode

In Managed (No-VLAN) mode, Eucalyptus does not use VLANS to isolate the network bridges attached to VMs from
each other. Configure each CC to use an Ethernet device that lies within the same broadcast domain as all of its NCs.

To configure for Managed (No VLAN) mode;
CLC Configuration

No network configuration required.
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CC Configuration
‘ Important: You must set VNET_PUBLI CI PS identically on all CCsin amulti-cluster configuration.

1. Logintothe CC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Network Configuration section, uncomment and set the following:

: VNET_MODE=" MANAGED- NOVLAN" I
| VNET_SUBNET="[ Subnet for VMs private |Ps. Exanple: 192.168.0.0]" I
I VNET_NETMASK="[ Net mask for the vnet_ subnet. Exanple: 255.255.0.0]" |
I VNET_DNS="[ DNS server |P]" |
I VNET_ADDRSPERNET="[ Nunber of sinultaneous instances per security group]" |
I VNET_PUBLI Cl PS="[ Free public IP 1] [Free public IP 2] ..." |
I VNET _LOCALI P="[I1P address that other CCs can use to reach this CC" I
I VNET _DHCPDAEMON="[ Pat h t o DHCP daenon bi nary. Exanple: /usr/sbin/dhcpd3]" |
: VNET_DHCPUSER=' [ DHCP user. Exanple: dhcpd]” :

3. If your NCs are not reachable from end-users directly and the CC has two (or more) Ethernet devices of which one
connects to the client/public network and one connects to the NC network, or the single Ethernet device that the CC
uses to connect to both clientsand NCsisNOT ‘ethQ’, then you must also uncomment and set:

1
I VNET_PRI VI NTERFACE="[ Et her net devi ce on same network as NCs. Exanple: ethl]" |
| |
I VNET_PUBI NTERFACE="[ Et her net device on ‘public’ network. Exanple: eth0]" |

4. Savethefile.
5. Repeat on each CC in your system.

* Important: Each CC must have the same configuration with the exception of the VNET_LOCALI P value,
which should be machine-specific.

NC Configuration

1. Logintoan NC machine and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Networ k Configuration section, uncomment and set the following:

I VNET_MODE=" MANAGED- NOVLAN' I
I VNET_BRI DGE="[ bri dge nane. Exanple: br0]" |

3. Savethefile.
4. Repeat on each NC.
System Mode

In System mode, Eucalyptus mostly stays out of theway intermsof VM networking, relying onyour local DHCP service
to configure VM networks. The NC has to specify a bridge, and that it is the bridge that is connected to an Ethernet
network that has a reachable DHCP server running elsewhere that is configured to hand out | P addresses dynamically.

To configure for System mode:
CLC Configuration

No network configuration required.
CC Configuration

1. LogintotheCC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
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2. Goto the Networ k Configuration section, uncomment and set the following:

3. Savethefile.
4. Repeat on each CC in your cloud.

NC Configuration

1. Logintoan NC machine and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Go to the Networ k Configuration section, uncomment and set the following:

I VNET_MODE=" SYSTEM' |
I VNET_BRI DGE="<name of bridge on sane network as the DHCP server. Exanpl e: |
I xenbr 0>" |

3. Savethefile.
4. Repesat on each NC.
Static Mode

Static mode requires you to specify the network configuration each VM should receive from the Eucalyptus DHCP
server running on the same physical server asthe CC component. Configure each CC to use an Ethernet device that lies
within the same broadcast domain as al of its NCs.

To configure for Static mode:

CLC Configuration

No network configuration required.
CC Configuration

1. Logintothe CC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Network Configuration section, uncomment and set the following:

VNET_MODE=" STATI C"'
VNET_SUBNET="<publ i c subnet to be used by instances>"
VNET _NETMASK="<net mask used in your network |ayout>"

VNET _BROADCAST="<broadcast IP to supply to instances in DHCP responses.
Exanpl e: 192. 168. 1. 255>"

VNET_ROUTER="<subnet router |P/gateway |IP to supply to instances in DHCP
responses>"

VNET_NMACMAP="<MAC-t o- | P mappi ng for your VMs. Exanple:
AA: BB: CC: DD: EE: FF=192. 168. 1. 1
Al: B1: Cl: D1: E1: F1=192. 168. 1. 2>"

VNET_PRI VI NTERFACE="<Et her net devi ce on sane network as the NCs. Exanpl e:
et ho>"

VNET _DHCPDAEMON="<path to DCHP daenon bi nary. Exanpl e /usr/sbin/dhcp3d>"

VNET _DHCPUSER="<DHCP user nane. Exanpl e: dhcpd>"

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
: VNET_DNS="<I P of your DNS server>" :
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
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3. Savethefile.
4. Repeat on each CC in your cloud.

NC Configuration

1. Logintoan NC machine and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Go to the Networ k Configuration section, uncomment and set the following:

T T T T T T T T T T T T T T T T T T T T T s T S s s s s s s e B
I VNET_MODE=" STATI C' I
I VNET_BRI DGE="<nanme of bridge on the sane network as the CC. Exanpl es: xenbrO |
I or ethO>" |
e o o o o L L e e e - _1
3. Savethefile.

4. Repesat on each NC.

Configure Loop Devices

In order to start new instances, Eucalyptus needs a sufficient number of loop devicesto use for SC and NC components.
An SC with insufficient loop devices failsto create new EBS volumes. An NC with insufficient loop devices fails to
start new instances.

Eucalyptusinstalls with a default loop device amount of 256. If you want to change this number, perform the following
steps. Otherwise, skip this section.

Tip: We recommend that you err on the side of configuring too many loop devices. Too many loop devices
result in aminor amount of memory tie-up and some clutter added to the system's/ dev directory. Too few
loop devices make Eucalyptus unable to use all of a system's resources. We recommend a minimum of 50 loop
devices. If you have fewer than 50, the startup script will complain.

1. Logintothe SC server and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Uncomment the following line:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| # CREATE_SC LOOP_DEVI CES=256 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

3. Replace 256 with the number of loop devices.

4. Repeat for each SC on your system.

5. Logintoan NC server and openthe/ et c/ eucal ypt us/ eucal ypt us. conf file.

6. Uncomment the following line:
r---"-"-"-"-""-""-""="-"""=""-"="-"=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"="-"-=-"=-"=-"="—"="==-"-=“-"="—"="=—"=—=-—"== A
| # CREATE_NC LOOP_DEVI CES=256 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

7. Replace 256 with the number of loop devices.
8. Repeat for each NC on your system.

Configure Multi-Cluster Networking

Eucalyptus supports multiple clusters within a single Eucalyptus cloud. This topic briefly describes how Eucalyptus
manages the networking aspect of a multi-cluster setup.

In System or Static networking modes, Eucalyptus does not perform any special configuration for amulti-cluster setup.
In Managed and Managed (No VLAN) modes, Eucalyptus sets up Layer 2 Tunneling Protocol (L2TP) between your
clusters. This means that virtual machines in the same security group, but distributed across clusters (potentially each
in their own broadcast domain), can communicate with one another. Eucalyptus uses the V Tun package to handle all

L 2TPtunnelsbetween clusters. If VTunisinstalled on each of your CCs, multi-cluster tunneling is automatically handled
by each CC.

. Important: You must set VNET_PUBLICIPS identically on al CCsin amulti-cluster configuration.
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‘ Important: When L2TP tunneling is enabled in amulti-cluster setup, make sure that you are using different
IP ranges for the nodes in each cluster.

Depending on the networking mode and network topol ogy, keep the following network configuration considerationsin

mind.
Managed M ode: During normal operation, you will see many tunnel interfaces being created and
destroyed as virtua networks are constructed and torn down.
Managed (No VLAN) Mode: In order for VTun tunneling to work in this mode, you must configure each CC

with abridge asits primary, public interface (VNET_PUBI NTERFACE).

Managed Modeand Managed The CC attempts to auto-discover itslist of local |P addresses upon startup, but if
(NoVLAN) Mode: the IP that was used to register the CC is not locally available, you can override
the CC's notion of 'self' by setting the VNET_LOCALI P variable in the
eucal ypt us. conf file.

‘ Important: Do not run two CCsin the same broadcast domain with tunneling enabled, as thiswill potentially
lead to a broadcast storm as tunnels start forwarding packets in aloop on your local network. Please disable
tunneling by setting DI SABLE_TUNNELI NG=Y in eucal ypt us. conf on both CC hosts.

‘ Important: If you are using a multi-hypervisor and multi-cluster setup (for example, KVM in one cluster and
VMware in another cluster), you must install the vinwar e- br oker - | i bs package on SCsin al clusters.

Configure the Firewall
Thistopic provides guidelines for restricting network access and managing iptables rules.

Restricting Network Access

This section provides basic guidance on setting up afirewall around your Eucalyptus components. It is not intended to
be exhaustive.

On CLC, Walrus, SC, and VB, you should allow for the following jGroups traffic:

* TCP connections between CLC, Walrus, SC, and VB on port 8779 (or the first available port in range 8779-8849)
« UDP connections between CLC, Walrus, SC, and VB on port 7500
e Multicast connections between CLC, Walrus, SC, and VB to IP 228.7.7.3 on UDP port 8773

On the CLC, you should additionally allow the following connections:

e TCP connections from end-users on ports 8773 and 8443

e TCP connections from CC and Eucalyptus instances (public IPs) on port 8773 (for metadata service)
e TCP connections from Walrus, SC, and VB on port 8777

e End-user and instance connections to DNS ports

Onthe CC, you should ensure that all firewall rules are compatible with the dynamic changes performed by Eucalyptus,
described in the section below. You should also allow the following connections:

* TCP connections from CLC on port 8774
» TCP connections from NC on port 8776, if CC image proxying is enabled

On Walrus, you should also alow the following connections:

* TCP connections from end-users on port 8773
e TCP connections from SC, NC, and VB on port 8773
e TCP connections from CC on port 8773, if CC image proxying is enabled

On the SC, you should also allow the following connections:

e TCP connections from CLC, NC, and VB on TCP port 8773
e TCP connections from NC on TCP port 3260, if tgt (iSCSI open source target) is used for EBS storage
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On the VMware Broker, you should also allow the following connections:
e TCP connections from CC on port 8773
On the NC, you should allow the following connections:

e TCP connections from CC on port 8775

* TCP connections from other NCs on port 16514

e DHCPtraffic forwarding to VMs

» Traffic forwarding to and from instances' private IP addresses

Managing iptables Rules for the CC

In Managed and Managed (No VVLAN) modes, Eucalyptus flushes the CC's iptables rulesfor both f i | t er and nat ,
then it sets the default policy for the FORWARD chaininfi | t er to DROP. At run time, the CC adds and removes rules
from FORWARD as users add and remove ingress rules from their active security groups. In addition, the nat tableis
configured to allow VMs access to the external network using |P masguerading, and dynamically adds/removes rules
inthe nat table as users assign and unassign public IPsto VMs at instance boot or run-time.

If you have rules you want to apply on the CC, make the following edit on the CC before you start Eucalyptus or while
Eucalyptusis stopped:

@ Caution: Performing this operation to define special iptablesrulesthat areloaded when Eucayptus starts could
cause Eucalyptus VM networking to fail. We recommend that you only do this if you are completely sure that
it will not interfere with the operation of Eucalyptus.

Start the Eucalyptus components in the order presented in this section.

Make sure that each host you installed a Eucalyptus component on resolves to an IP address. Edit the/ et ¢/ host s
fileif necessary.

I Note: Eucalyptus3.4.1requiresversion 7 of the JavaVirtual Machine. Make sure that your CLOUD_OPTS

=4 settingsin the /etc/eucalyptus/eucalyptus.conf file either do not set - - j ava- hone, or that - - j ava- hone
pointsto aversion 7 VM. This needs to happen before services are started.

Start the CLC

1. Logintothe Cloud Controller (CLC).
2. Enter the following command to initialize the CLC:

i) Noter Makesurethat theeucal ypt us- cl oud processis not running prior to executing this command.

r—T—T T T - T T T T T T T T — o — e — M
| /usr/sbin/euca_conf --initialize I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

I Note: Thiscommand might take a minute or more to finish.

3. Enter the following command to start the CLC:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service eucal yptus-cloud start |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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Start Walrus
* Important: If you installed Walrus on the same host as the CLC, skip this step.

To start Walrus:

Log in to the Walrus server and enter the following command:

Start the CC
To start the CC:

1. Logintothe CC server and enter the following:

2. If you have a multi-cluster setup, repeat this step on the CC in each cluster.

Start the VMware Broker

Tip: If you aren’t using the subscription-only VMware Broker module, skip this section.

If you are using Eucalyptus with VMware support, perform the following tasks.

1. Logintothe CC server and enter the following:

2. If you have a multi-cluster setup, repeat this step on the CC in each cluster.

Start the SC
* Important: If you installed SC on the same host as the CLC, skip this step.

To start the SC:
1. Logintothe SC server and enter the following command:
* Important: If you arere-installing the SC, please restart the tgt (iISCSI open source target) daemon.

2. If you have a multi-cluster setup, repeat this step on the SC in each cluster.

Start the NCs
To start the Node Controllers, perform the following tasks.

1. Logintoan NC server and enter the following command:

2. Repeat for each NC server.
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Verify the Startup

At thispoint, all Eucalyptus components are enabled and starting up. Some of these services performintensiveinitialization
at start-up, particularly thefirst timethey are started. You might have to wait afew minutesuntil they arefully operational .

One quick way to determine if the components are running is to run netstat on the various hosts and ook to see when
the service ports are allocated to a process. Specifically, the CLC, Walrus, the SC, and the VMware Broker allocate
ports 8773. The CC listens to port 8774, and the NC uses port 8775.

Verify that everything has started without error. Expected outcomes include:

» TheCLCslistening on ports 8443 and 8773

* Walrusislistening on port 8773

e TheSCislistening on port 8773

« |If you are using the subscription only VMware Broker, it is listening on port 8773
« TheCCislistening on port 8774

e TheNCsarelistening on port 8775

e Logfilesare being writtento/ var /| og/ eucal ypt us/

After you start Eucalyptus for the first time, register the Eucalyptus components as described in this section.

Eucalyptus implements a secure protocol for registering separate components so that the overall system can’t be tricked
into including a component run by an unauthorized administrator or user. You only need to register componentsthe first
time Eucalyptusis started after it wasinstalled.

Most registration commands run on the CLC server. NCs, however, are registered on each CC. You must register each
NC on every CC for the cluster on which the NC participates.

Note that each registration command will attempt an SSH as root to the remote physical host where the registering
component is assumed to be running. The registration command also contacts the component so it must be running at
the time of the command isissued. If a password is required to allow SSH access, the command will prompt the user
for it.

Except for NCs, each registration command requires four pieces of information:

e Thecomponent (- - r egi st er - XYZ) you are registering, because this affects where the commands must be
executed.

* Thepartition (- - par ti t i on) the component will belong to. The partition is the same thing as availability zone
inAWS,

e Thename (- - conponent ) ascribed to the component. Thisis the name used to identify the component in a
human-friendly way. This name is also used when reporting system state changes which require administrator
attention. Thisname must be globally-unique with respect to other component registrations. To ensure this uniqueness,
we recommend using a combination of the component type (CLC, SC, CC, etc) and system hostname or | P address
when you choose your component names. For example: ¢l ¢c- eucahost 15 orcl ¢c-192. 168. 0. 15.

e ThelP address (- - host ) of the service being registered. The host must be specified by 1P address to function
correctly.

NCs only have two pieces of information: component name and IP address.

Il Note: Werecommend that you use | P addressesrather than host names when registering Eucalyptus components.

_ If you do use hostnames, the underlying I P address may not be a site-local, any-cast, loopback, link-local, or
multicast address.

i) Note: Onceyou've registered a Eucalyptus component with a host name, to avoid connectivity issues, do not

= change the host name's underlying | P address.
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Register Walrus

To register Walrus:
On the CLC server, enter the following command:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I /usr/sbin/euca conf --register-walrus --partition walrus --host |
I [wal rus_I| P_address] --conponent [walrus_nane] |
e o o o o L L e L e e e - _1
Thepartiti on namefor Warus hasto bewal r us. Like the CLC, the component name is a unique name for
this particular component: we recommend aformat such aswal r us- [ host nane] .
Register the CC
To register the CC:
1. Onthe CLC, enter the following command:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I /usr/sbin/euca_conf --register-cluster --partition [partition_nange] |
I --host [CC_|IP_address] --conponent [cc_nane] |
e o o o L L L e L e e e e e e - _1

We recommend that you set the par t i t i on name to adescriptive name for the availability zone controlled by the
CC. For example: cl ust er 01.

The conponent must be a unique name. We recommend that you use a short-hand name of the hosthame or 1P
address of the machine, likecc- [ host nane] orcc-[| P address].

2. Repeat for each cluster, replacing the CC name, partition name, CC IP address, and CC name.

Register the VMware Broker

Tip: If you aren’t using the subscription-only VMware Broker module, skip this section.

To register the VMware Broker

1. Onthe CC (or whichever machine you installed VMware Broker on), enter the following command:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I /usr/sbin/euca_conf --register-vnwarebroker --partition [partition_nane] |
I --host [CC_|P_address] --conponent [broker_ nane] |
e o o o e e e _1

TheVMware Broker must havethesamepar t i t i on nameasthe CC inthe samecluster. Likethe other components,
theconponent isaunique name for this particular component: we recommend a format such as
br oker - [ host nane] .

* Important: Register theVMware Broker component using the CC IP address, not the CLC | P address.

2. Repeat for each cluster, replacing the VMware Broker name, partition name, CC I P address, and CC name.

Register the SC
To register the SC:

1. Onthe CLC, enter the following command:
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i) Note: Werecommend that you use IP addresses instead of DNS names when registering Eucalyptus

= components.
r—--"-"-"-"-""-"="-""="-"""="-""-="-"=-"-"-"-"-"-"-"=-"-"-"-"-=-"-"=-"=-"=-"=-"="=-"=-"="="=“"=—""="="="—"=—=-—"== A
| /usr/sbin/euca conf --register-sc --partition [partition_nane] --host |
I [ SC_ I P_address] |
I --conponent [ SC nane] |
e o o o L L L L L e e - _1

An SC must havethe samepart i ti on name asthe CC in the same cluster. Like the other components, the
component isaunique name for this particular component: we recommend aformat such assc- [ host nane] .

ey Warning: Newly registered SCswill be in the BROKEN state until they are explicitly configured to use a

~'  backend storage provider. The output of the registration for the first SC registered in a partition will look
like:
SERVI CE st or age PARTI 00 SC71 BROKEN 37

|
http://192.168.51. 71: 8773/ servi ces/ St or age |
ar n: euca: eucal ypt us: PARTI 00: st or age: SC71/ |
Regi stered the first storage controller in partition 'PARTIO0". You |
must choose a storage back end with "~ euca-nodify-property -p [
PARTI 00. st or age. bl ockst or agemanager =$BACKEND' ' :
Thisis completely normal and simply indicates that further action must be taken to configure the SC before
it will become fully functional. For information about configuring the SC, see Configure the Runtime
Environment-> Configure the Storage Controller

2. Repeat for each cluster, replacing the SC name, partition name, SC I P address, and SC name.

Register the NCs

. Important: If you are using the subscription only VMware Broker module, you can skip thistask. Eucalyptus
software is not installed on machines that are running VMware. You do not have to register the NCs. Instead,
you have to configure the VMware Broker, as described in the Configure VMware Support section.

* Important: If you are using host names rather than | P addresses when registering your NCs, ensure that DNS
isworking properly, or populate /etc/hosts for all nodesin acluster.

1. OnacCgC, register al NCsusing the following command with the I P address of each NC server:

I /usr/sbin/euca _conf --register-nodes "[nodeO_I| P_address] ... |
I [nodeN | P_address]" |

2. Repeat each cluster in your cloud.

The IP addresses of the NCs are space delimited, as in the following example:

I /usr/shin/euca _conf --register-nodes "192.168. 71. 154 192. 168. 71. 155 |
I 192.168.71. 159" |

. 2 For HA: For HA, you must also register the NCs with the secondary CC.
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Register Arbitrators

A Warning: Thistask isonly for high availability (HA) installations. Do not register an arbitrator if you do not
= have an HA environment. If you do, you will not be able to access your cloud.

Eucalyptus uses a periodic ICMP echo test to an Arbitrator. This test approximates an end user's ability to access the
system. If Eucalyptus determines that it cannot reach the host associated with aregistered Arbitrator, all Eucalyptus
services operating on that host attempt to failover to the alternate hosts running those services.

- lyou are using either Managed or Managed (No VLAN) mode, you can also register Arbitrator services on both

For HA: InHA, you can register each Arbitrator service on the primary and secondary CLC and Walrus. If
J the primary CC and the secondary CC.

We recommend that you register more than one Arbitrator for each Eucalyptus component. Thiswill allow for normal
outages and maintenance. Thereis no limit on the number of Arbitrators on a CLC and aWalrus. You can only register
up to three on a CC.

Register an Arbitrator service on each host that has a cloud component (CLC or Walrus) installed. An Arbitrator isa
host-wide component: when an Arbitrator is registered on ahost, it is registered with all cloud components enabled on
that host. A separate arbitrator has to be registered per each network entity that needs to be monitored from the host.

To register an Arbitrator:

1. Logintothe primary CLC.
2. Enter the following command to register an arbitrator:

I /usr/sbin/euca_conf --register-arbitrator --partition [ID] |
I --conponent [ID] --host [target I|IP]> |

e [1D] isaglobally uniquelD that identifiesan Arbitrator. Note that you must use the same[1D] asboth apartition
and component ID.
e [target | P] isthelP of the machine running the Eucalyptus component that will run the Arbitrator.

For example:

r """ """ """ """ ""-""="-"""-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"-"="-"-"=-"-"=-"-="-"-=-"=-"=-—"=-—-"=-—-"=-"=-= |
I euca_conf --register-arbitrator --partiti on EXAMPLE ARB - - conponent EXAMPLE ARB |
I --host 192.168.1.10 |
e o o o o L L e e e - _1

3. Repeat for the secondary CLC and for both Walrus servers.

4. Define the gateway for each Arbitrator:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I /usr/sbin/euca-nodify-property -p <ID>. arbitrator. gat ewayhost =<gat eway> |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

where

e <I| D>istheglobaly unique ID of the registered Arbitrator.

e <gat eway> isan externa hostname or | P address used to approximate connectivity to the end user.

For example:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p EXAMPLE ARB. ar bi trat or. gat ewayhost =192. 168. 1. 1 |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

5. Repest for each registered Arbitrator.
6. Toregister on each CC, login to the primary CC, and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
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7. Providealist of Arbitrators (up to three) as values for the CC_ARBI TRATORS property. For example:

credentials.

)

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| CC_ARBI TRATORS="192. 168. 48. 11 192. 168. 48. 12" |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

8. Savethefile and restart the CC.
______________________________________________ -
| service eucal yptus-cc restart |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

9. Repeat on the secondary CC.

In the following example, the primary CLC ison <CLC_host_p>, the secondary CLC ison
<CLC_host_s>, the primary Walrusis on <Walrus_host_p>, and the secondary Walrusis on
<Walrus host_s>.
r—-r--—-=-=""--"-""""""-"""-"""-""="--"--"-""-"-"-="-="-"-"-="-="-="-="-="-"-"=-""=""="="=-—-"=-"=—-"== A
I /usr/sbin/euca conf --register-arbitrator --host <CLC host p> I
I --conponent ARBOO --partition ARBOO I
I /usr/shin/euca conf --register-arbitrator --host <CLC host p> |
I --conponent ARBO1 --partition ARBO1 '
I/ usr/ sbin/euca_conf --register-arbitrator --host <Wlrus_host _p> !
| - conponent ARBO2 --partition ARB0O2 '
: /usr/sbin/euca conf --register-arbitrator --host <Walrus_host p> :
, - - conponent ARBO3 --partition ARBO3 |
| [usr/sbin/euca_conf --register-arbitrator --host <CLC host_s> |
| --conponent ARBO4 --partition ARBO4 |
 lusr/sbin/euca_conf --register-arbitrator --host <CLC host_s> |
| --conmponent ARBO5 --partition ARBO5 I
| /usr/sbin/euca_conf --register-arbitrator --host <Walrus_host_s>
| --conmponent ARBO6 --partition ARBO6 I
| /usr/sbin/euca _conf --register-arbitrator --host <Walrus_host_s> |
| --conponent ARBO7 --partition ARBO7 |
L e e o e e e e e e o J
After Eucalyptusisinstalled and registered, perform the tasksin this section to configure the runtime environment.
Generate Administrator Credentials
Now that you have installed and configured Eucalyptus, you're ready to start using it. To do so, you must generate
Important: Whenyouruntheeuca_conf --get-credentials command, you are requesting the
access and secret keys and an X.509 certificate and key. You cannot retrieve an existing X.509 certificate and
key. You can only generate anew pair.

To generate a set of credentials:

1. Generate administrator credentials.
______________________________________________ .
| /usr/sbin/euca_conf --get-credentials admn.zip |

|
I unzi p adm n. zi p |
e o o o o L L e L e e e - _1

2. Sourcetheeucar c file.
______________________________________________ -
| source eucarc |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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You are now able to run Eucalyptus commands.

Configure the Storage Controller

Eucalyptus offers SAN support for Eucalyptus block storage (EBS). Eucalyptus directs the Storage Controller (SC) to
manage any supported SAN devices. Eucalyptus automatically creates and tears down volumes, snapshots, and data
connections from guest instances. The administrator does not need to pre-allocate volumes or LUNSs for Eucalyptus.

Eucalyptus currently offers several backend providers for the Storage Controller:

e Overlay

« DAS

e Equallogic
* Netapp

e EMC-VNX

The SC must be configured explicitly upon registration. Thisisachange from previous versions (pre-3.2) of Eucalyptus,
which would configure themselves to adefault configuration using a tgtd-based filesystem-backed storage controller to
provide volumes and snapshots directly from the Storage Controller. As of version 3.2, SCs automatically go to the
BROKEN state after being registered with the CL C and will remainin that state until the administrator explicitly configures
the SC by telling it which backend storage provider to use.

You can check the state of a storage controller by running euca- descri be- servi ces - E and note the state and
status message of the SC(s). The output for an unconfigured SC will look like:

rSERVICE st or age PARTI 00 SC71 BROKEN 37 I
| http://192.168.51. 71: 8773/ servi ces/ St or age

| arn: euca: eucal ypt us: PARTI 00: st or age: SC71/ I
I SERVI CEEVENT 6¢1f 7a0a- 21¢9- 496¢- bb79-23ddd5749222

I arn: euca: eucal ypt us: PARTI 00: st or age: SC71/

I SERVI CEEVENT 6¢1f 7a0a- 21c9- 496¢- bb79-23ddd5749222 ERROR |
I SERVI CEEVENT 6¢1f 7a0a- 21c9- 496¢- bb79-23ddd5749222 Sun Nov 18 22:11: 13 PST 2012

I SERVI CEEVENT 6¢1f 7a0a- 21¢9- 496¢- bb79- 23ddd5749222 SC bl ockst or ageananger not
:configured. Found enpty or unset nanager (unset). Legal val ues are: das, overl ay
Note the error above: SC bl ockst or agemanager not configured. Found enpty or unset
manager (unset). Legal val ues are: das, overl ay.

Thisindicates that the SC is not yet configured. It can be configured by setting the
[partition].storage. bl ockst or agenanager property to either 'das or 'overlay'.

If you have installed the Eucal yptus Enterprise packages for your SAN, you will also see additional optionsin the output
line above, and can set the block storage manager to 'netapp','emc-vnx-flare31','emc-vnx', or 'equallogic' as appropriate.

You can verify that the SC blockstoragemanager is unset using:
| euca-describe-properties | grep bl ockstorage |

To configure SAN support, follow the steps for your desired backend storage device: Open-Source |SCS
Filesystem-backed, Dell Equallogic, JBOD, Netapp, or EMC VNX.

Configuring the SC to use the local filesystem (Overlay)

This was the default configuration option for the SC in pre-3.2 Eucalyptus. In this configuration the SC itself hosts the
volume and snapshots for EBS and stores them as files on the local filesystem. It uses standard linux iSCSI tools to
serve the volumes to instances running on NCs.

1. Configure the SC to use the OverlayManager for storage.
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The output of the command should be similar to:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| PROPERTY PARTI 00. st or age. bl ockst or agemanager overlay was <unset > |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Verify that the property value is now: 'overlay'
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-describe-properties | grep bl ockstorage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
Enable Dell Equallogic SANs
1. Configure the SC to use the EquallogicManager for storage.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I euca-nodi fy-property -p <partition>.storage. bl ockst oragenanager=equal l ogic |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
The output of the command should be similar to:
r- - -"-"-"-""-"="-""="-"""=""-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"-=-"=-"=-"=-"="~"="==-"=-“"=—-"="—"="—"=—=-—"== A
| PROPERTY PARTI 00. st or age. bl ockst or agemanager equal | ogi ¢ was <unset > |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Verify that the propery value is now: 'equallogic'
r—--"-"-"-"-""-""-""="-"""="-"-"-=-"-=-"-"-"-"-"-"-"-"-"=-"-=-"-=-"-"=-"=-"-"-=-"=-"=-"=-"="="==-"-~“"=—"="="—"=—"=-—"== A
| euca-describe-properties | grep bl ockstorage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
3. Onthe CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state:
r--"--"--"-"-""-""="-""="”-""""="-""="-"""-""="-=-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-=-"-"=-"=-"-"=-"=-"=-"=-"=-"=-"=-—"=-—"=-"=-= =
| euca_conf --list-scs I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
4. OntheCLC, enable SAN support in Eucalyptus by entering your SAN's hostname or | P address, the username,
password, and the name of the chap user:
T
| euca-nodi fy-property -p [partition_name].storage.sanhost=[ SAN_| P_addr ess] |
| euca-nodi fy-property -p [partition_nane].storage. sanuser=[ SAN adni n_user _nane] |
| euca- nodi fy-property -p |
I [partition_nane]. storage. sanpasswor d=[ SAN adni n_passwor d] |
I euca-nodi fy-property -p <partition>. storage.chapuser=[chap_usernane] I
e o o o o L L e e e - - _1

If you have multiple management | P addresses for the SAN adapter, provide acomma-delimited list of |P addresses
tothe[ partition_name]. st orage. sanhost property.

Your Equallogic SAN isnow ready to use with Eucalyptus.

Enable Direct Attached Storage (JBOD) SANs

* Important: Direct Attached Storage still requiresthat / var /| i b/ eucal ypt us/ vol unmes has enough
space for locally cached snapshots.

1. Configure the SC to use the (Direct Attached Storage) DASManager for storage.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca- nodi fy-property -p <partition>. storage. bl ockstoragemanager =das |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
The output of the command should be similar to:
r---"-"-"-"-""-""-""="-"""=""-"-=-"=-"-"-"-"-"-"-"--"=-"=-"-=-"-"-"=-"=-"-"-"=-"=-"=-"=-"=-"="—"="="—"="—"=—"=-"=-= A
| PROPERTY PARTI 00. st or age. bl ockst oragemanager das was <unset > |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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Verify that the propery value is now: 'das

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-describe-properties | grep bl ockstorage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
On the CLC, run the following command to verify that the SC is listed; note that it may be in the BROKEN state:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca_conf --list-scs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

Onthe CLC, set the DA S device name property. The device name can be either araw device (/dev/sdX, for example),
or the name of an existing Linux LVM volume group.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca- nodi fy-property -p <cluster nane>. storage. dasdevi ce=<devi ce nanme> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For example:
r---"-"-"-"-""-"="-""="-"""="-"-"-=-"-=-"-"-"-"-"-"-"--"=-"=-="-=-"-"=-"=-"=-"-"=-="=-"=-"="="==-"“-“"=—-"="="—"=—"=-—"== A
| euca-nodi fy-property -p clusterO. storage. dasdevi ce=/ dev/ sdb |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

Your SAN isnow ready to use with Eucalyptus.

Enable NetApp SANs

Eucalyptus supports both NetApp Clustered ONTAP and traditional 7-mode SANs. NetAppVserversand 7-mode Filers
(FAS 2000 and FAS 600 series) are managed by Eucalyptus using NetApp Manageability Software Devel opment Kit
(NMSDK) and Data ONTAPAPIs. This section covers enabling both NetApp Clustered ONTAP and traditional 7-mode
SANSs.

Enable NetApp 7-mode SANs

To configure NetApp 7-mode Filer and enable the SAN in Eucalyptus:

1

ISEE I S N

N o

Verify Data ONTAP version for the 7-mode Filer is 7.3.3 or later.

Verify SSL access by typing secur eadm n st at us

If SSL is marked inactive, enable with secur eadnmi n set up ssl and generate anew certificate.
Turn on SSL accesswithopt i ons htt pd. adm n. ssl . enabl e on

Enable the iSCSI service on the NetApp devicewith opti on i scsi . enabl e onoroption
Iicensed feature.iscsi.enable onifyouhavean embedded license on your array.

Turnon theiSCSI servicewithi scsi start

Enable the iSCSI service on the NetApp devicewithenabl e i scsi servi ce

Verify that an aggregate with sufficient spare capacity exists.

* |If you have SSH access to the NetApp Filer, enter aggr show_space.

« |f an aggregate with spare capacity does not exist, create one using theaggr cr eat e command.

Verify that you have alicense for FlexClone installed. At the shell prompt, enter | i cense to seethelist of all
installed licenses.

10. Verify that administrator account credentials for NetApp Filer are available to be configured in Eucalyptus. If not,

create a new administrator account for use by Eucalyptus

11. Configure the SC to use the NetappManager for storage.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =

| euca-nodi fy-property -p <partition>. storage. bl ockst oragemanager =net app |

e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |
The output of the command should be similar to:

r - -"-"--"-"--""-""="-""="”-""""=""="-"""-""=""-=-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"=-"=-"-"=-"=-"=-"=-""=-—-"="—"=-—"=-"== =

I PROPERTY <partition>. storage. bl ockst oragemanager netapp was <unset> |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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12. Verify that the propery value is now: 'netapp’

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-describe-properties | grep bl ockstorage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
13. On the CLC, run the following command to verify that the SC is listed; note that it may be in the BROKEN state:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca_conf --list-scs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

14. Wait for the SC to transition to the NOTREADY or DISABLED state.

15. Onthe CLC, enable NetApp SAN support in Eucalyptus by entering the Filer's hostname or | P address, the username
and password of the administrator account, and CHAP username.

i) Note: Eucalyptus uses Challenge Handshake Authentication Protocol (CHAP) for disk operations. The

=1 CHAPusername can beany value, however it should be unique when sharing aNetApp Filer across multiple
Eucalyptus clusters.

i Note: CHAPsupport for NetApp has been added in Eucalyptus 3.3. An SC will not transition to ENABLED
= state until the CHAP username is configured.

- - T T T T T T T T T T T T T T T TS T T T T T T 7
| euca-nodi fy-property -p <partition>. storage.sanhost=<Filer_|P_address> |
| euca- nodi fy-property -p <partition>. storage.sanuser=<Fil er_adm n_usernane> |
I euca-nodi fy-property -p <partition>.storage. sanpasswor d=<Fi | er _adm n_passwor d> |
| euca-nodi fy-property -p <partition>. storage. chapuser=<Chap_user nane> I
e o o o L L L e e e e e - _1

16. Wait for the SC to transition to the ENABLED state.

Note: The SC must bein the ENABLED state before configuring the following properties.

17. If no aggregate is set, Eucalyptus will query the NetApp Filer for all available aggregates and use the one that has
the highest capacity (free space) by default. To make Eucalyptus use specific aggregate(s) configure the following
property:

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I euca- nodi fy-property -p |
I <partition>. storage.aggregate=<aggregate_1l nane, aggregate_2_nane,...> [
e o o o o o L o e e e e e e e e M- — _1

If you want Eucalyptus to use the smallest aggregate first configure the following property:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p <partition>. storage.usel argest aggr egat e=f al se |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

18. Set theiSCSI datalP onthe ENABLED CLC. ThisIPisused by NCsto perform disk operations on the Filer.

It Note: Filer IP address can be used asthe data port IP. If thisis not set, Eucalyptus will automatically use

= theFiler IP address/hostname.

Note: Eucalyptus does not support Multipath 1/0 for NetApp 7-mode Filers.
r---"-"-"-"-""-"="-""="-"""=""-="-=-"-"-"-"-"-"-"-"-"=-"-=-"-=-"-"-"=-"=-"=-"="-"=-"="-"="="="—"="—"="="="—"=—"=—=-—"=-= A
| euca-nodi fy-property -p <partition>.storage. ncpat hs=<i p> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

19. Set theiSCSI data|P onthe ENABLED CLC. ThisIPisused by the SC to perform disk operations on the Filer. The
SC connects to the Filer in order to transfer snapshots to Walrus during snapshot operations.

Jcj Note: TheFiler IP address can be used as the data port IP. If thisis not set, Eucalyptus will automatically
=4 usetheFiler IP address’hostname.
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i) Note: Eucalyptus does not support Multipath I/O for NetApp 7-mode Filers.

Your Netapp 7-mode SAN is now ready to use with Eucalyptus.
Enable NetApp Clustered Data ONTAP SAN

Eucalyptus integrates with NetApp Clustered ONTAP SAN by operating against aV server. SC must be configured to
operate against Vserver contained in the NetApp Clustered ONTAP environment.

For more information on NetApp Clustered Data ONTAP, see Clustered Data ONTAP 8.1 and 8.1.1: An Introduction.

To configure NetApp Vserver and enable the SAN in Eucalyptus:

1

Verify Clustered Data ONTAP version for the SAN is 8.1.1 or later.

2. Verify that FlexClone and iSCSI licenses are installed on the SAN.
3.
4. Verify that Vserver administration is del egated to a user with administrative privileges for that Vserver. If not, create

Verify that aVserver with iSCSI data protocol is available for use by Eucalyptus.

anew new Vserver administrator account for use by Eucalyptus.

Verify that amanagement (only) Logical Interface (LIF) is configured for theV server and an IP address or hostname
isassigned to it.

Verify that data LIFs are configured on the Vserver.

Verify that one or more aggregates with sufficient spare capacity exists.

Verify the network connectivity between Eucalyptus componentsand theV server. The SC must be able communicate
with theV server over both management and data L IFs. The NC must be able to communicate with theV server using
thedataLIFs.

9. Configure the SC to use the NetApp SAN for storage:
euca-modi fy-property -p <partition. storage. bl ockst or agenanager =netapp ]
Theouputof thecommend shoud be smilar to:
'PROPERTY <partiti on>. storage. bl ockst oragemanager netapp was <unset> |
______________________________________________ -
10. Verify that the propery value is now: 'netapp'
‘euca-describe-properties | grep blockstorage |
______________________________________________ -
11. On the CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state:
______________________________________________ -
| euca_conf --list-scs I
______________________________________________ -

12. Wait for the SC to transition to NOTREADY or DISABLED states.
13. On the CLC, enable NetApp SAN support in Eucalyptus by entering the V server's hostname or | P address, the

username and password of the administrator account, CHAP username and V server name.

Itj Note: Eucalyptus uses Challenge Handshake Authentication Protocol (CHAP) for disk operations. The

= CHAP username can be any value, however it should be unique when sharing a NetApp V server across
multiple Eucalyptus clusters.
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i) Note: CHAPsupport for NetApp hasbeen added in Eucalyptus 3.3. The SC will not transition to ENABLED
= state until the CHAP username is configured.

r - -~ -~"-~""""""">"">"">""=>"=-""=">""="\"-"="="=""="="="="-="="="=—="~"="=~"="=~"="=~"="=""="=” ~= i
| euca-nodi fy-property -p <partition>. storage. sanhost=<Vserver | P_address> I
| euca- nodi fy-property -p <partition>. storage.sanuser=<Vserver_adm n_user name> |
| euca-nodi fy-property -p |
| <partition>. storage.sanpasswor d=<Vserver _adm n_passwor d> |
I euca- nodi fy-property -p <partition>. storage.chapuser=<Chap_user nane> |
e o o o o L L e L e e e e - _1
icj Note: Thefollowing command may fail if tried immediately after configuring the block storage manager.
- Retry the command a few times, pausing for afew seconds after each retry:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p <partition>. storage.vservernane=<Vserver_nanme> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

14. Wait for the SC to transition to ENABLED state.
i Note: The SC must beinthe ENABLED state before configuring the following properties.

15. If no aggregate is set, Eucalyptus will query the NetApp Vserver for all available aggregates and use the one that
hasthe highest capacity (free space) by default. To make Eucalyptus use specific aggregate(s) configure the following
property:

r--"--"-""- """ ""="-""="-""="-"""-"""-"""-"""-="-"-"-"-"-"-"-"-"-"-"-"-"-"--"-""="="="=-"=-"=-"=-—"=-—"=-—"=-—"=-"=-"=-= |
I euca-nodi fy-property -p <partition>. storage.aggregat e=<aggregate_ 1 nane, |
I aggregate_2 nane,...> I
e o o o o L L e L L e e e e e e e - - _1
If you want Eucalyptus to use the smallest aggregate first configure the following property:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p <partition>. storage.usel argest aggr egat e=f al se |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

16. Set an IP address for the iISCSI data L1F on the ENABLED CLC. Thisis used for NCs performing disk operations
on the Vserver. If you want to configure multiple I Ps, see see Configure NetApp Multipathing.

17. Set an 1P addressfor theiSCSI dataL|F onthe ENABLED CLC. Thisisused by the SC for performing disk operations
on the Vserver. The SC connects to the data L IFs on the VVserver in order to transfer snapshots to Walrus during
snapshot operations. If you want to configure multiple I Ps, see Configure NetApp Multipathing.

Your NetApp Clustered Data ONTAP SAN is now ready to use with Eucalyptus.

Enable EMC VNX SANs

This adapter uses the newer VVNX-Snapshot feature available on VNX devices running FLARE v5.32 or later that have
aVNX-Snapshot license. Thisadapter also requiresthe Navisphere Secure CL1 to beinstalled on the SCs. The Navisphere
CLI must be version 7.32.0.5.54 or later.

. Important: You must create a Clone Private LUN (CPL) of at least 1GB on each SP. For more information
on creating private LUNS, go to Allocating clone private LUNSs. Please note that to view this documentation you
will need to register for an EMC account.

1. We assume that the Navisphere CLI isinstalled in/ opt / Navi spher e on the SC.
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. Important: Eucalyptus currently supports version 7.32.0.5.54 or later of the Navisphere CLI.

. Verify that the CLI isinstalled and can communicate with the VNX from the SCs.
On each SC that you are configuring, test the naviseccli command as follows:

______________________________________________ .
[ opt/ Navi spher e/ bi n/ navi seccli -User <your SAN username> - Password <your SAN |
passwor d> - Scope O - Address <management port | P> connection -pi ngnode - address |
<a data port |P on your VNX> |
______________________________________________ J
Verify that the command runs successfully and the ping gets replies from the SAN.
. Onthe CLC, run the following command to verify that the SC is listed; note that it may be in the BROKEN state:
______________________________________________ -
euca_conf --list-scs I
______________________________________________ J
Configure the SC to use the EMC VNX VNX-Snapshot-based manager for storage.
______________________________________________ -
euca-nodi fy-property -p <partition>.storage. bl ockst oragemanager =ent- vnx I
______________________________________________ J
The output of the command should be similar to:
______________________________________________ -
PROPERTY PARTI 00. st or age. bl ockst or agenmanager ent-vnx was <unset > |
______________________________________________ J

. Check the SC to be surethat it hastransitioned out of the BROKEN stateand isin either NOTREADY or DISABLED
before configuring the rest of the properties for the SC. The following commands should be run on the ENABLED
CLC to configure the SC.

Onthe ENABLED CLC, run:

euca_conf --list-scs I

. Onthe CLC, enable SAN support in Eucalyptus by entering your SAN's hostname or | P address, the username, and
password:

euca-nodi fy-property -p [partition_nane].storage. sanhost=[ SAN | P_addr ess] |
euca- nodi fy-property -p [partition_nane].storage. sanuser =[ SAN adm n_user_nane] |
euca- nodi fy- property -p |
[partition_nane]. storage. sanpasswor d=[ SAN _adni n_passwor d] |

If you have multiple management | P addresses for the SAN adapter, provide acomma-delimited list of 1P addresses
tothe[ partition_nane]. storage. sanhost property.

. Onthe ENABLED CLC, set the login scope for the command line access. For most installs, the login scope will be
0, which indicates a global login scope for the device. 1 indicates alocal scope. 2 indicates LDAP authentication
for the SAN device. Uselogin scope value of 2 only if your SAN is configured to use L DA P authentication and you
have an admin user configured to use LDAP.

. Onthe ENABLED CLC, set the username for the Challenge Handshake Authentication Protocol (CHAP). This can
be any value, however it should be unique when sharing VNX on multiple Eucalyptus clusters.
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9. Onthe ENABLED CLC, set the value for the unique storage pool that you have configured to use with the SC.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p <partition_nanme>. storage. storagepool =0 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
10. On the ENABLED CLC, set the iSCSI data port IP for NCs to use to perform disk operations on the SAN. If you
want to configure multiple IPs, see Configure EMC VNX Multipathing.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p <partition_name>. st orage. nhcpat hs=<i p> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

11. Onthe ENABLED CLC, set theiSCSI data port IP for SCsto use to perform disk operations on the SAN. The SCs
connect to the data ports on the SAN in order to transfer snapshots to Walrus during snapshot operations. If you want
to configure multiple I Ps, see the section on 'multipathing.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca- nodi fy-property -p <partition_name>. storage. scpat hs=<i p> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
12. On the ENABLED CLC, set the path to Navisphere CLI that you downloaded earlier to the SC. The following
exampl e shows the default path. Thisis that path on the SC, not on the CLC.
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I euca- nodi fy-property -p |
I <partition_nanme>. storage. clipath=/opt/Navi sphere/bi n/navi seccli I
I J

Your EMC VNX SAN is now ready to use with Eucalyptus.

Tip: Note: Thetimeit takesfor aLUN migration to complete will depend on the exact VNX model, workload,
and volume size, and the amount of data actually stored in the volume. The default timeout for LUN migrations
is12 hours. If your deployment usesvolumes >50GB, or if you find that snapshotsfail and a"migration timeout"
message is seen in the SC logs, then you should increase the timeout to a larger value. It is recommended that
if you plan on using volumes in the 100GB range that you set that timeout to 3600 or larger. You can set the
timeout using euca- nodi fy- property asfollows:

I euca-nodi fy-property -p [partition].storage.lunmgrationtineout=[tinme in
I hour s] |

Configure Dell Equallogic Multipathing
Use multipathing to provide network-and-SP-redundancy for theiSCSI data path between the Dell Equallogic SAN and
NCs.

* Important: Itisstrongly recommended that you get your system up and running and able to create volumes
and snapshots using the Dell Equallogic SAN prior to configuring multipathing. Multipathing can be configured
after the cloud is fully functional and will apply to any volumes attached/snapshotted after multipathing is
configured. Configuring multipathing on a non-multipathed system does not require arestart of the SC, NC, or
CLC.

* Important: The Dell Equalogic SAN has separate paths for data and management.

The Dell Equallogic management interface is available for executing control operations only. If your Dell Equallogic
SAN is configured to use the management port, please note the | P address of the management interface. The SC can be
configured to use the management interface by specifying the | P address of the management interface using thescpat hs
property. For example:

r—-r——>~—~>>>>">"=-—"-=--——""="">-"-—"="-—-—""=""-="-"-—-=""-—-—"="-"—""-—""=—»"-=—"-="""=""=—"=—="=—=—=—=—=—=—+— A
| euca- nodi fy-property -p nmypartition.storage. scpaths=192.168. 3.1 |
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The Dell Equallogic datainterface is configured by specifying the | P address of the data interface using the ncpat hs
property. For example:

To configure multipathing for a Dell Equallogic SAN:

1. Ensure that the mutipathd service is running on each NC:
npat hconf --enabl e

2. Configure the /etc/multipath.conf file.
I Note: Anexample configuration for the Dell Equallogic SAN isinstalled with Eucalyptus. Thisfileis

- locatedin/ usr/ shar e/ doc/ eucal ypt us-3. 4. 1/ mul ti pat h. conf . exanpl e. equal | ogi ¢
on each NC.

3. Start the mutipathd service:

4. If you modify the /etc/multipath.conf file, be sure to restart and reconfigure multipathd:
a) Restart the multipathd service:

I reconfigure I
I quit I

5. Check that the multipath udev rulesfileisinstalled by verifying that the file
[ etc/udev/rul es. d/ 12- dm per ni ssi ons. rul es fileexists.

6. SetthelSCSI paths:
Tip: The path specification format isi f ace0: i p0, i facel:ipl,...,ifaceN i pNwhereiface
may be reused (i.e. multiple iface0 entries). Also, note that ‘iface’ is optional, you may just specify a
comma-delimited list of 1Ps. Eucalyptuswill detect which interfaces on the SC/NC can reach each specified
[P and will usethefirst found. You must only specify the ‘iface’ valueif you want precise control over which

interfaces access which IPs. For using a single path only, just specify the IP of theiscsi data port to use on
the VNX.

Ij Note: Werecommend initially getting the system working with only one path. The path values can be

- modified at any time to enable multipathing, so it is possible to get everything working and confirm full
VNX functionality before attempting multipathing. To use one path, ssimply specify asingle IP for each the
following steps.

a) Setthe NC paths. For example:

euca-nodi fy-property -p nypartition.storage.ncpaths=iface0: 127.0.0.1
b) Set the SC paths. For example:

euca-nodi fy-property -p nypartition.storage.scpaths=iface0:127.0.0.1
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It Noter TheNC and SC may each have different path lists, or you can optionally only enable multipathing
= ontheNCsor SCif desire.

¢) If youspecifiedani f ace when setting the SC paths, be sureto include aline in the eucalyptus.conf file of each
NC in the cluster that defineseach i f ace. For example:

STORACE_| NTERFACES="i f ace0O=et h0"

7. Test and verify the configuration by creating (and attaching to) a volume and creating a snapshot on the partition.

8. If testing is successful, you can now configure multiple paths in your * .storage.ncpaths and * .storage.scpaths
configuration. In the following example, the | P addresses for each interface correspond to the paths configured on
the Dell Equallogic SAN:

r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I euca- nodi fy-property -p |
I mypartition.storage. ncpaths=i face0: 192. 168.1.1,ifacel: 192. 168. 1. 2 |
e L o o o o L L e - _1
9. Verify that multipathing isworking on an NC by attaching a volume to an instance on that NC and running the
following command:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I multipath -11 |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

| |
| |
| mpat hb (36006016098b0300080722f 971b2ee211) dm 0 DGC, VRAI D I
| size=1.0G features="1 queue_if_no_path' hwhandl er="1 alua' wp=rw |
I |- + policy="round- robin 0" prio=50 status=active |
I'|] - 6:0:0:1 sdd 8:48 active ready running |
| - +- policy="round- robin 0" prio=10 status=enabl ed |
I *-  7:0:0:1 sdf 8:80 active ready running I
| |
| |

You have now successfully configured multipathing for your Dell Equallogic SAN installation.

Configure EMC VNX Multipathing
Use multipathing to provide network-and-SP-redundancy for the iSCSI data path between the EMC VNX SAN and
NCs.

* Important: Itisstrongly recommended that you get your system up and running and able to create volumes
and snapshots using the EMC VNX prior to configuring multipathing. Multipathing can be configured after the
cloud isfully functional and will apply to any volumes attached/snapshotted after multipathing is configured.
Configuring multipathing on a non-multipathed system does not require arestart of the SC, NC, or CLC.
To configure multipathing for aEMC VNX SAN:

1. Ensure that the mutipathd serviceis running on each NC:
npat hconf --enabl e

2. Configure the /etc/multipath.conf file.

icj Note: Anexample configuration for EMC VNX isinstalled with Eucalyptus. Thisfileislocated in
= /usr/share/doc/eucal yptus-3.4.1/multipath.conf.exanple.vnx oneachNC.

3. Start the mutipathd service:

4. 1f youmodify the/ et c/ mul t i pat h. conf file, be sure to restart and reconfigure multipathd:
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a) Restart the multipathd service:

r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
| service nmultipathd restart |
L o e e e e e e J
b) Run multipathd -k:

I reconfigure |
I quit |

. Check that the multipath udev rulesfile isinstalled by verifying that the file
[ etc/udev/rul es. d/ 12- dm per ni ssi ons. rul es fileexists.

. Set the ISCSI paths:
I Note The path specification format isiface0:ip0,ifacel:ipl,...ifaceN:ipN where iface may be re- used (i.e.

= multiple iface0 entries). Also, note that ‘iface’ is optional, you may just specify acomma- delimited list of
IPs. Eucalyptus will detect which interfaces on the SC/NC can reach each specified |P and will use the first
found. You must only specify the ‘iface’ value if you want precise control over which interfaces access

which IPs. For using asingle path only, just specify the |P of theiscsi data port to use on the VNX.

i Note: Werecommend initialy getting the system working with only one path. The path values can be

= modified at any time to enable multipathing, so it is possible to get everything working and confirm full
VNX functionality before attempting multipathing. To use one path, ssmply specify asingle |P for each the
following steps.

a) Setthe NC paths. For example:

euca-nodi fy-property -p nypartition.storage.ncpaths=iface0:127.0.0.1
b) Set the SC paths. For example:

euca-nodi fy-property -p nypartition.storage.scpaths=iface0:127.0.0.1

i)l Note: TheNC and SC may each have different path lists, or you can optionally only enable multipathing
=1 ontheNCsor SCif desire.

¢) If you specifiedani f ace when setting the SC paths, be sure to include alinein the eucalyptus.conf file of each
NC in the cluster that defineseach i f ace. For example:

STORACE_| NTERFACES="i f aceO=et hO"

. Test and verify the configuration by creating (and attaching to) a volume and creating a snapshot on the partition.

. If testing is successful, you can now configure multiple paths in your *.storage.ncpaths and * .storage.scpaths
configuration.

. Verify that multipathing is working on an NC by attaching a volume to an instance on that NC and running the
following command:

- - A
mul tipath -11 |
______________________________________________ J
This command should return output similar to the following:
______________________________________________ -

|
npat hb (36006016098b0300080722f 971b2ee211) dm O DGC, VRAI D |
size=1.0G features="1 queue_if _no_path' hwhandler="1 alua' wp=rw |
|- +- policy="round- robin 0" prio=50 status=active |

|

CC-BY-SA, Eucalyptus Systems, Inc.



Eucalyptus | Eucalyptus Installation | 65

|
1| - 6:0:0:1 sdd 8:48 active ready running

| - 4+ policy="round- robin 0" prio=10 status=enabl ed
| "- 7:0:0:1 sdf 8:80 active ready running

|

You have now successfully configured multipathing for your EMC VNX SAN installation.

Configure NetApp Multipathing
Use mulltipathing to provide network and controller redundancy for theiSCSI data path between the NetA pp Cluster-mode
SAN and NCs.

* Important: Eucalyptus supports multipathing for NetApp Clustered ONTAP only.

* Important: Itisstrongly recommended that you get your system up and running and able to create volumes
and snapshots using the NetApp SAN prior to configuring multipathing. Multipathing can be configured after
the cloud isfully functional and will apply to any volumes attached/snapshotted after multipathing is configured.
Configuring multipathing on a non-multipathed system does not require arestart of the SC, NC, or CLC.
To configure multipathing for a NetApp SAN:

1. Ensure that the mutipathd service is running on the SC and on each NC:
nmpat hconf --enabl e

2. Configurethe/ et ¢/ mul ti pat h. conf file.

i) Note: Anexample configuration for NetApp isinstalled with Eucalyptus. Thisfileislocated in
= /usr/share/doc/eucal yptus-3.4.1/multipath.conf.exanpl e. net app oneach NC.

3. Start the mutipathd service:

r---"-"-"-"-""-"="-""="-""="-"-"-=-"-"-"-"-"-"-"-"-"-"="-=-"-=-"-"-"=-"=-"-"-"=-"=-"=-"=-"=-"="—="="==“"=-—"=—"=-=-= A

| service nultipathd start |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
4. If youmodify the/ et ¢/ mul ti pat h. conf file, be sureto restart and reconfigure multipathd:

a) Restart the multipathd service:
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
| service nultipathd restart |
L e e o e e o o e e J

b) Run multipathd -k:
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
I mul tipathd -k |
L e o o e e e e e e o e e e e J

¢) Enter the following commands at the multipathd interactive prompt:
r-r-=—--—"""""--"-"-"----"-"-"-"-""="-""="-"-"-"-"-"-="-"-"-" =" ="=="="""®="=-"=-"=-"=-—"=-—-"=-—-=—-"=-== |
I reconfigure |
I quit I
L o o o o L L L e o J

5. Check that the multipath udev rulesfileisinstalled by verifying that the file
[ etc/udev/rul es. d/ 12- dm per ni ssi ons. rul es fileexists.

6. Set the|SCSI paths:
Il Note: The path specification format isiface0:ip0,ifacel:ipl,...,ifaceN:ipN where iface may bere- used (i.e.

_ multiple iface0 entries). Also, note that ‘iface’ is optional, you may just specify acomma- delimited list of
IPs. Eucalyptus will detect which interfaces on the SC/NC can reach each specified IP and will use the first

found. You must only specify the ‘iface’ value if you want precise control over which interfaces access
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which IPs. For using asingle path only, just specify the P of theiscsi dataport to use on the NetApp Clustered
ONTAP

Il Note: Werecommend initially getting the system working with only one path. The path values can be

_ modified at any time to enable multipathing, so it is possible to get everything working and confirm full
NetApp functionality before attempting multipathing. To use one path, ssmply specify asingle IP for each
the following steps.

a) Setthe NC paths. For example:

euca- nodi fy-property -p nypartition.storage.ncpaths=iface0:127.0.0.1
b) Set the SC paths. For example:

euca-nodi fy-property -p nypartition.storage.scpaths=iface0:127.0.0.1

i) Noter TheNC and SC may each have different path lists, or you can optionally only enable multipathing
= ontheNCsor SCif desire.

¢) If youspecifiedani f ace when setting the SC paths, be sureto include aline in the eucalyptus.conf file of each
NC in the cluster that defineseach i f ace. For example:

STORACE_| NTERFACES="i f ace0O=et h0"

7. Test and verify the configuration by creating (and attaching to) a volume and creating a snapshot on the partition.

8. If testing is successful, you can now configure multiple paths in your * .storage.ncpaths and * .storage.scpaths
configuration.

9. Verify that multipathing isworking on the SC and on an NC by attaching a volume to an instance on the SC and the
NC and running the following command:

r—— T T T T T T T T - —— e — M
I multipath -1 |
e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -
This command should return output similar to the following:
______________________________________________ ‘I

:npathp (3600a098037542d69535d43514965354e) dm 2 NETAPP, LUN C- Mbde I
| size=2.0G features="3 queue_if _no path pg init _retries 50° hwhandl er="1 al ua'

| Wp=rw |
| | -+- policy="round-robin 0" prio=50 status=active |
I'] |- 18:0:0:0 sdd 8:48 active ready running |
I'| “- 20:0:0:0 sdf 8:80 active ready running |
I “-+- policy="round-robin 0" prio=10 status=enabl ed I
I |- 17:0:0:0 sdc 8:32 active ready running |
: - 19:0:0:0 sde 8:64 active ready running :

You have now successfully configured multipathing for your NetApp Clustered ONTAP system.

Configure DNS

Eucalyptus provides a DNS service that you can configure to map instance I1Ps and Walrus bucket names to DNS host
names. This section details how to configure the Eucalyptus DNS service.

The DNS service will automatically try to bind to port 53. If port 53 cannot be used, DNS will be disabled. Typically,
other system services like dnsmasq are configured to run on port 53. To use the Eucalyptus DNS service, you must
disable these services.

Configure the Domain and Subdomain

Before using the DNS service, configure the DNS sub domain name that you want Eucalyptus to handle using the steps
that follow. Make sure that the Eucalyptus Cloud Controller (CLC) has been started.
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1. Logintothe CLC and enter the following:

I euca- nodi fy-property -p |
I syst em dns. dnsdonai n=<eucadonai n. your donmai n> |

r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I euca- nodi fy-property -p |
I | oadbal anci ng. | oadbal ancer _dns_subdonmai n = <your - subdomai n> |
e o o o o e e e _1

Turn on IP Mapping

To turn on mapping of instance |Psto DNS host names:

1. Enter the following command on the CLC:
r- - -"-"-"-""-""-"="-"""=""-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"=-"-"="-"-=-"=-"=-"="-"=-"=-"~"=-"~"=-"=-"="—"="—==-="=“~“"=—"=—-"=-= A
| euca-nodi fy-property -p bootstrap. webservices. use_i nstance_dns=true |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

When thisoption isenabled, public and private DNS entries are set up for each instance that islaunched in Eucalyptus.
This also enables virtual hosting for Walrus. Buckets created in Walrus can be accessed as hosts. For example, the
bucket nybucket isaccessibleasmybucket . wal r us. eucadonai n. your domai n.

Instance IP addresses will be mapped aseuca- A. B. C. D. eucal ypt us. <subdomai n>, where A. B. C. Dis
the | P address (or addresses) assigned to your instance.

2. If youwant to modify the subdomain that isreported as part of the instance DNS name, enter the following command:

I euca- nodi fy-property -p |
I cl oud. vinst at e. i nst ance_subdomai n=. <cust om dns- subdomrai n> |

When this value is modified, the public and private DNS names reported for each instance will contain the specified
custom DNS subdomain name, instead of the default value, which iseucal ypt us. For example, if thisvalueis
setto f oobar , theinstance DNS names will appear aseuca- A. B. C. D. f oobar . <subdonai n>.

Enable DNS Delegation

DNS delegation allows you to forward DN S traffic for the Eucalyptus subdomain to the Eucalyptus CL C host. This host
acts as aname server. This allows interruption-free access to Eucalyptus cloud services in the event of afailure. The
CLC host is capable of mapping cloud host names to | P addresses of the CLC and Walrus hosts.

For example, if the IP address of the CLCis192. 168. 5. 1, and the |P address of Walrusis192. 168. 6. 1, the host
eucal ypt us. eucadonai n. your donai n will resolveto 192. 168. 5. 1 and
wal rus. eucadonai n. your donai n will resolveto 192. 168. 6. 1.

To enable DNS delegation:

1. Enter the following command on the CLC:

2. Because the credentias are now slightly changed, you must generate the administrative credentials and source the
eucar c fileagain. For more information, see Generate Administrator Credentials.

Configure the Master DNS Server
Set up your master DNS server to forward the Eucalyptus subdomain to the CL C server, which acts as a name server.

The following example shows how the Linux name server bi nd is set up to forward the Eucalyptus subdomain.
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1. Open/ et c/ named. conf and set up theeucadonai n. your domai n zone. For example, your
/ et ¢/ named. conf may look like the following:

zone "yourdomai n" {
type naster;
file "/etc/bind/ db. yourdomai n";

H

| |
| |
| |
| |
| |
| |
| #Forwar d eucadonai n. your donai n |
I zone "eucadonai n. yourdonmai n" { |
I type forward; |
I forward only; I
:formarders { <CLC I P> }; :
b

| |

where <CLC | P> isthe |P address of your CLC.

2. Create/ et ¢/ bi nd/ db. your donmai nif it doesnot exist. If your master DNSisalready set upforyour domai n,
you will need to add a name server entry for <CLC_| P>. For example:

r- """ """ ""="-""="-"""-"""-"""-"""-""=""-=-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=""="="=-"-=-"=-="-"—"=-"=-"=-"=-—"=-"=-=-= |
I $TTL 604800 |
I @I N SOA yourdonai n. root.yourdonain. ( I
2 ; Serial I
| 604800 ; Refresh |
| 86400 ; Retry '
| 2419200 ; Expire '
: 604800 ) ; Negative Cache TTL :
: @I N NS ns. your domai n. :
| @I N A <nast er _naneserver _| P> |
: ns. yourdomain. |IN A <master_naneserver_| P> :
| |
| ;Add entry for CLC I
| eucadomai n. yourdomain. I N NS cl c. eucadomai n. your domai n. |
| |
I cl c. eucadonai n. yourdomain. IN A <CLC_| P> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

wherecl ¢. eucadomai n. your domnai n isthe host name of your CLC server.

3. Redtartthebindnameserver (f et c/init.d/ bind9 restart or/etc/init.d/ naned restart,depending
on your Linux distribution).

4, Testyour setup by pointing/ et ¢/ r esol v. conf onyour client to your primary DNS server and attempt to resolve
eucal ypt us. eucadomai n. your domai n using ping or nslookup. It should return the | P address of the CLC
server.

Advanced DNS Options
Recursive lookups and split-horizon DNS are available in Eucalyptus.

1. Toenableany of the DNSresolvers, set dns. enabl ed tot r ue.
2. To enablethe recursive DNSresolver, set dns. r ecur si ve. enabl ed tot r ue.

3. To enable split-horizon DNS resolution for internal instance public DNS name queries, set
dns.split_horizon. enabl edtotrue.

Configure Node Controller
To prevent potential problems, we recommend that you perform the steps listed in this topic on each NC.

1. Logintoan NC server and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
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2. Change the CONCURRENT_DI SK_OPS parameter to the number of disk-intensive operations you want the NC to
perform at once. On some Linux installations, asufficiently large amount of local disk activity can slow down process
scheduling. This can cause other operations (e.g., network communication and instance provisioning) appear to stall.
Examples of disk-intensive operationsinclude preparing disk images for launch and creating ephemeral storage. Set
thisvalueto 1 to serialize all disk-intensive operations. Set to a higher number to increase the amount of disk-intensive
operations the NC will performin parallel.

3. Set DI SABLE_KEY_|I NJECTI ON=1 to disable key injection. By default, the node controller uses the filesystem
to perform key injection. Thisis potentially an unsafe practice.

Increase Walrus Disk Space

The size of Walrus storage must be larger than the sum of al the uploaded images. Each uploaded image requires
additional space to accommodate image decryption and the creation of temporary working files.

We recommend that the Walr us stor age size be three timesthe size of all uploaded images.

For example, you might have atotal of three images: two 10GB images and one 30 GB image. In order to ensure that
all three images are cached and ready to run in Eucalyptus, you will need to set the “ Space reserved for unbundling
images’ in Walrus to 50 GB or larger. To increase the image cache size in Walrus:

1. Log into the Eucalyptus Administrator Console (https.//<CLC_IP_address>:8443).

2. Click Service Componentsinthe Quick Links section.
The Service Components page displays.

3. Click walrus.
The Properties section displays.

4. Enter the new size (in MB) in the Space reserved for unbundling images field.
5. Click Save.

Configure VMware Support

After registering theVMware Broker, it will be enabled but not configured. Thistopic details how to configureVMware
Broker with information about your VMware infrastructure.

An unconfigured Broker is as good as a Cluster Controller with no Node Controllers to deploy virtual machines on.
Until the Broker is properly configured, itslogs (e.g., cl oud- out put . | og) will contain areminder of the fact:

Configuration for theVVMware Broker isdescribed by an XML document. A minimal configuration, which would supply
just enough information for the Broker to become usable, can be generated automatically, by answering a set of questions
about your VMware endpoints. All further configuration must be done by editing the XML document manually, though
with help from avalidation mechanism. We recommend starting with aminimal configuration and editing the generated
document to further expand it.

The steps for creating minimal and full-featured configurations, as well as for validating them, are described next. All
these stepsinvolve euca- conf i gur e- vimnar e command, which must be executed on the CC/Broker host. For
authorization, the same type of credentials that other administrative euca- commands require must be supplied (e.g.,
viaeucar c). If CLC and CC/Broker run on different hosts, the credentials may have to be copied from the CLC host
to the CC/Broker host.

Minimal VMware Broker configuration

At the very least, aVMware Broker needs the | P addresses and access credentials of each VMware endpoint (either
vCenter or ESX/ESXi host). To create aminimal configuration automatically, thisinformation must be entered, for each
endpoint, when prompted by euca- conf i gur e- vimwar e command. If the Broker has never been configured, the
command will detect that and will ask for information upon invocation without any flags.
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. On the CC/Broker host, enter the following command:

The output of the above command prompts for the same parameters that the vSphere Client application, distribued
by VMware, requests at startup.

. Enter the requested parameters, making sure to specify just the | P addresses of VMware endpoints and not URLS.
If you want to use vCenter, then enter the | P address of the vCenter server. If you do not want to use vCenter, then
enter |P addresses of each ESX/ESXi host. We recommend using vCenter because it is easier to configure and can
be more efficient.

Pl ease, supply vSphere endpoint |IP: 192.168.51. 77 :
Pl ease, supply vSphere usernane: root |
Pl ease, supply vSphere password: |
Do you want to enter another endpoint? [N: vy |
Pl ease, supply vSphere endpoint |IP: 192.168.51.78 |
Pl ease, supply vSphere usernane [root]: |
Pl ease, supply vSphere password [*****]: I
Do you want to enter another endpoint? [N]: N :

After entering all vSphere endpoint information, if the access credentials are correct, you should see output similar
to the following:

______________________________________________ -
di scovered 2 host(s) |

192. 168. 51. 78 | ogi n=r oot dat ast or eNane=dat astorel (7) |

upl oadVi aHost =t rue net wor k=VM Net wor k |

192.168. 51. 77 | ogi n=root dat ast or eNane=dat ast orel (6) |

upl oadVi aHost =t rue net wor k=VM Net wor k |

______________________________________________ J
If vCenter endpoint is entered, the output may list multiple ESX(i) hosts that were discovered by querying vCenter:

______________________________________________ -
Pl ease, supply vSphere endpoint |IP: 192.168.51. 48 |

Pl ease, supply vSphere usernane: Admi nistrator |

Pl ease, supply vSphere password: [

Do you want to enter another endpoint? [N]: |

di scovered 7 host (s) |

192. 168. 51. 175 | ogi n=Adm ni strat or dat ast or eNane=dat ast orel '

upl oadVi aHost =nul | net wor k=VM Net wor k '

192. 168. 51. 24 | ogi n=Adni ni strat or dat ast oreNane=dat ast orel (3) '

upl oadVi aHost =nul | net wor k=VM Net wor k :

192. 168. 51. 22 | ogi n=Adni ni strat or dat ast oreNane=dat astorel (5) |

upl oadVi aHost =nul | net wor k=VM Net wor k |

192. 168. 51. 78 | ogi n=Admi ni strat or dat ast oreNane=dat astorel (7) |

upl oadVi aHost =nul | net wor k=VM Net wor k I

192. 168. 51. 18 | ogi n=Adni ni strat or dat ast oreNanme=dat astorel (4) |

upl oadVi aHost =nul | net wor k=VM Net wor k I

192. 168. 51. 77 | ogi n=Adni ni strat or dat ast oreNane=dat astorel (6) |

upl oadVi aHost =nul | net wor k=VM Net wor k |

192.168. 51. 116 | ogi n=Admi ni strat or dat ast or eNane=dat astorel (1) |

upl oadVi aHost =nul | net wor k=VM Net wor k |

______________________________________________ J

This process both generates the XML configuration and configures the Broker. From this point onward, invoking
euca- confi gur e- vimnar e with no parameterswill cause the current configuration of the Broker to bevalidated.
To make the new configuration active, the Broker must be restarted.

. Restart the VMware Broker.
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Re-generating VMware Broker configuration
After the Broker has been configured, to generate a configuration again, one must use a two-step process:

1. Onthe CC/Broker host, usethe - - gener at e flag to create another configuration, which is saved in an XML file
inthe/ t mp directory.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-configure-vnware --generate |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

Note the path to the newly generated XML configuration that is printed by the command.
r-- - -~ -T TS
| Pl ease, supply vSphere endpoint IP: 192.168.51. 116 I
| Pl ease, supply vSphere usernane: root |
| Pl ease, supply vSphere password: |
| Do you want to enter another endpoint? [N]: |
I di scovered 1 host(s) |
| 192. 168. 51. 116 | ogi n=r oot dat ast or eNane=dat astorel (1) |
I upl oadVi aHost =t rue net wor k=VM Net wor k |
I New config file was saved to /tnp/euca vmwarexsi VPj . xm I
L o o o o e S o

2. Modify the configuration in Broker's database by providing that fileto euca- conf i gur e- vimwar e:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I euca-configure-vnware /tnp/euca_vmarexsi VPj . xm |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

The XML document is validated by contacting the vSphere endpoints and some diagnostic information is reported.
- T T T T T T T T T T T T T T TS T TS TS T T T T T T T T T s s = 7
| Net wor k nmode: MANAGED |
| di scovered 1 host(s) |
| 192. 168. 51. 116 | ogi n=r oot dat ast or eName=dat astorel (1) |
I upl oadVi aHost =t rue net wor k=VM Net wor k |
e o o o o L L - _1

3. Restart the VMware Broker.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service eucal yptus-cloud restart |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

Full-featured VMware Broker configuration

This section may be skipped if the minimal configuration produced automatically was sufficient to access all hypervisor
nodes and the default names chosen for networks and datastores were adequate. If that is not the case, the configuration,
in the form of an XML document, will have to be edited manually.

1. There aretwo waysto edit the XML document:

e Byinvoking euca- confi gur e- viwar e with - - edi t flag, which invokes an editor (as specified by the
$EDI TOR environment variable, which must be set for the flag to work), with current configuration loaded in
it, and updates the configuration when the editor terminates successfully.

» By editingan XML file out of band and providing euca- conf i gur e- vimwar e with the path to thefile, which
isthen used to update the configuration of the Broker.

In both cases, before the configuration is updated, the XML document is validated for correctness, both in terms of
XML syntax and in the validity of information provided therein with respect to the VMware infrastructure (i.e.,
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endpoints, access credentials, and any named resources, such as networks and datastores, are verified by requeststo
VMware).

T T T T T T T T T T T T T T T T T TS T TS TS TS T T T T T T T T s T s T T M
I Networ k node: MANAGED |
| di scovered 1 host(s) |
| 192. 168. 51. 116 | ogi n=root dat ast or eNane=dat astorel (1) |
I upl oadVi aHost =t rue net wor k=VM Net wor k |
e o o o o L o e e e - _1
2. Restart the VMware Broker.
r---"-"-"-"-""-"="-""="-"""="-"-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"-"=-"="="-"="="="—"="—"="="=—"=—=-—"== A
| service eucal yptus-cloud restart |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

XML configuration structure

The part of the document that describes vSphere endpoints can be hierarchical, reflecting the hierarchy of abstractions
defined within vSphere: endpoints may contain datacenters, datacenters may contain clusters, and clusters may contain
hosts. However, just as parts of the hierarchy are optional in vSphere (e.g., there may be one default datacenter and no
clusters) the hierarchy is optional in the VMware Broker configuration.

Theonly required element is<endpoi nt / >, which must be enclosed by the <vspher e/ > element, which in turn
must be enclosed by the<conf i gur at i on/ > element. Theserequirementsare satisifed by any minimal configuration,
as generated by the steps described above. Minimal configurations typically look as follows:

| <configuration>

| <vspher e> |
| <endpoi nt |
| url ="https://192.168. 51. 116/ sdk" |
| | ogi n="root" |
I passwor d=" RSA/ ECB/ PKCS1Paddi ngDYG G . . " |
I di scover="true"/> I
| </ vspher e> I
: </ confi guration> :

When other elements are present, however, they must be arranged relative to each other in a hierarchy. This hierarchy
is shown in the following template, which describes all valid elementsin aVVMware Broker configuration and their
attributes (some attributes are grouped into categories, namely CREDENTI ALS and EXTRAS).

r———=—=—-"--"--"-"-"-"- - ="-"="--"-""-"-"""--""--""=--"-"-"-"-="-="-="-="-"-"-"-"=- - -""="--""="=-"=-"=-="=-=-== |
<confi guration>
<vsphere cacheLimtM="...... " CREDENTI ALS EXTRAS>
<endpoint url="https://..." CREDENTI ALS EXTRAS di scover =BOOLEAN>
<dat acenter nanme="..... " CREDENTI ALS EXTRAS di scover =BOOLEAN>
<cl uster nane="..... " CREDENTI ALS EXTRAS di scover =BOO_EAN>
<host nane="..... " CREDENTI ALS EXTRAS />

</cluster>
</ dat acent er >
</ endpoi nt >
</ vspher e>
<pat hs
scratchDi rect ory="/ pat h"
scratchDirectoryLi mt Mo=". ..
cacheDirectory="/path"
cacheDirectoryLimthM="..."/>

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| </ configuration>

For example, if a<dat acent er/ > is specified, it must be contained by the <endpoi nt / > to which it belongs.
Likewise, any <cl ust er/ > must be contained within an <endpoi nt / >, if any. And so on. All endpoints must be
contained by the single <vspher e/ > element. These elements and attributes will be discussed below.
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XML configuration attributes

Each <dat acent er/ >, <cl ust er/ >, and <host / > element requiresthe' nane' attribute, which must match
the name of that abstraction in vSphere; whereas <endpoi nt / > requiresthe' ur| ' attribute, which is normally the
IP of avSphere endpoint prefixed by ht t ps: / /.

CREDENTI ALS and EXTRAS are categories of attributes. These attributes can be specified for any vSphere-related
element with values propagating from higher-level elementsto lower-level elements, wherethe values can be overridden
selectively. For example, if onewereto specify naxCor es=" 4" inthe<endpoi nt / > element, then all hostsbelonging
to that endpoint would advertise 4 cores instead of their actual number of physical cores. However, the lower-level
parameter always overrides the higher-level parameter. So, if a<host / > specifiesnmax Cor es=" 8", that will override
maxCor es="4" specified in the <endpoi nt/ > or <dat acent er/ > that containsit. Thiskind of inheritance of
values with possibility of overriding appliesto all attributesin CREDENTI ALS and EXTRAS categories.

e CREDENTI ALSconsistof ' | ogi n" and' passwor d' attributes, the latter of which can be specified in plaintext
or encrypted (as produced by euca- conf i gur e- vmnar e). At the very least they must be specified either for
each <endpoi nt / > or onceinthe enclosing <vspher e/ > element, in which case they will be used for al
endpoints without explicitly specified credentials. If credentials are specified for any elements contained by
<endpoi nt / >, they will be used for the optional datatransfer connections to individual ESX/ESXi hosts (see
upl oadVi aHost attribute below). Thus, if login or password on ESX/ESXi hosts are different from login and
password on vCenter, the values for ESX/ESXi must be specified separately.

» EXTRAS attributes allow one to restrict Eucalyptus's behavior in several ways. By default, Eucalyptus will attempt
to use all resources that it discovers, such as memory, cores, and storage space on a datastore. Furthermore, when
multiple options are available, e.g., for adatastore or anetwork, it will make an arbitrary choice. With the following
attributes, one can make the exact choices when desired:

e 'datastore' -nameof thevSphere datastore to use (first one found by default).
« '"network' - name of the vSphere network to use (first one found by default).
« "maxCores' - number of virtual coresto use on an ESX(i) host for Eucalyptus instances (same as physical

cores by default).

e "'maxMenmVB' - memory, in MB, to use on an ESX(i) host for Eucalyptus instances (same as physical RAM by
default).

« '"maxDi skMB' - disk size, in MB, to use on a datastore for Eucalyptus instances (free space on the datastore
by default).

e 'upl oadVi aHost ' - upload VM disk contentsdirectly to the ESX(i) host rather than through vCenter ("false”
by default). This option isignored when the endpoint is an ESX(i) host. The default behavior isto upload VM's
disk files through vCenter. To avoid overloading the vCenter with 1/O traffic, however, Eucalyptus can perform
the upload directly to anindividua host. Inthiscase, if the credentials (login or password) for the host are different
from vCenter credentials, they must be specified explicitly in one or more elements contained by the
<endpoi nt/ > (e.g., ineach <dat acent er / > or each <cl ust er/ > or each <host / > element).

Three elements, <endpoi nt / >, <dat acent er/ >, and <cl ust er/ >, may specify the boolean attribute

" di scover' (with"true" and "false" asthe only allowed values). Setting it to "true" implies that VMware Broker is
allowed to add to itsinventory any elements (clusters or hosts) contained therein even if they are not specified explicitly.
Conversely, setting it to "false” implies that VMware Broker may not add to its inventory any containing elements that
arenot specified explicitly with<cl ust er / > or <host / > tags. If ahost isnot added to theinventory because discovery
is forbidden and the host is not specified explicitly with a<host / > element, that incident will be reported as:

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T ST T e 1
I DI SALLOAED BY CONFI GURATI ON I

Storage attributes
You can change disk locations and the size limits used by VMware Broker for constructing and caching of disk images.

e cachelLi m t My, the only attribute unique to the <vspher e/ > element, specifies how much space Eucalyptusis
allowed to use on vSphere, cumulatively across all datastores, for caching VM templates. The default value is 50GB.
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* scratchDirectoryandscratchbDirectoryLi nm t M attributes of the optional element <pat hs/ > define
where on the file system and how much space the V Mware Broker may use for non-cacheable work. Default values
are/var/lib/ eucal yptus/ vimar e/ t np and 50GB, respectively.

« cacheDirectoryandcacheDi rectoryLi ni t Mo attributes of the optional element <pat hs/ > definewhere
on the file system and how much space the VMware Broker may use for cacheable work. Default values are
[var/lib/eucal yptus/ vimwar e/ cache and 50GB, respectively.

Set Up Security Groups

In Managed and Managed (No VLAN) networking modes, you must configure the system with parameters that define
how Eucalyptus will allocate and manage virtual machine ne

tworks. These virtual machine networks are known as security groups. The relevant parameters are set in the
eucal ypt us. conf onall machinesrunning a CC. These parameters are:

e VNET_SUBNET
*  VNET_NETMASK
*  VNET_ADDRSPERNET

The CC will read VNET _SUBNET and VNET_NETMASK to construct arange of |P addresses that are available to all
security groups. This range will then be further divided into smaller networks based on the size specified in

VNET _ADDRSPERNET. Note that Eucalyptus reserves eleven addresses per security group, so these networks will be
smaller than the value specified in VNET_ADDRSPERNET.

Thefirst time an instance runsin a given security group, Eucalyptus chooses an unused range of 1Ps of size specified
in VNET _ADDRSPERNET. Eucalyptus then implements this network across all CCs. All instances that run within this
given security group obtain a specific IP from this range.

Tip: Eleven of thelP addresseswithin each security group network are reserved for Eucalyptusto use as gateway
addresses, broadcast address, etc. For example, if you set VNET ADDRSPERNET to 32, there will be 21 free
IPs that are available for instances running in that security group.

In Managed mode, each security group network is assigned an additional parameter that isused asthe VLAN tag. This
parameter is added to all virtual machine traffic running within the security group. By default, Eucalyptus usesVLAN
tags starting at 2, going to a maximum of 4094. The maximum is dependent on how many security group networks of
the size specified in VNET_ADDRSPERNET fit in the network defined by VNET _SUBNET and VNET_NETMASK.

If your networking environment is already using VLANSs for other reasons, Eucalyptus supports the definition of a
smaller range of VLANS that are available to Eucalyptus. To configure Eucalyptus to use VLANSs within a specified
range:

1. Choose your range (a contiguous range of VLANS between 2 and 4095).

2. Configure your cluster controllerswith aVNET_SUBNET/VNET_NETMASK/VNET_ADDRSPERNET that is
large enough to encapsulate your desired range. For example, for aVLAN range of 1024-2048, you could set
VNET_NETMASK to 255.254.0.0 to get alarge enough network (131072 addresses), and VNET_ADDRSPERNET
to 64, to give 2048 possible VLANS.

3. Configure your cloud controller to work within that range. Use the following commands to verify that the rangeis
now set to be 2-2048, a superset of the desired range.

| euca-describe-properties | grep cluster.nmaxnetworkt ag |
| euca-describe-properties | grep cluster. m nnetworktag |

I euca- nodi fy-property -p cloud. network. gl obal _nmax_network _tag=<nmax_vl an_tag> |
I euca- nodi fy-property -p cloud. network. gl obal _mn_network tag=<min_vlan_tag> |

This ensures that Eucalyptus will only use tags between 1024 and 2048, giving you atotal of 1024 security groups,
oneVLAN per security group.
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Tip: If VMsareaready running in the system using aVLAN tag that is outside the range specified by
global_min_network_tag-global_max_network_tag, that network will continue to run until all VMswithin the
network are terminated and the system removes reference to that network. Best practice is to configure these
values in advance of running virtual machines.

Configure the Load Balancer

Eucalyptus provides optional support for Load Balancing. In order to use this support, you will need to register the Load
Balancer image with the cloud.

Install and Register the Load Balancer Image
Eucalyptus provides atools for installing and registering the Load Balancer image. Once you have run the tool, your
Load Balancer will be ready to use.

Run the following command on the machine where you installed the eucalyptus-load-bal ancer-image package:

| euca-install -1 oad-bal ancer --install-default I

Verify Load Balancer Configuration

If you would like to verify that Load Balancer support is enabled you can list installed Load Balancers. The currently
active Load Balancer will belisted as enabled. If no Load Balancers arelisted, or none are marked as enabled, then your
Load Balancer support has not been configured properly.

1. Run thefollowing command to list installed Load Balancer images:

Cewcainstall-loadbalancer st |
2 Yucmadmoektealel Lo B Ml ity
euca-deseri be-propert es | oadbal anci ng. L oadbal ancer_em |
o fyounedomaaly s thoentled Lo Balarcer Ml e
euca- ol 1y-property -p | oadbal ancing. | cadbal ancer_em <em - 12345678 |

Change the Administration Password

Change the default password for the administration user. You can do thisusing theeuar e- user nodl ogi nprofil e
or by logging in to the Eucalyptus Administrator Console (https://[CLC_IP_address]:8443).

Thefirst time you log in to the console, you are prompted for a new password.
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Eucalyptus HA Installation

This section details steps to install Eucalyptus.
To install Eucalyptus HA, perform the tasks in the order presented in this section.

In order to get the most out of a Eucalyptus deployment, we recommend that you create a plan that provides a complete
set of features, performance, scaling, and resilience characteristics you want in your deployment.

Attention: If you are upgrading from an existing Eucalyptus release, see Eucalyptus Upgrade.

To successfully plan for your Eucalyptus installation, you must determine two things:

« Theinfrastructureyou plan to install Eucalyptuson: Think about the application workload performance and
resource utilization tuning. Think about how many machines you want on your system.

« Theamount of control you plan to give Eucalyptuson your network: Use your existing architecture and policies
to determine the Eucalyptus networking features you want to enable: elastic | Ps, security groups, DHCP server, and
Layer 2VM isolation.

This section describes how to evaluate each tradeoff to determine the best choice to make, and how to verify that the
resource environment can support the features that are enabled as a consequence of making a choice.

By the end of this section, you should be able to specify how you will deploy Eucalyptusin your environment, any
tradeoffs between feature set and flexibility, and where your deployment will integrate with existing infrastructure
systems.

Tip: For more help in planning your installation, see the Eucalyptus Cloud Reference Architectures page. This
page includes use cases and reference architectures for various deployments.

Understanding the Eucalyptus HA Architecture
This topics describes the relationship of the components in a Eucalyptus HA installation.

If you configure Eucalyptus for high availability (HA), you must have primary and secondary cloud and cluster
components. In the event of afailure, the secondary component becomes the primary component.
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Eucalyptus HA usesaservice called an Arbitrator that monitors connectivity between auser and a user-facing component
(CLC, Walrus, and CC). An Arbitrator approximates reachability to a user. Each Arbitrator uses ICMP messagesto
periodically test reachability to an external entity (for example, a network gateway or border router) or to an external
site (for example, google.com).

An Arbitrator is not required in HA. However, it isnice to have in order to test connectivity with a user.

If al Arbitratorsfail to reach a monitored entity, Eucalyptus assumes thereis aloss of connectivity between a user and
the component. At that point afailover occurs. To alow for normal outages and maintenance, we recommend that you
register more than one Arbitrator for each user-facing component.

Plan Component Placement

A Eucalyptus deployment is a set of cloud services (Cloud Controller and Walrus) and one or more clusters, each of
which containsa Cluster Controller, aStorage Controller, an optional VMware Broker (located with the Cluster Controller),
and one or more Node Controllers.

CLC

Cluster
Cloud (Availability Zone) Nodes

Cloud Components

Themain decision for cloud componentsiswhether to install the Cloud Controller (CLC) and Walrus on the same server.
If they are on the same server, they operate as separate web services within a single Java environment, and they use a
fast-path for inter-service communication. If they are not on the same server, they use SOAP and REST to work together.

However, when installed on the same server, the CL C and Walrus must share acommon memory footprint, both managed
by the Java memory manager. Walrus self-tunes its performance based on the memory pressure it perceives and runs
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faster with more memory. So, while separating the CL C and Walrus decreases the efficiency of the messaging between
the two, it often increases the responsiveness of the overall Eucalyptus system when Walrusis given alarge memory
footprint.

Sometimes the key factor for cloud componentsis not performance, but server cost and data center configuration. If you
only have one server available for the cloud, then you have to install the components on the same server.

The CLC and Walrus components are not designed to be separated by wide-area, common carrier networks. They use
aggressive time-outs to maintain system responsiveness so separating them over along-latency, lossy network link will
not work.

The CLC and Walrus communicate with Eucalyptus clientsindependently. End-userstypically interact with Eucalyptus
through aclient interface. They can use either our provided euca2ools Linux command line client tools, or the Eucalyptus
AWS-compatible API, or athird-party client that is compatible with Eucalyptus. In all cases, the end-user client must
be able to send messages via TCP/IP to the machine on which the CLC is deployed.

In addition, the CLC must have TCP/IP connectivity to all other Eucalyptus components except for node controllers
(NCs), which may reside on their own private networks. In addition, NC servers must be able to send messages to the
Walrus server because images are downloaded by the NC using the Walrus URL . That is, the CL C does not need to be
able to route network traffic directly to the NCs but Walrus does for the purposes of image delivery.

Cluster Components

The Eucalyptus components deployed in the cluster level of a Eucalyptus deployment are the Cluster Controller (CC),
Storage Controller (SC), and VMware Broker.

Tip: TheVMware Broker is available by subscription only. You do not need the VMware Broker unless you
are using VMware hypervisor.

You caningtall al cluster components on asingle machine, or you can distribute them on different machines. The choice
of one or multiple machinesis dictated by the demands of user workload in terms of external network utilization (CC)
and EBS volume access (SC).

Things to consider for CC placement:

« |If you plan to use elastic |Ps and security groups, the CC physical machine becomes a software | P gateway between
VM instances and the public network. Because of this software routing function, the physical server on which the
CC is deployed should have fast, dedicated network access to both the NC network, and the public network.

« |f youdon't plan to use elastic | Ps or security groups, the CC physical machine will not act as a software gateway.
Network traffic will be limited to small control messages.

* Inall cases, place the CC on a machine that has TCP/IP connectivity to the Eucalyptus front end servers and the NC
serversin its cluster.

Thingsto consider for SC placement:

»  The machine on which the SC is deployed must always have TCP/IP connectivity to the CLC. If you are a subscriber
and use one of Eucalyptus provided SAN integration drivers, the SC must also have TCP/IP connectivity to the
chosen SAN device. In this case, the SC only sends control messages to the SAN.

» If you do not configure a SAN, the SC requires only TCP/IP connectivity to the NCsin the cluster. The SC will use
this TCP/IP connectivity to provide the NCs network access to the dynamic block volumes residing on the SC's
storage. SC storage should consist of afast, reliable disk pool (either local file-system or block-attached storage) so
that the SC can create and maintain volumesfor the NCs. The capacity of the disk pool should be sufficient to provide
the NCs with enough space to accommodate all dynamic block volumes requests from end-users

Node Components

The Node Controllers are the components that comprise the Eucalyptus back-end. All NCs must have network connectivity
to whatever hosts their EBS volumes. This host is either a SAN or the SC.
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Plan Your Hardware
This topic describes ways you can install Eucalyptus components on your machines.

In Eucalyptus HA, we recommend that you install no more than one Eucalyptus component on each physical server you
planto use. Eucalyptusisdesigned to runin any combination on the various physical servers. However, in order to make
thebest use of HA, we recommend that you give each component maximal local resource usage by installing amaximum
of one component on each server. This allows for high performance and high availability.

Verify Component Disk Space

Eucalyptus components need disk space for log files, databases, buckets, and instances. The following table details the
needs of each component. Verify that the machines you plan to install the components on have adequate space.

We recommend that you choose a disk for each Walrus that is large enough to hold all objects and buckets you ever
expect to have, including all images that will ever be registered to your system, plus any Amazon S3 application data.
For consistent performance, we recommend that you use identical disks for the primary and secondary Walrus.

Tip: We recommend that you use LVM (Logical Volume Manager). If you run out of disk space, LVM alows
you to add disks and migrate the data.

Component Directory Minimum Size
Cluster Controller [var/lib/eucal yptus/db 20GB
(CLO) /var/| og/eucal yptus 2GB
CLClogging
Walrus /var/lib/eucal yptus/bukkits 250GB
Walrus logging / var /| og/ eucal ypt us 2GB
Storage Controller [var/1ib/eucal yptus/vol unes (EBS storage) 250GB
(S0)

* Important: Thisdisk space onthe SCisonly requiredif you
arenot usinga SAN driver or if you are using Direct Attached
Storage (DAS). For more information, see either Configure
the Sorage Controller or Configure the Storage Controller

(HA).
Cluster Controller [var/lib/eucal yptus/CC 5GB
(CO) /var/| og/ eucal yptus 2GB
CClogging
Node Controller (NC) |/ var/ | i b/ eucal ypt us/ i nst ances 250GB
NC logging /var/| og/eucal yptus 2GB

If necessary, create symbolic links to larger filesystems from the above locations. Make sure that the eucalyptus user
owns the directories.

Plan Networking Modes
Eucalyptus overlays a virtual network on top of your existing network. In order to do this, Eucalyptus supports four
different networking modes: Managed, Managed (No VLAN), System, and Static.

Each mode is designed to allow you to choose an appropriate level of security and flexibility. The purpose of these
modesisto direct Eucalyptus to use different network features to manage the virtual networks that connect VMsto each
other and to clients external to Eucalyptus.
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A Eucalyptusinstallation must be compatible with local site policiesand configurations (e.g., firewall rules). Eucalyptus
configuration and deployment interfaces allow awide range of options for specifying how it should be deployed.
However, choosing between these options implies tradeoffs.

Your choice of networking mode depends on the following considerations:

« Do you plan to support elastic 1Ps and security groups?
« Do you plan to provide your own network DHCP server?
e Do you plan to support Layer 2VM isolation?

These networking features are described in the following table:

Feature Description Mode
Elastic IPs Eucalyptus instances typically have two | Ps associated with them: aprivate | Managed
one and a public one. Private |Ps are intended for internal communications
; - Managed (No
between instances and are usually only routable within a Eucalyptus cloud. VLAN)

Public IPs are used for external access and are usually routable outside of
Eucalyptus cloud. How these addresses are allocated and assigned to instances
is determined by a networking mode. In System and Static modes, an instance
is assigned only one I P address, which will be represented as both the private
and public address assigned to the instance. Whether this address is routable
outside of Eucalyptusis a property of the addresses that are set by the cloud
administrator during Eucalyptus configuration. The distinction between public
and private addresses becomesimportant in Managed and Managed (NoVLAN)
modes, which support elastic |Ps. With elastic IPs the user gains control over
aset of static |P addresses. Once alocated to the user, those same IPs can be
dynamically associated to running instances, overriding pre-assigned public
IPs. This alows users to run well-known services (for example, web sites)
within the Eucalyptus cloud and to assign those services fixed I1Ps that do not
change.

Security groups | Security groups are sets of networking rulesthat define the accessrulesfor al | Managed

VM instances associated with a group. For example, you can specify ingress Managed (No
rules, such as allowing ping (ICMP) or SSH (TCP, port 22) traffic to reach VLAN)
VMsin a specific security group. When you create aVM instance, unless
otherwise specified at instance run-time, it is assigned to a default security
group that deniesincoming network traffic from all sources. Thus, to allow
login and usage of anew VM instance you must authorize network access to
the default security group with the euca- aut hor i ze command.

VM isolation Although network traffic between VM instances belonging to a security group | Managed
is always open, Eucalyptus can enforce isolation of network traffic between
different security groups. Thisisolation is enforced using aVLAN tag per
security group, thus, protecting VMs from possible eavesdropping by VM
instances bel onging to other security groups.

DHCP server Eucalyptusassigns|P addressestoVMsin all modes except System. In System | Static
mode, you must allow a DHCP server outside of Eucalyptusto assign IPsto Managed
any VM that Eucalyptus starts.

Managed (No

VLAN)

If Eucalyptus can control and condition the networks its components use, your deployment will support the full set of
API features. However, if Eucalyptusis confined to using an existing network, some of the API features might be
disabled. So, understanding and choosing the right networking configuration is an important (and complex) step in
deployment planning.
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The following image shows which networking mode you should choose, depending on what networking features you

want:

Decide on
Features

Elastic IPs and

Security Groups NO =iy

YES

Layer 2 VM
Isolation

YES

Network DHCP

Server NO Static

YES System

Managed
{No VLAN)

YES

'

NO —»

Not possible

YES Managed

Each networking mode is detailed in the following sections.

Managed Mode

Managed mode offers the most features of the networking modes, but also carries with it the most potential constraints

on the setup of the network.

In Managed mode, Eucalyptus managesthelocal network of VM instances and providesall networking features Eucalyptus
currently supports, including VM network isolation, security groups, elastic IPs, and metadata service.

In Managed mode, you define alarge network (usually private, unroutable) from which VM instances will draw their
private | P addresses. Eucalyptus maintains a DHCP server with static mappings for each VM instance that is created.
When you create a new VM instance, you can specify the name of the security group to which that VM will belong.
Eucalyptus then selects a subset of the entire range of 1Ps, to hand out to other VMs in the same security group.

You can also define a number of security groups, and use those groups to apply network ingress rulesto any VM that
runswithin that network. In thisway, Eucalyptus providesfunctionality similar to Amazon's security groups. In addition,
the administrator can specify a pool of public | P addresses that users may allocate, then assign to VMs either at boot or
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dynamically at run-time. This capability is similar to Amazon's 'elastic I Ps. Eucalyptus administrators that require
security groups, elastic IPs, and VM network isolation must use this mode.

Managed mode usesaVirtual LAN (VLAN) to enforce network isolation between instancesin different security groups.
If your underlying physical network is also using aVLAN, there can be conflicts that prevent instances from being
network accessible. So you have to determine if your network between the CC and NCsisVLAN clean (that is, if your
VLANS are usable by Eucalyptus). To test if the network isVLAN clean, see VLAN Preparation.

Each VM receivestwo | P addresses: a public IP address and a private | P address. Eucalyptus maps public | P addresses
to private |P addresses. Access control is managed through security groups.

Managed Mode Requirements

* There must be an available range of |P addresses for the virtual subnets. This range must not interfere with the
physical network. Typically these |P addresses are selected from the private IP ranges: 192.168.x.X, 10.X.X.X, €tc.

»  Thenetwork between the CC and NCsmust beVLAN clean, meaning that all switch portsthat Eucal yptus components
are connected to will allow and forward VLAN tagged packets.

« Any firewall running on the Cluster Controller must be compatiblewith the dynamic changes performed by Eucalyptus
when working with security groups. (Note that Eucalyptus will flush the filter' and 'nat' tables upon boot).

« Any DHCP server on the subnet must be configured not to serve Eucalyptus instances.

Managed (No VLAN) Mode

In Managed (No VLAN) mode, Eucalyptus fully manages the local VM instance network and provides al of the
networking features Eucalyptus currently supports, including security groups, elastic I1Ps, etc. However, it does not
provide VM network isolation.

Without VLAN isolation at the bridge level, it is possible in Managed (No VLAN) mode for aroot user on one VM to
snoop and/or interfere with the ethernet traffic of other VMs running on the same layer 2 network.

Tip: InManaged (NoVLAN) mode, VM isolation is provided by having different security groups on different
subnets—this translates into Layer-3 only VM isolation.

Managed (No VLAN) Mode Requirements

* There must be an available range of |P addresses for the virtual subnets. This range must not interfere with the
physical network. Typically these IP addresses are selected from the private P ranges: 192.168.x.X, 10.X.X.X, €tc.

« Any firewall running on the Cluster Controller must be compatiblewith the dynamic changes performed by Eucalyptus
when working with security groups. (Note that Eucalyptus will flush the filter' and 'nat' tables upon boot).

» A range of public IP addresses must be available for use by Eucalyptus.
e The CC must have a DHCP server daemon installed that is compatible with 1ISC DHCP Daemon version 3.0.X.
< |f you plan to set up more than one cluster, you need to have a bridge for security groups to span the clusters.

Managed (No VLAN) Mode Limitations
e Limited (Layer-3) VM isolation.

System Mode
System mode is the simplest networking mode, but it also offers the smallest number of networking features.

In this mode, Eucalyptus simply assigns arandom MAC address to the VM instance before booting and attaches the
VM instance's Ethernet device to the physical ethernet through the NC's bridge. Then, VM instances can obtain an IP
address using DHCP, the same way any machine using DHCP would obtain an address.

Thereisvery little Eucalyptus configuration required to use System mode. Eucalyptus mostly stays out of the way in
terms of VM networking. This mode requires a pre-configured DHCP server already active on the physical subnet. This
server must be reachable by the machines hosting NC components. This mode is most useful for users who want to try
out asimple Eucalyptus installation.
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System Mode Requirements

» The physical Ethernet device on each NC that communicates with the CC must be bridged.
* A pre-existing DHCP server must be running and configured and reachable from the NCs.

System Mode Limitations

* NoédasticIPs
» No security groups
« NoVM isolation

Important: If you plan to use Elastic Load Balancing (ELB), note that ELB only works with Managed and
Managed (No VLAN) networking modes. Thisis because ELB relies on security groups.

Static Mode
Static mode is similar to System mode but offers you more control over instance | P address assignment.

In Static mode, you configure Eucalyptus with a map of MAC address/I P Address pairs. When aVM isinstantiated,
Eucalyptus sets up a static entry within a Eucalyptus controlled DHCP server, takes the next free MAC/IP pair, assigns
it to an instance, and attaches the instance’s ethernet device to the physical ethernet through the bridge on the NCs (in
amanner similar to System mode). This modeis useful for administrators who have a pool of MAC/IP addresses that
they wish to always assign to their VMs.

In thismode, Eucalyptus managesVM IP address assignment by maintaining its own DHCP server with one static entry
per VM. Static mode requires the Eucal yptus administrator to specify the network configuration each VM should receive
from the Eucalyptus DHCP server running on the same physical server as the CC component.

Static Mode Requirements

» The Ethernet device on each NC that communicates with the CC must be bridged.

» There must be an available range of 1P addresses for the virtual subnets. This range must not interfere with the
physical network. Typically these |P addresses are selected from the private I P ranges: 192.168.x.x, 10.X.X.X, €tc.

* Any DHCP server on the subnet must be configured not to serve Eucalyptus instances.

Static Mode Limitations

* NoéadticIPs
» No security groups
« NoVM isolation

Important: If you plan to use Elastic Load Balancing (ELB), note that EL B only works with Managed and
Managed (No VLAN) networking modes. Thisis because ELB relies on security groups.

Plan Eucalyptus Features

Before you install Eucalyptus, we recommend that you think about the features you plan to implement with Eucalyptus.
These features are detailed in the following sections.

Windows Guest OS Support
This topic details what Eucalyptus needsin order to use Windows as a guest operating system.

* A licensed installation copy (.iso image or CD/DVD disk) of a compatible Windows OS. Eucalyptus currently
supports Windows virtual machines created from Windows Server 2003 R2 Enterprise (32/64 bit); Windows Server
2008 SP2, Datacenter (32/64 bit); Windows Server 2008 R2, Datacenter; and Windows 7 Professional.

* A VNC client such asReal VNC or Virtual Manager/Virtual Viewer for initial installation. Subsequent
Eucalyptus-hosted Windows instances will use RDP, but the initial installation requiresVNC.

For additional Windows-related licensing information, see the following links:
* http://technet.microsoft.com/en-ug/library/dd979803.aspx
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 http://technet.microsoft.com/en-ug/library/dd878528.aspx
* http://technet.microsoft.com/en-ug/library/dd772269.aspx

VMware Support
Eucalyptus includes an optional subscription-only component, the VMware Broker. The VMware Broker mediates all
interaction between Eucalyptus and VMware infrastructure components (that is, ESX/ESXi, and vCenter).

In the following diagram VB is controlling V Mware infrastructure through a vCenter server, but it can also connect to
ESX/ESXi hosts directly, without vCenter server present.

B -~ ESX w

. /m— -~ ESX W

mw B | ——  ESXi wi
| -~ ESXi

vCenter ——

Eucalyptus provides:

» Support for VMware vSphere infrastructure as the platform for deploying virtual machines

« Theahility to extend cloud-based features (for example, elastic | Ps, security groups, Amazon S3, etc.) to aVMware
infrastructure

» Compatibility with VVMware vSphere client, which can be used alongside Eucalyptus

TheVMware Broker can run with either an administrative account or a minimally-privileged account on theVMware
host.

VMware Support Prerequisites
If you plan to use Eucayptus with VMware, there are some additional prerequisites:

e You must install and configure the VMware infrastructure software (ESX and/or ESXi hypervisors with or without
vCenter server).

e The CC server (that will also run theVMware Broker) must be able to route network traffic to and from the physical
servers running VMware software on ports 443, 902, and 903. If there are internal firewalls present, these firewalls
must be configured to open these ports so that the Eucal yptus cloud components can communicate with theV Mware
services and hypervisors.

e You must providetheVMware administrator account credential sto Eucal yptus when you configureVMware support,
or an equivalent account with sufficient permissions must be created on VMware vCenter or ESX hosts. See
"Configuring VMware" section for more details.

For additional information on VMware support for Eucalyptus, contact Eucalyptus Systems, Inc.

SAN Support
Eucalyptus includes optional, subscription only support for integrating enterprise-grade SAN (Storage Area Network)
hardware devices into a Eucalyptus cloud.

SAN support extends the functionality of the Eucalyptus Storage Controller (SC) to provide a high performance data
conduit betweenVMs running in Eucalyptus and attached SAN devices. Eucalyptus dynamically manages SAN storage

CC-BY-SA, Eucalyptus Systems, Inc.


http://technet.microsoft.com/en-us/library/dd878528.aspx
http://technet.microsoft.com/en-us/library/dd772269.aspx

Eucalyptus | Eucalyptus HA Installation | 85

without the need for the administrator to manually allocate and de-all ocate storage, manage snapshots or set up data
connections.

LDAP /AD SAN / NAS
|

- J— =

SAN / NAS

Eucalyptus with SAN support alows you to:

« Integrate Eucalyptus block storage functionality (dynamic block volumes, snapshots, creating volumes from snapshots,
etc.) with existing SAN devices

e Link VMsin the Eucalyptus cloud directly to SAN devices, thereby removing I/O communication bottlenecks of
the physical hardware host

» Incorporate enterprise-level SAN features (high-speed, large-capacity, reliability) to deliver aproduction-ready EBS
(block storage) solution for the enterprise

« Attach SAN devices to Eucalyptus deployments on Xen, KVM, and VMware hypervisors

To use Eucalyptus with supported SAN storage, you must decide whether administrative access can be provided to
Eucalyptusto control the SAN. If thisis possible in your environment, Eucalyptus can automatically and dynamically
manage SAN storage.

Currently, the Dell Equallogic series of SANs (PS 4000 and PS 6000), NetApp Filer FAS 2000 and FAS 6000 series
and EMC VNX are supported. For Dell Equallogic, Eucalyptus requires SSH access to enable automatic provisioning.
Eucalyptus will manage NetApp SANsvia ONTAPI (version 7.3.3 and above). For EMC, Eucalyptus expects that the
EMC NaviSecCL | software will be installed on the Storage Controller host.

SAN Support Prerequisites
Eucalyptus supports the following SAN devices:

« Dell EqualLogic, PS4000 series and PS6000 series (For more information about Dell EqualLogic SANS, go to
http: //Amww.dell.com)

* NetApp, FAS2000 series and FA S6000 series (For moreinformation about NetA pp SANS, go to http: //mmw.netapp.com
* EMCVNX Series (For more information about EMC VNX, go to VNX Family

For additional information on SAN support for Eucalyptus, contact Eucalyptus Systems, Inc.
Availability Zone Support

Eucalyptus offers the ability to create multiple availability zones. In Eucalyptus, an availability zoneis a partition in
which there is at least one available cluster.
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High Availability Support

Eucalyptus includes the ability to run redundant, hot-swappable instances for the CLC, Walrus, CC, SC, and VMware
Broker components. In a high availability (HA) configuration, afailure of any single component will not cause the
system to halt.

If your network configuration includes redundant networking hardware and routing paths, HA Eucalyptus can then
tolerate a network component failure (for example, the loss of a networking switch) without halting.

The deployment choicesfor HA Eucalyptusare similar to aregular Eucalyptus deployment, with the foll owing additional
considerations:

e You must host redundant Eucalyptus software components on separate hardware components in order to be able to
tolerate ahardwarefailure. If, for example, you install redundant CL Cs on the same machine and the machine crashes,
both CLCs will become inoperable.

» Theredundant components occur in pairs, one primary, the other secondary. These components must be able to
communicate with each other through the network to which they are both attached while they are running. For
example, both CLC componentsin an HA installation must be able to exchange messages. If you use afirewall to
separate them, one will not detect afailure of the other and a hot failover will not occur. This ability for pairs of
components to communicate is required for the CLC, Walrus, CC, SC, and the VMware Broker for HA to operate

properly.

The following images shows a single cluster deployment with the component pairs at the cloud and cluster level. The
NCs are not redundant.
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Notethat the same considerationsfor aregular Eucalyptus deployment with respect to networking mode and components
placement apply to HA Eucalyptusin addition to the need for redundant component pairs to be able to communicate.
Note also that the NC components are deployed redundantly in an HA Eucalyptus deployment. If amachine running an
NC fails, Eucalyptus will continue to be available for user requests. However, instances running on that specific NC
will be lost.

. For HA: Theinstallation and configuration sections will note instructions specific to HA deployment by the
{ -’HA icon.

Eucalyptus HA Requirements
Eucalyptus HA requires the same requirements as nEucal yptus. However, the infrastructure Eucalyptus HA will be
deployed on must meet some additional requirements, listed in thistopic.

Redundant Physical Servers for Eucalyptus Components

Each cloud component (CLC and Walrus) and cluster component (CC, SC, and VMware Broker) in an HA deployment
has a redundant hot backup. These redundant Eucalyptus components occur in pairs, and each member of a pair must
be mapped to a separated physical server to ensure high availability.

. Important: HA pairs must be able to connect to each other.

If the HA deployment is to be able to tolerate the failure of networking hardware, additional network interfaces are
required for the physical serversthat host Eucalyptus components. The physical servers hosting a CLC, Walrus, or CC
and VMware Broker must each have three network interface cards (NICs). Each remaining physical server (except the
NC components) requires two NICs.

DNS Round-Robin Support

The DNS entriesfor the externally visible IP addresses of the physical servers hosting CLC or Walrus components must
be configured to change round-robin stylein an HA deployment.

Storage Mirroring

HA Eucalyptus uses akernel-level storage technology called DRBD for storage integrity. DRBD must be configured
to mirror data operations between physical servers that host Walrus components. For more information about DRBD,
go to What is DRBD.

Storage Controllers

For HA Storage Controllers, you must be using a supported SAN. Only use HA SCswith NetApp or Equallogic drivers,
not with the iISCSI or JBOD SC driver.
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Eucalyptus HA Planning
High availability is the result of the combination of functionality provided by Eucalyptus and the environmental and
operational support to maintain the systems proper operation.

Eucalyptus provides functionality aimed at enabling highly available deployments:

1. Detection of hardware and network faults which impact system availability: Availability of the system is
determined by its ahility to properly service a user request at a given time. The system is available when there is at
least a set of functioning servicesto perform the operations which result from a user request (i.e., system isdistributed
and operations require orchestration involving some, possibly all, servicesin the system).

2. Deployment of redundant servicesto accommodate host failure: A failure is the observed consequence of an
underlying fault which compromises the systems function in some way (possibly compromising availability).

3. Automated recovery from individual component failure: Eucalyptus can take advantage of redundant host and
network resources to accommodate singular failures while preserving the system's overall availability. Asaresult,
the deployment of the system plays alargerolein the level of availability that can be achieved.

To deliver services with high availability, Eucalyptus depends upon redundant hardware and network.

Considerations
A highly available deployment is able to mitigate the impact on system availability of faults from the following sources:

* Machines hosting Eucalyptus services: Hardware faults on machines hosting Eucalyptus services can result in
component services being unavailable for use by the system or users. The state of the hosting machine is monitored
by the system and determines whether it can contribute to work done. In support of high availability, you can configure
redundant component services. With redundant component services, Eucalyptus can i sol ate and mask the acomponent's
failure.

« Inter-component networks: Faultsin the networks that connect the system's components to each other can prevent
access to cloud resources and restrict the system's ability to process user requests. Firgt, internal resources may
become unavailable. For example, asingle network outage could impact accessto attached volumes or prevent access
to running instances. Second, the coordination of services needed to process user requests may be impeded even if
the service state is otherwise healthy.

» User-facing networ k connections: User-facing network faults can prevent accessto an otherwise properly functioning
system. The ability of auser to access the system is difficult to determine from the perspective of the system - can't
look through the users eyes. Allowing for multiple inbound paths (for example, multiple disoint routes) decreases
the possibility of an availability-impacting outage occurring w/in the scope of the environment within which Eucalyptus
is deployed. (See aso: registering arbitrators)

Recommendations
To ensure availahility in the face of any single failure, we recommend the following deployment strategy:

» Host/Service Redundancy: Each component which is registered should have a complementary service registered
on aredundant host. For example, the cloud and walrus services should be installed and registered on two hosts.
Additionally, for example, each partition should have two cluster controllers and storage controllers (and VMware
Brokers, if VMware is being used) configured. Each such complementary pair of services can suffer asingle outage
before system availability is compromised.

e Inter-component Network Redundancy: Each host of a component service should have redundant and disjoint
network connections to other internal component services and supporting systems (for example, SANSs, vSphere).
The recommended approach is to have two ethernet devices (each connected to a disjoint layer-2 network) on each
host and bonding the devices. Such a configuration is also suggested on node controllers. Then, the outage of aeither
layer-2 network or ethernet device on a host does not impact service availability or accessto cloud resources.

« User-facing Network Redundancy: The wide area (where users are) network connection should be redundant and
digoint. Each such path should have an independent arbitrator host whose liveness (as determined by ICM P echo)
is used to approximate the users ability to access the system. Redundant network connections from the local area
network to the wide area network and user reachability approximation (arbitrator)

« System Reachability Approximation: The wide area (where users are) network connection(s) path should have an
independent host (arbitrator) whose liveness (as determined by | CM P echo) can serve as a reasonabl e approximation
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of users ability to accessthe system. Ideally, the host “ closest” to the user, but still within the domain of the deployment
environment should be used (for example, the border gateway of the hosting AS network). With such an arbitrator
host in the network path between the user and the system, afailure by the user to reach an otherwise working service
and allow the system to enable the complementary service (which should have a separate network route) restoring
USer access.

SAN and Multipathing

Multipathing is away to make the data path from the NC or SC to your SAN device highly available. Mulipathing does
this by giving the host two network paths that both lead to the same data volume. This allows the host to switch from
one network path to the other, in the event that one path becomes unavailable. Essentially, multipathing decreases the
likelihood that a volume will become unreachable from a host (NC). For information about configuring your SAN for
multipathing, see Configure the Sorage Controller.

Prepare the Network

Inorder for Eucalyptusto functionin your local environment, be sureto prepare your network. To prepare your network,
perform the tasks listed in this section.

Prepare the Network
In order for Eucalyptusto functionin your local environment, be sureto prepare your network. To prepare your network,
perform the tasks listed in this section.

Verify Connectivity

Verify connectivity between the machines you'll be installing Eucalyptus on. Some Linux distributions provide default
TCP/IPfirewalling rules that limit network access to machines. Disable these default firewall settings before you install
Eucalyptus components to ensure that the components can communicate with one another.

Il Note: Any firewall running on the CC must be compatible with the dynamic changes performed by Eucalyptus

=1 when working with security groups. Eucalyptus will flush the 'filter' and 'nat’ tables upon boot.

Verify component connectivity by performing the following checks on the machines that will be running the listed
Eucalyptus components.

=

Verify connection from an end-user to the CLC on TCP ports 8443 and 8773
Verify connection from an end-user to Walrus on TCP port 8773

Verify connection from the CLC, SC, and NC (or VB) to SC on TCP port 8773
Verify connection from the CLC, SC, and NC (or VB) to Walrus on TCP port 8773
Verify connection from Walrus, SC, and VB to CLC on TCP port 8777

Verify connection from CLC to CC on TCP port 8774

Verify connection from CC to VB on TCP port 8773

Verify connection from CC to NC on TCP port 8775

Verify connection from NC (or VB) to Walrus on TCP port 8773. Or, you can verify the connection from the CC to
Walrus on port TCP 8773, and from an NC to the CC on TCP port 8776

10. Verify connection from public IP addresses of Eucalyptus instances (metadata) and CC to CLC on TCP port 8773

11. Verify TCP connectivity between CLC, Walrus, SC and VB on TCP port 8779 (or the first available port in range
8779-8849)

12. Verify connection between CLC, Walrus, SC, and VB on UDP port 7500

13. Verify multicast connectivity for |P address 228.7.7.3 between CLC, Walrus, SC, and VB on UDP port 8773

14. If DNSis enabled, verify connection from an end-user and instance IPsto DNS ports

15. If you use tgt (iSCSI open source target) for EBS storage, verify connection from NC to SC on TCP port 3260

16. If you use VMware with Eucalyptus, verify the connection from the VMware Broker to VMware (ESX, V Sphere).
17. Test multicast connectivity between each CLC and Walrus, SC, and VMware broker host.

© 0o N Ok~ wWwDdN
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a) Clonethe Eucalyptusdeveut i | s repository

b) Runthenet wor k-t onmogr aphy tool on the Cloud Controller, Cluster Controller, Storage Controller, and any
machines running Walrus or VMware Broker, passing alist of |P addresses for each of these machines.

| cd deveuti |l s/ networ k-t onography |
I ./ network-tonography 192.168.51.174 192.168.51. 196 192. 168. 51. 86 |
I 192. 168. 51. 99 |

Thistool may take up to an hour to run. Check the output for reports of packet loss. If there is significant packet
loss, ensure that your network is available and multicast enabled.

Prepare VLAN

Managed networking mode requires that switches and routers be “VLAN clean.” This means that switches and routers
must allow and forward VLAN tagged packets. If you plan to use the Managed networking mode, you can verify that
the network isVLAN clean between machines running Eucalyptus components by performing the following test.

Tip: You only need to read this section if you are using Managed mode. If you aren’t using Managed mode,
skip this section.

1. Choosetwo IP addresses from the subnet you plan to use with Eucalyptus, oneVVLAN tag from the range of VLANSsS
that you plan to use with Eucalyptus, and the network interface that will connect your planned CC and NC servers.
The examplesin this section use the | P addresses 192.168.1.1 and 192.168.1.2, VLAN tag 10, and network interface
eth3, respectively.

2. Onthe planned CC server, choose the interface on the local Ethernet and run:

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I vconfig add eth3 10 [
I'ifconfig eth3.10 192.168.1.1 up |
e o o o o L e - J
3. Onaplanned NC server, choose the interface on the local network and run:
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I vconfig add et h3 10 |
I'ifconfig eth3.10 192.168.1.2 up |
e o o o L oo - J
4. OntheNC, ping the CC
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| ping 192.168.1.1 |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |
5. Onthe CC, ping the NC
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| ping 192.168.1.2 |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

« If thisVLAN clean test fails, configure your switch to forward VLAN tagged packets. If it isamanaged switch,
see your switch's documentation to determine how to do this.

« |If theVLAN clean test passes, continue with the following steps to remove the test interfaces.

6. Onthe CC, remove the test interface by running:

r----"-"-"-"-"-""-"—"="=-"-"-"-"-"-"-"-"-=-"=-"=-"=-"-"=-" =" -~"=-"=-"=-"="="="="~"="="="="="—"="—"="-—-"=- = A
I vconfig rem eth3. 10 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
7. Onthe planned NC, run:
r----"-"-"-"-"-""-"—"="=-"-"-"-"-"-"-"-"-=-"=-"=-"=-"-"=-" =" -~"=-"=-"=-"="="="="~"="="="="="—"="—"="-—-"=- = A
I vconfig rem eth3. 10 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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Before you install Eucalyptus HA, make sure you have the following dependencies installed and configured.
Before you install Eucalyptus, make sure you have the following dependencies installed and configured.

Configure Bridges

For Managed (No VLAN), Static, and System modes, you must configure aLinux ethernet bridge on all NC machines.
This bridge connects your local ethernet adapter to the cluster network. Under normal operation, NCswill attach virtual
machine instances to this bridge when the instances are booted.

To configureabridgein CentOS 6 or RHEL 6, you need to create afile with bridge configuration (for example, ifcfg-brX)
and modify the file for the physical interface (for example, ifcfg-ethX). The following steps describe how to set up a
bridge on both CentOS 6 and RHEL 6. We show examples for configuring bridge devicesthat either obtain IP addresses
using DHCP or statically.

1. Ingtal thebri dge- uti | s package.

r- - -"-"-"-""-"="-""="-"""="-"-"-=-"=-"-"-"-"-"-"-"--"=-"=-"-=-"-"-"=-"=-"-"="-"=-"=-"="="=-"“="="—"="="—"=—=-—"== A

| yuminstall bridge-utils I

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Gotothe/ et c/ sysconfi g/ network-scri pts directory:

r- - -"-"-"-""-"="-""="-"""="-"-"-"-=-"-=-"-"-"-"-"-"-"--"-"=-"-"-"=-"=-"=-"-=-"=-"=-"="-"="="==-"“=“-"="—"="—"=—"="—"=-—""== A

I cd /etc/sysconfig/network-scripts |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

3. Open the network script for the device you are adding to the bridge and add your bridge deviceto it. The edited file
should look similar to the following:

| DEVI CE=et hO |
| # change the hardware address to match the hardware address your N C uses |
| HWADDR=00: 16: 76: D6: C9: 45 |
I ONBOOT=yes I
I BRI DGE=br 0 I
: NM_CONTROLLED=no :

4. Create anew network scriptinthe/ et ¢/ sysconfi g/ net wor k- scri pt s directory caledi f cf g- br 0 or
something similar. The br0 is the name of the bridge, but this can be anything as long as the name of thefileisthe
same as the DEVI CE parameter, and the name is specified correctly in the previously created physical interface
configuration (ifcfg-ethX).

e |If you are using DHCP, the configuration will look similar to:

r-———~~"~F~F"~"""~>"""~""™"""~""™>"""~""~"" "~ ©"~F+~F~~¥"~¥F~~+~~~¥F"~—~"~>"~>"~>"~"">"~>""™""™>""™>"""™>"~>"~>"""™""™>"">"=>""=>7™=777 1
| DEVI CE=br 0

|
| TYPE=Bri dge |
| BOOTPROTO=dhcp |
I ONBOOT=yes I
I DELAY=0 |

« |If you are using a static | P address, the configuration will ook similar to:

DEVI CE=br 0

TYPE=Bri dge

BOOTPROTO=st at i ¢

| PADDR=<st ati c_I| P_addr ess>
NETMASK=<net mask>
GATEWAY=<gat eway >
ONBOOT=yes
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The easiest way to configure vSpherefor Eucalyptusisto give Eucalyptus unrestricted accessto al vSphere endpoint(s).

Thisway does not require complex modifications to local access permission settings.

Tip: VMware support is available by subscription only. If you are not using VMware, skip this section.

You can grant this access to Eucalyptus by using an existing administrative account and password or by creating a new
account for Eucalyptus and associating it with vSphere's standard Administrator role at the top level of the vSphere

hierarchy as seen in the vSphere client.

(@) Assign Permissions

To assign a permission to an individual or group of users, add therr names to the Users and Groups list below. Then
select one or more of the names and assign a role.

Users and Groups Assigned Role
These users and groups can interact with the current Selected users and groups can interact with the current
object according to the selected role. chject aceording to the chosen role and privilages.
Name | Role [ Administrator |
B cucalyphs Administrator
X £ [F Al Privileges .
= Atarms b
#-[&] Datacenter H
[#-[&] Datastore
M Distributed wvirtual port group
11 [ Distributed Virtual Switch
¥ [ Extension
Folder il
= Tl Mlakal
Description: Select a privilege to view its
description
4 m
Leit ¥ Propagate to Child Objects
_ wee | oK | Canee!

)

To give amore limited amount of control to Eucalyptus over your vSphere infrastructure managed by a vCenter server,
create one new user and two new roles as described next.

Create New User

To give the minimal required amount of control to Eucalyptus over your vSphere infrastructure managed on vCenter,
create one new user and two new roles. The new user and its password will be used for granting Eucalyptus access to

the infrastructure.

1. Create auser (e.g., named eucal ypt us) on the system where vCenter server isrunning.
2. Createarole (e.g., named Eucal ypt us vSpher e), for use at the top level of the vSphere hierarchy, with the

following privileges:
* Globd

e Licenses

3. Createarole(e.g., named Eucal ypt us), for usewith vSphere resourcesto be used by Eucalyptus, with the following

privileges:
o Datastore
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» Allocate Space

¢ Browser Datastore

« Low level file operations
e Folder

* Createfolder
e Host
» Configuration

* Network Configuration
e Storage partition configuration

¢ Network

* Assign network
* Remove

* Resource
e Assign Virtua Machine to Resource Pool
e Virtual Machine

e (@l Virtual Machine permissions)

4. Associate the user with the top-level role

a) Right-click on the top-level resource, named after vCenter, and select Add Permission...
b) InUsersand groups section click Add...
¢) Adduser eucal ypt us with assigned role Eucal ypt us vSpher e and Propagate to Child Objects set to
No
5. Associate the user with the resource-level role

For each resource or collection of resources that you want Eucalyptus to use, theeucal ypt us user must be given
sufficient privileges by using the Eucal ypt us role. For example, you can create a new virtual datacenter for
Eucalyptusto use, add to it the relevant hosts or clusters, and assigntheeucal ypt us user Eucal ypt us rolejust
for that datacenter.

a) Right-click on each of the resources to be used by Eucalyptus and select Add Permission...
b) InUsersand groups section click Add...
¢) Adduser eucal ypt us with assigned role Eucal ypt us and Propagate to Child Objects set to Yes

You're now ready to set up a datastore.

Set Up a Datastore

Each node requires at least one datastore (either local or one shared by multiple nodes). If more than one datastore is
availableto anode, Eucalyptuswill choosethe datastore arbitrarily. If Eucalyptusisto berestricted in itsuse of available
datastores, specify a datastore in Eucalyptus's configuration for VMware.

To determine the datastores that are available on a host, perform the following steps with vSphere client referencing
either at vCenter Server or at a specific ESX/ESXi node:

1. Choose ahost in left-hand-side panel.

2. Click the Configuration tab.

3. Click Storagein the secondary |eft-hand side panel.
4. Click View: Datastores at the top of the panel.

You're now ready to create a network.
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Create a Network
Each node must have a network reachable by the node running the Eucalyptus VMware Broker.

Tip: If more than one network is available, specify the network name in Eucalyptus configuration explicitly.
Eucalyptus assumes that this network resides on the switch named "vSwitchQ".

To check the network settings and create anetwork (if necessary) perform the following stepswith vSphere client pointed
either at vCenter Server or at a particular ESX/ESXi node:
1. Click ahost in left-hand side panel.
2. Click the Configuration tab.
3. Click Networking in the secondary left-hand-side panel.
4. If thereisno VM Network in thelist, add it by performing these steps:
a) Click Add Networking... in the upper-right corner.
b) Click Virtual Machine and click Next.
¢) Click aswitch (e.g., Use vSwitchQ) and click Next.
d) Enter VM Network for Network Label, leave VLAN ID blank, and click Next.
€) Check the summary and click Finish.

Enable EBS Support

To enable VMware support for dynamic block volume support (like Amazon’s Elastic Block Store) in Eucalyptus,
configure each of the ESX/ESXi nodes in your infrastructure to support iSCS|. Given anode that is licensed for iSCS|
support, this amounts to enabling and configuring the gateway for the VMkernel network. To accomplish that, perform
the following steps with vSphere client pointed either at vCenter or at a particular ESX/ESXi node:

1. Click ahost in left-hand-side panel.

2. Click the Configuration tab.

3. Select Networking in the secondary |eft-hand-side panel.

4. If thereisno VMkernel network listed, add it by performing the following tasks:

a) Click Add Networking... in the upper-right corner.

b) Click VMkernel and click Next.

¢) Click aswitch (e.g., Use vSwitch0) and click Next.

d) Click thelabel VLAN ID and make sure that None(0) is selected, then click Next.

€) Choose either dynamic network config or static | P assignment, depending on your environment. When your are
done, click Next.

f) Click Finish.
5. Click DNS and Routing in the secondary left-hand-side panel.
6. If VMkernel does not have a gateway, add it by performing these steps:

a) Click Properties... in upper-right corner.
b) Click the Routing tab, enter the gateway's I P, and click OK.

For more information about configuring vSphere, go to the VMware website at
http: //Aww.vmware.convsupport/pubs/vs_pubs.html.

Install VMware Tools

Ensure that VMware Tools are installed in the images that will be installed and run within the Eucalyptus cloud. These
toolsallow Eucalyptusto discover aninstance’'s | P addressin System networking mode. They also arerequired for using
theeuca- bundl e- i nst ance command when running WindowsVMs in Eucalyptus, since VMware Tools enable
clean shutdown of VMs from outside the instance. For information about installing VMware Tools, go to the VMware
documentation at http://www.vmware.com.
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Disable the Firewall

If you have existing firewall rules on your hosts, you should disable the firewall in order to install Eucalyptus. You
should re-enable it after installation.

Tip: If you do not have afirewall enabled, skip this step.

1. Todisableyour firewal:
a) Runthecommand syst em config-firewall-tui
b) Turn off the Enabled check box.

2. Repeat on each host that will run a Eucalyptus component: Cloud Controller, Walrus, Cluster Controller, Storage
Controller, and Node Controllers.

Configure SELinux

Security-enabled Linux (SELinux) is security feature for Linux that allows you to set access control through policies.
Eucalyptusis not compatible with SELinux.

To configure SELinux to allow Eucalyptus access:

1. Open/etc/selinux/configandedittheline SELI NUX=enf or ci ng to SELI NUX=per ni ssi ve.
2. Savethefile.
3. Run the following command:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =

| setenforce O |

e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |
Configure NTP

Eucalyptus requires that each machine have the Network Time Protocol (NTP) daemon started and configured to run

automatically on reboot.

TouseNTP:

1. Install NTP on the machines that will host Eucalyptus components.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
Il yuminstall ntp |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

2. Openthe/ et c/ nt p. conf fileand add NTP servers, asin the following example.

T T T T T T T T T T T T TS T T TS T T T T T T T T T T s e s e B
| server 0.pool.ntp.org |
| server 1.pool.ntp.org |
I server 2.pool.ntp.org |
e o o o e e e oo - _l

3. Saveand close thefile.

4. Configure NTP to run at reboot.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I chkconfig ntpd on |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

5. Start NTP.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service ntpd start |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

6. Synchronize your server.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| ntpdate -u <your_ntp_server> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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7. Synchronize your system clock, so that when your system is rebooted, it does not get out of sync.

8. Repeat on each host that will run a Eucalyptus component.

Configure an MTA

All machines running the Cloud Controller must run amail transport agent server (MTA) on port 25. Eucalyptus uses
the MTA to deliver or relay email messagesto cloud users email addresses.

You can use Sendmail, Exim, postfix, or something simpler. The MTA server does not have to be ableto receiveincoming
mail.

Many Linux distributions satisfy this requirement with their default MTA. For details about configuring your MTA, go
to the documentation for your specific product.

To test your mail relay for localhost, send email to yourself from the terminal using nai | .

Eucalyptusinstallation packages are available for CentOS 6 and RHEL 6. The following sections show installation steps
on each supported Linux distribution.

Eucalyptus Subscription allows you access to additional software modules. If you are a subscriber, you will receive an
entitlement certificate and a private key that allow you to download Eucalyptus subscription modules. You will also
receive a GPG public key to be used to verify the Eucalyptus software's integrity. The fileswill comein the form of a
platform specific package.

* Important: For EucalyptusHA, werecommend that you install each Eucalyptus component on a separate host.
For example, if you areinstalling CLC, Walrus, CC, and SC, you will install each of these components on a
separate host. You will also install each secondary component (the secondary CLC, Walrus, CC, and SC) on a
separate host. In this case, you will need eight machines. Each additional cluster needs four more machines for
its CCs and SCs. This does not account for NCs, which are not redundant.

Install Eucalyptus from Release Packages
To install Eucalyptus on servers running CentOS 6 or RHEL 6:
1. Configure the Eucalyptus package repository on each host that will run a Eucalyptus component:

r """ """ """ """ ""-""="-"""-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"-"="-"-"=-"-"=-"-="-"-=-"=-"=-—"=-—-"=-—-"=-"=-= |
I yuminstall I
I http://downl oads. eucal ypt us. comisof tvar ef eucal ypt us/ 3. 4/ cent os/ & x86_64/ eucal ypt us-r €l ease- 3. 4. noarch. rpm |
e o o o o L o L L e e e e e - _1
Enter y when prompted to install this package.
2. Configure the Euca2ools package repository on each host that will run a Eucalyptus component or Euca2o0ls:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I yuminstall |
I http://downl cads. eucal ypt us. comsof t var e/ euca2o00l s/ 3. O/ cent os/ &/ x86_64/ euca200l s-rel ease-3. 0. noarch. rpm |
e o o o o o L o e - - _1
Enter y when prompted to install this package.
3. Configure the EPEL package repository on each host that will run a Eucalyptus component or Euca2ools:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I yuminstall |
I http://downl oads. eucal ypt us. comi sof t war e/ eucal ypt us/ 3. 4/ cent os/ 6/ x86_64/ epel -r el ease- 6. noar ch. rpm |
e o o o L L L e e - _1

Enter y when prompted to install this package.
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4. Configure the ELRepo repository on each host that will run Walrus:

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I yuminstall |
I http://downl cads. eucal ypt us. comisof t var €/ eucal ypt us/ 3. 4/ cent os/ 6/ x86_64/ €l repo-r el ease-6. noarch. rpm |
e o o o o L o e e - _1

Enter y when prompted to install this package.

5. For RHEL 6 systems only, it is necessary to enable the Optiona repository in Red Hat Network for each NC, as
follows:

a) Go to http://rhn.redhat.com and navigate to the system that will run the NC.
b) Click Alter Channel Subscriptions.

¢) Makesurethe RHEL Server Optional checkbox is checked.

d) Click Change Subscriptions.

6. If you are not a Eucalyptus subscriber, skip this step. If you are a Eucalyptus subscriber, you should have received
an rpm package file containing subscription-only components. Install the Eucalyptus subscription package on each
host that will run a Eucalyptus component, as follows:

I yuminstall eucal yptus-enterprise-release-3.4*. noarch. rpm |

Enter y when prompted to install this package.

7. If you are a Eucalyptus subscriber and use VMware Broker, install the VMware Broker packages on the host that
will run your Cluster Controller (CC), asfollows:

I yuminstall eucal yptus-enterprise-vmare-broker |

Enter y when prompted to install this package.

8. fJa Note: Cloudsthat use theVMware hypervisor do not have NCs; if you plan to use VMware then skip this
= dep.

a) Install the Eucalyptus node controller software on each planned NC host:

I yuminstall eucal yptus-nc |

b) Check that the KVM device node has proper permissions.

Run the following command:

r-r—-—™—>-—---=--—"=""=-""—""="-—"—"—""="-"—--—-——"""-=—-—-—="""="""-=""=""="—"-=""="—"=—""=—=—"+=—=—=—+=—+=— 1
I'1s -1 /dev/kvm I
L e o o e e e e e e e e e e e e J
Verify the output shows that the device node is owned by user root and group kvm.
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
Il crwrwrw 1 root kvm 10, 232 Nov 30 10: 27 /dev/kvm |
L e e o e e e e e e e - J

If your kvm device node does not have proper permissions, you need to reboot your NC host.
9. Install the Eucalyptus cloud controller software on each planned CLC host:

I yuminstall eucal yptus-cloud |
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10. Install the software for the remaining Eucal yptus components. The following exampl e shows most components being
installed on the same host. We recommend that you use different hosts for each component:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-cc eucal yptus-sc eucal ypt us-wal rus |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
11 If you would like Load Balancer support enabled in your Cloud, you will need to install the Load Balancer image
package on the machine hosting the primary CLC:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-I| oad-bal ancer-i nmage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

12. If you are a subscriber and use SAN, run the appropriate command for your device on each machine hosting a CLC:
For EMC SAN:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-enc-1ibs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For EqualLogic SAN:
r- - -"-"-"-""-"="-""="-""="-"-"-"-=-"=-"-"-"-"-"-"-"--"="-"=-"-=-"-=-"-=-"=-"=-"-"=-"=-"=-"-“-"=-"="-"="—"="—"=-"="—-"=—=-—"=-= A
I yuminstall eucal yptus-enterprise-storage-san-equallogic-I|ibs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For NetApp SAN:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-netapp-1ibs |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

13. If you are a subscriber and use SAN, run the appropriate command for your device on each machine hosting a SC:
For EMC SAN:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-enterprise-storage-san-ent |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
Important: To use Eucalyptus with EMC SAN support, you must have the
Navi CLI - Li nux- 64-1 at est . r pmpackage installed on each SC. This package is not supplied with
Eucalyptus, please see your SAN vendor if it isnot aready installed.

For EqualLogic SAN:

r— - -"-"-"-""-"="-""="-"""="-"-"-=-"-=-"-"-"-"-"-"-"--"-=-"-=-="-=-"-"-"=-"=-"="=-"=-"="-"="="="—"="—"="—"="—"=-—"=—"=-=-= A

I yuminstall eucal yptus-enterprise-storage-san-equallogic |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
For NetApp SAN:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =

I yuminstall eucal yptus-enterprise-storage-san-netapp |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

14. After you have installed Eucalyptus, test multicast connectivity between each CLC and Walrus, SC, and VMware

broker host.

a) Clonethe Eucalyptusdeveut i | s repository
r-r—-—™—>~>—-—-—---—"-=""-=—"-"—""="-—"—""=""-="-—"-—--—"—"""-—"-—-=-"=—""="""=""=—"=—""-=""=""=—"==—=—"=—=—=—+=—+— 1
| git clone https://github. com eucal yptus/deveutils |
L e e o e e e e o e e e e J

b) Runthenet wor k-t onogr aphy tool on the Cloud Controller, Cluster Controller, Storage Controller, and any
machines running Walrus or VMware Broker, passing alist of |P addresses for each of these machines.

| cd deveuti |l s/ networ k-t onography |
I ./ network-tonography 192.168.51. 174 192. 168. 51. 196 192. 168. 51. 86 |
I 192.168. 51. 99 |
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Thistool may take up to an hour to run. Check the output for reports of packet loss. If thereis significant packet
loss, ensure that your network is available and multicast enabled.

¢) Repeat these tasks with the secondary controllers.
Your installation is complete.

You are now ready to Configure Eucalyptus.

Install Eucalyptus from Nightly Packages
* Important: Eucalyptus nightly packages are latest Eucalyptus builds. They should be considered
unstable/"bleeding edge" software and should not beinstalled in production. In addition, upgradesfrom nightlies
to released software are not supported.
To install Eucalyptus nightly builds on servers running CentOS 6 or RHEL 6:
1. On dl servers, run the following commands:

I yuminstall http://downl oads. eucal yptus. cont |
I sof t war e/ eucal ypt us/ ni ght | y/ 3. 4/ cent os/ 6/ x86_64/ eucal ypt us-r el ease- 3. 4. 1. noar ch. rpm |

e o e __ J
Enter y when prompted to install this package.
2. Onall systemsthat will run either Eucalyptus or Euca2oals, run the following commands:
|yuminstall http://downl oads. eucal yptus. confsof tware/ i
_oucazocl s gt iyl 3. O cent os/ 8/ xa0_04 eucazol s release- 3.0 moarch Tem__ _
Enter y when prompted to install this package.
3. Install the ELRepo repository on the machine that will run Walrus:;
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =

I yuminstall http://downl oads. eucal yptus. conf |
I sof twar e/ eucal ypt us/ ni ghtly/ 3. 4/ cent os/ 6/ x86_64/ el repo-r el ease-6. noarch. rpm |

e o o o o o L L e L e e e e e e e - _1
Enter y when prompted to install this package.

4. Configure the EPEL package repository:

r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =

I yuminstall |

I http://downl cads. eucal ypt us. conhsof t var € eucal ypt us/ ni ght | y/ 3. 4/ cent as/ &6/ x86 64/ epdl -rel ease-6. noarch. rpm |

e o o o o o L L e L L e - _1
Enter y when prompted to install this package.

5. Onall servers, enter:
s el e e B M
| yum updat e |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

6. Install Eucalyptus packages. The following example shows most components being installed all on the same server.
You can use different servers for each component.

I yuminstall eucal yptus-cloud |
I yuminstall eucal yptus-cc eucal yptus-sc eucal ypt us-wal rus |

r For HA: For Eucalyptus HA, you must install these packages on pairs of systems. For instance,
| L ’ eucalyptus-cloud” isinstalled on the primary CLC and the secondary CLC.
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7. 1f youwould like Load Balancer support in your cloud, you will need to install the Load Balancer image package
on the machine hosting the primary CLC:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-I| oad-bal ancer-i nmage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
8. On each planned NC server, install the NC package:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall eucal yptus-nc |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

* Important: If you are using VMware, you can skip this step. Eucalyptus software is not installed on these
machines. They are running VMware.

Your installation is complete.

You are now ready to Configure Eucalyptus.

This topic describes the parameters you need to set in order to launch Eucalyptus for the first time.

Thefirst launch of Eucalyptusis different than arestart of a previously running Eucalyptus deployment in that it sets
up the security mechanisms that will be used by the installation to ensure system integrity.

Eucalyptus configuration is stored in atext file, / et ¢/ eucal ypt us/ eucal ypt us. conf, that contains key-value
pairs specifying various configuration parameters. Eucalyptus reads this file when it launches and when various forms
of reset commands are sent it the Eucalyptus components.

* Important: Performthefollowing tasks after youinstall Eucalyptus software, but before you start the Eucalyptus
services.

Configure Network Modes

This section provides detailed configuration instructions for each of the four Eucalyptus networking modes. Eucalyptus
reguires network connectivity between its clients (end-users) and the cloud components (CC, CLC, and Walrus).

* InManaged and Managed (No VLAN) modes, traffic to instances pass through the CC. In these two modes clients
must be able to connect to the CC.

* In System and Static modes, clients need to connect directly to the NC. The CC does not act as arouter in these two
modes.

The/ et c/ eucal ypt us/ eucal ypt us. conf file containsall network-related optionsin in the “Networking
Configuration” section. These options use the prefix VNET_. The most commonly used VNET options are described
in the following table. The set of networking settings that apply to a cloud varies based on its networking mode. Each
setting in this section lists the modesin which it applies. Unless otherwise noted, all of these settings apply only to CCs.

The most commonly used VNET options are described in the following table.
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Option Description Modes

VNET_ADDRESSPERNET This option controls how many VM instances can Managed,
simultaneously be part of an individual user's security Managed (No
group. Thisoption is set to apower of 2 (16, 24, 32,64, |VLAN)

etc,) but it should never be less than 8 and it cannot be
larger than: (the total number of available IP addresses -
2).

This option isused with VNET_NETMASK to determine
how the |P addresses that are availableto VMs are
distributed among security groups. VMswithin asingle
security group can communicate directly. Communication
between VM s within a security group and clients or VMs
in other security groupsis controlled by a set of firewall
rules. For example, setting

I VNET_NETMASK=" 255. 255. 0. 0" I
I VNET_ADDRESSPERNET=" 32" I

defines a netmask of 255.255.0.0 that uses 16 bits of the

I P address to specify anetwork number. The remaining 16
bits specify valid | P addresses for that network meaning
that 2716 = 65536 | P addresses are assignable on the
network. Setting VNET _ADDRESSPERNET=" 32" tells
Eucalyptus that each security group can have at most 32
VMsinit (each VM getting its own | P address). Further,
it stipulatesthat at most 2046 security groups can be active
at the same time since 65536 / 32 = 2048. Eucalyptus
reserves two security groups for its own use.

In addition to subnets at Layer 3, Eucalyptus usesVLANSs
at Layer 2 in the networking stack to ensure isolation

(Managed mode only).

VNET_BRI DGE Onan NC, thisisthe name of the bridge interface to which | Static
instances network interfaces should attach. A physical System
interface that can reach the CC must be attached to this
bridge. Common setting for KVM isbr 0. Managed (No

VLAN)

VNET_BROADCAST, VNET_ROUTER| The network broadcast and default gateway to supply to | Static
instances in DHCP responses.

VNET_DHCPDAEMON The ISC DHCP executable to use. Thisisset to a Static
distro-dependent value by packaging. Theinternal default

is/ usr / sbi n/ dhcpda. Managed
Managed (No
VLAN)
VNET_DHCPUSER The user the DHCP daemon runs as on your distribution. | Static
For CentOS 6 and RHEL 6, thisistypicaly r oot . Managed
Default: dhcpd Managed (No
VLAN)
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Option Description Modes

VNET_DNS The address of the DNS server to supply to instancesin | Static
DHCP responses. Managed
Example: Managed (No
VNET_DNS="173. 205. 188. 129" VLAN)

VNET_LOCALI P By default the CC automatically determines which IP Managed
address to use when setting up tunnels to other CCs. Set Manaoed
this to the | P address that other CCs can use to reach this (No—?/gL AN)
CC if tunneling does not work.

VNET _MACVAP A map of MAC addresses to | P addresses that Eucalyptus | Static
should allocate to instances when running in Static mode.

Separate MAC addresses and | P addresses with =
characters. Separate pairs with spaces.

Example:

VNET_MACVAP="00: 01: 02: 03: 04: 05=192. 168. 1. 1
Al: A2: A3: A4: A5: A6=192. 168. 1. 2"

VNET _MACPREFI X This option is used to specify a prefix for MAC addresses | System,
generated by Eucalyptus for VM instances. The prefix has | Managed,
to bein the form HH: HHwhere H is a hexadecimal digit. [ Managed (No
Example: VNET_MACPREFI X="DO0: D0" VLAN)

VNET_MODE The networking mode in which to run. The same mode | All
must be specified on all CCsand NCsin your cloud.

Valid values: STATI C, SYSTEM MANAGED,
MANAGED- NOVLAN,
Default: SYSTEM

VNET_PRI VI NTERFACE The name of the network interface that is on the same Static
network asthe NCs. In Managed and Managed (NoVLAN) Manaoed
modes this must be a bridge for instancesin different 9
clusters but in the same security group to be able to reach
one another with their private addresses.

Default: et hO

VNET_PUBI NTERFACE On a CC, thisisthe name of the network interface that is | Managed
connected to the “public” network.

Managed
On an NC, thisisthe name of the network interface that | (No-VLAN)
is connected to the same network as the CC. Depending
on the hypervisor's configuration this may be a bridge or
aphysical interface that is attached to the bridge.
Default: et hO
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Option Description Modes
VNET_PUBLI ClI PS A space-separated list of individual and/or hyphenated Managed
ranges of public | P addresses to assign to instances. If you Managed

do not set avalue for thisoption, al instances will receive (No-VLAN)

only private | P addresses.

I VNET_PUBLI Cl PS= I
I "173. 205. 188. 140-173. 205. 188. 254" I

VNET_SUBNET, VNET_NETMASK | These optionscontrol theinternal private network used by | Static, Managed,
instances within Eucalyptus. Eucalyptus assigns adistinct | Managed (No
subnet of private | P addresses to each security group. This|VLAN)

setting dictates how many addresses each of these subnets
should contain. Specify apower of 2 between 16 and 2048.
Thisisdirectly related, though not equal, to the number of
instancesthat can residein each security group. Eucalyptus
reserves eleven addresses per security group.

Managed Mode

In Managed mode, Eucalyptus managestheloca network of VM instances and providesall networking features Eucalyptus
currently supports, including VM network isolation, security groups, elastic I Ps, and metadata service. Configure each
CC to use an Ethernet device that lies within the same broadcast domain as all of its NCs.

Important: In Managed mode, each security group requires a separate subnet and a separate VLAN that
Eucayptus controls and maintains. So the underlying physical network must be “VLAN clean.” For more
information about VLAN clean, see Prepare VLAN.

To configure for Managed mode:

CLC Configuration

No network configuration required.

CC Configuration

. Important:

We recommend allowing the CC to act as the gateway for NCs, in Managed mode. To do so, ensure that traffic
from al NCs (on private network) is allowed to be masqueraded on the CC, and set the output interface to the
the public interface of the CC. You can do thisusing the following i pt abl es command:

r-r-—"">—~>>">>"">""™>~>"~>~>"™>"~>"™>"™""™"™"™"™"™"™""™"™"™>™TT—T T T~ T T —— 1
| i ptables -t nat -A POSTROUTI NG -s 10.101.104.0/16 -o eml -j MASQUERADE |
L o o o o e e o J
Where 10. 101. 104. 0/ 16 isthe private network containing all NCs, and el is the public interface set on
the CC.

1. Logintothe CC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Network Configuration section, uncomment and set the following:

|
|
I VNET_SUBNET="<subnet for instances’ private |IPs. Exanple: 192.168.0.0>"
I VNET_NETMASK="<your netmask for the vnet_subnet. Exanple: 255.255.0.0>"
I VNET_DNS="<your DNS server’s |P>"
I VNET_ADDRSPERNET="<# of sinultaneous instances per security group>"
|
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VNET_PUBLI Cl PS="<your _free public_ipl your free public_ ip2 .>"

| |
| |
| |
| |
I VNET_LOCALI P="<the I P of the | ocal interface on the cc that is reachable from]i
I CLC" |
| |
I VNET _DHCPDAEMON="<path to DHCP daenon bi nary. Exanmple: /usr/sbin/dhcpd3>" |
| |
: VNET_DHCPUSER="<DHCP user name. Exanple: dhcpd>" :

3. If your NCs are not reachable from end-users directly and the CC has two (or more) Ethernet devices of which one
connects to the client/public network and one connects to the NC network, or the single Ethernet device that the CC
uses to connect to both clients and NCsis NOT ‘ethQ’, then you must aso uncomment and set:

I VNET_PRI VI NTERFACE="<Et her net devi ce on sane network as NCs. Exanple: ethl>" |
| |
I VNET_PUBI NTERFACE="<Et her net device on ‘public’ network. Exanple: eth0>" |

4. Savethefile.
5. Repeat on each CC in your system.
* Important: Each CC must have the same configuration with the exception of the VNET_LOCALI P value,

which should be machine-specific. In a multi-cluster configuration, you must set VNET _PUBLI Cl PS
identically onall CCs.

NC Configuration

‘ Important:

We recommend allowing the CC to act as the gateway for NCs, in Managed mode. To do so, ensure that traffic
from al NCs (on private network) is allowed to be masqueraded on the CC, and set the output interface to the
the public interface of the CC. You can do thisusing the following i pt abl es command:

r-r——"F"FT ~>>~>~>">-">>-"-"-">"""™""=>""~>"""=>""™>"""~>"""~>""™""~"""~>""~"""~>"""~"""~>""~""~>"""~>"""~>"""~>"">""=—"="—=——+— 1
| iptables -t nat -A POSTROUTING -s 10.101.104.0/16 -0 eml -j MASQUERADE |
L o e e e e e J
Where 10. 101. 104. 0/ 16 isthe private network containing all NCs, and el is the public interface set on
the CC.

1. Logintoan NC machine and open the/ et c/ eucal ypt us/ eucal ypt us. conf file.
2. Go to the Networ k Configuration section, uncomment and set the following:

r— - ---"-"-"-""-""="="-"=-"-"-"-"-"-"-"=-"=-"-=-"-"-"-"- =" -~"-="=-"-"=-"="="="="="="="="-"="—"="—"=—=-= A
I VNET_MODE=" MANAGED" |
I VNET_PUBI NTERFACE="<Et her net devi ce/ bri dge reachabl e fromcc machi ne. Exanple: |
I ethO>" I
e o e __ J

3. Savethefile.
4. Repeat on each NC.
Managed (No-VLAN) Mode

In Managed (No-VLAN) mode, Eucalyptus does not use VLANS to isolate the network bridges attached to VMs from
each other. Configure each CC to use an Ethernet device that lies within the same broadcast domain as all of its NCs.

To configure for Managed (No VLAN) mode;
CLC Configuration

No network configuration required.

CC-BY-SA, Eucalyptus Systems, Inc.



Eucalyptus | Eucalyptus HA Installation | 105

CC Configuration
‘ Important: You must set VNET_PUBLI CI PS identically on all CCsin amulti-cluster configuration.

1. Logintothe CC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Network Configuration section, uncomment and set the following:

: VNET_MODE=" MANAGED- NOVLAN" I
| VNET_SUBNET="[ Subnet for VMs private |Ps. Exanple: 192.168.0.0]" I
I VNET_NETMASK="[ Net mask for the vnet_ subnet. Exanple: 255.255.0.0]" |
I VNET_DNS="[ DNS server |P]" |
I VNET_ADDRSPERNET="[ Nunber of sinultaneous instances per security group]" |
I VNET_PUBLI Cl PS="[ Free public IP 1] [Free public IP 2] ..." |
I VNET _LOCALI P="[I1P address that other CCs can use to reach this CC" I
I VNET _DHCPDAEMON="[ Pat h t o DHCP daenon bi nary. Exanple: /usr/sbin/dhcpd3]" |
: VNET_DHCPUSER=' [ DHCP user. Exanple: dhcpd]” :

3. If your NCs are not reachable from end-users directly and the CC has two (or more) Ethernet devices of which one
connects to the client/public network and one connects to the NC network, or the single Ethernet device that the CC
uses to connect to both clientsand NCsisNOT ‘ethQ’, then you must also uncomment and set:

1
I VNET_PRI VI NTERFACE="[ Et her net devi ce on same network as NCs. Exanple: ethl]" |
| |
I VNET_PUBI NTERFACE="[ Et her net device on ‘public’ network. Exanple: eth0]" |

4. Savethefile.
5. Repeat on each CC in your system.

* Important: Each CC must have the same configuration with the exception of the VNET_LOCALI P value,
which should be machine-specific.

NC Configuration

1. Logintoan NC machine and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Networ k Configuration section, uncomment and set the following:

I VNET_MODE=" MANAGED- NOVLAN' I
I VNET_BRI DGE="[ bri dge nane. Exanple: br0]" |

3. Savethefile.
4. Repeat on each NC.
System Mode

In System mode, Eucalyptus mostly stays out of theway intermsof VM networking, relying onyour local DHCP service
to configure VM networks. The NC has to specify a bridge, and that it is the bridge that is connected to an Ethernet
network that has a reachable DHCP server running elsewhere that is configured to hand out | P addresses dynamically.

To configure for System mode:
CLC Configuration

No network configuration required.
CC Configuration

1. LogintotheCC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
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2. Goto the Networ k Configuration section, uncomment and set the following:

3. Savethefile.
4. Repeat on each CC in your cloud.

NC Configuration

1. Logintoan NC machine and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Go to the Networ k Configuration section, uncomment and set the following:

I VNET_MODE=" SYSTEM' |
I VNET_BRI DGE="<name of bridge on sane network as the DHCP server. Exanpl e: |
I xenbr 0>" |

3. Savethefile.
4. Repesat on each NC.
Static Mode

Static mode requires you to specify the network configuration each VM should receive from the Eucalyptus DHCP
server running on the same physical server asthe CC component. Configure each CC to use an Ethernet device that lies
within the same broadcast domain as al of its NCs.

To configure for Static mode:

CLC Configuration

No network configuration required.
CC Configuration

1. Logintothe CC and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Goto the Network Configuration section, uncomment and set the following:

VNET_MODE=" STATI C"'
VNET_SUBNET="<publ i c subnet to be used by instances>"
VNET _NETMASK="<net mask used in your network |ayout>"

VNET _BROADCAST="<broadcast IP to supply to instances in DHCP responses.
Exanpl e: 192. 168. 1. 255>"

VNET_ROUTER="<subnet router |P/gateway |IP to supply to instances in DHCP
responses>"

VNET_NMACMAP="<MAC-t o- | P mappi ng for your VMs. Exanple:
AA: BB: CC: DD: EE: FF=192. 168. 1. 1
Al: B1: Cl: D1: E1: F1=192. 168. 1. 2>"

VNET_PRI VI NTERFACE="<Et her net devi ce on sane network as the NCs. Exanpl e:
et ho>"

VNET _DHCPDAEMON="<path to DCHP daenon bi nary. Exanpl e /usr/sbin/dhcp3d>"

VNET _DHCPUSER="<DHCP user nane. Exanpl e: dhcpd>"

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
: VNET_DNS="<I P of your DNS server>" :
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
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3. Savethefile.
4. Repeat on each CC in your cloud.

NC Configuration

1. Logintoan NC machine and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Go to the Networ k Configuration section, uncomment and set the following:

T T T T T T T T T T T T T T T T T T T T T s T S s s s s s s e B
I VNET_MODE=" STATI C' I
I VNET_BRI DGE="<nanme of bridge on the sane network as the CC. Exanpl es: xenbrO |
I or ethO>" |
e o o o o L L e e e - _1
3. Savethefile.

4. Repesat on each NC.

Configure Loop Devices

In order to start new instances, Eucalyptus needs a sufficient number of loop devicesto use for SC and NC components.
An SC with insufficient loop devices failsto create new EBS volumes. An NC with insufficient loop devices fails to
start new instances.

Eucalyptusinstalls with a default loop device amount of 256. If you want to change this number, perform the following
steps. Otherwise, skip this section.

Tip: We recommend that you err on the side of configuring too many loop devices. Too many loop devices
result in aminor amount of memory tie-up and some clutter added to the system's/ dev directory. Too few
loop devices make Eucalyptus unable to use all of a system's resources. We recommend a minimum of 50 loop
devices. If you have fewer than 50, the startup script will complain.

1. Logintothe SC server and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
2. Uncomment the following line:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| # CREATE_SC LOOP_DEVI CES=256 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

3. Replace 256 with the number of loop devices.

4. Repeat for each SC on your system.

5. Logintoan NC server and openthe/ et c/ eucal ypt us/ eucal ypt us. conf file.

6. Uncomment the following line:
r---"-"-"-"-""-""-""="-"""=""-"="-"=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"="-"-=-"=-"=-"="—"="==-"-=“-"="—"="=—"=—=-—"== A
| # CREATE_NC LOOP_DEVI CES=256 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

7. Replace 256 with the number of loop devices.
8. Repeat for each NC on your system.

Configure Multi-Cluster Networking

Eucalyptus supports multiple clusters within a single Eucalyptus cloud. This topic briefly describes how Eucalyptus
manages the networking aspect of a multi-cluster setup.

In System or Static networking modes, Eucalyptus does not perform any special configuration for amulti-cluster setup.
In Managed and Managed (No VLAN) modes, Eucalyptus sets up Layer 2 Tunneling Protocol (L2TP) between your
clusters. This means that virtual machines in the same security group, but distributed across clusters (potentially each
in their own broadcast domain), can communicate with one another. Eucalyptus uses the V Tun package to handle all

L 2TPtunnelsbetween clusters. If VTunisinstalled on each of your CCs, multi-cluster tunneling is automatically handled
by each CC.

. Important: You must set VNET_PUBLICIPS identically on al CCsin amulti-cluster configuration.
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‘ Important: When L2TP tunneling is enabled in amulti-cluster setup, make sure that you are using different
IP ranges for the nodes in each cluster.

Depending on the networking mode and network topol ogy, keep the following network configuration considerationsin

mind.
Managed M ode: During normal operation, you will see many tunnel interfaces being created and
destroyed as virtua networks are constructed and torn down.
Managed (No VLAN) Mode: In order for VTun tunneling to work in this mode, you must configure each CC

with abridge asits primary, public interface (VNET_PUBI NTERFACE).

Managed Modeand Managed The CC attempts to auto-discover itslist of local |P addresses upon startup, but if
(NoVLAN) Mode: the IP that was used to register the CC is not locally available, you can override
the CC's notion of 'self' by setting the VNET_LOCALI P variable in the
eucal ypt us. conf file.

‘ Important: Do not run two CCsin the same broadcast domain with tunneling enabled, as thiswill potentially
lead to a broadcast storm as tunnels start forwarding packets in aloop on your local network. Please disable
tunneling by setting DI SABLE_TUNNELI NG=Y in eucal ypt us. conf on both CC hosts.

‘ Important: If you are using a multi-hypervisor and multi-cluster setup (for example, KVM in one cluster and
VMware in another cluster), you must install the vinwar e- br oker - | i bs package on SCsin al clusters.

Configure the Firewall
Thistopic provides guidelines for restricting network access and managing iptables rules.

Restricting Network Access

This section provides basic guidance on setting up afirewall around your Eucalyptus components. It is not intended to
be exhaustive.

On CLC, Walrus, SC, and VB, you should allow for the following jGroups traffic:

* TCP connections between CLC, Walrus, SC, and VB on port 8779 (or the first available port in range 8779-8849)
« UDP connections between CLC, Walrus, SC, and VB on port 7500
e Multicast connections between CLC, Walrus, SC, and VB to IP 228.7.7.3 on UDP port 8773

On the CLC, you should additionally allow the following connections:

e TCP connections from end-users on ports 8773 and 8443

e TCP connections from CC and Eucalyptus instances (public IPs) on port 8773 (for metadata service)
e TCP connections from Walrus, SC, and VB on port 8777

e End-user and instance connections to DNS ports

Onthe CC, you should ensure that all firewall rules are compatible with the dynamic changes performed by Eucalyptus,
described in the section below. You should also allow the following connections:

* TCP connections from CLC on port 8774
» TCP connections from NC on port 8776, if CC image proxying is enabled

On Walrus, you should also alow the following connections:

* TCP connections from end-users on port 8773
e TCP connections from SC, NC, and VB on port 8773
e TCP connections from CC on port 8773, if CC image proxying is enabled

On the SC, you should also allow the following connections:

e TCP connections from CLC, NC, and VB on TCP port 8773
e TCP connections from NC on TCP port 3260, if tgt (iSCSI open source target) is used for EBS storage
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On the VMware Broker, you should also allow the following connections:
e TCP connections from CC on port 8773
On the NC, you should allow the following connections:

e TCP connections from CC on port 8775

* TCP connections from other NCs on port 16514

e DHCPtraffic forwarding to VMs

» Traffic forwarding to and from instances' private IP addresses

Managing iptables Rules for the CC

In Managed and Managed (No VVLAN) modes, Eucalyptus flushes the CC's iptables rulesfor both f i | t er and nat ,
then it sets the default policy for the FORWARD chaininfi | t er to DROP. At run time, the CC adds and removes rules
from FORWARD as users add and remove ingress rules from their active security groups. In addition, the nat tableis
configured to allow VMs access to the external network using |P masguerading, and dynamically adds/removes rules
inthe nat table as users assign and unassign public IPsto VMs at instance boot or run-time.

If you have rules you want to apply on the CC, make the following edit on the CC before you start Eucalyptus or while
Eucalyptusis stopped:

@ Caution: Performing this operation to define special iptablesrulesthat areloaded when Eucayptus starts could
cause Eucalyptus VM networking to fail. We recommend that you only do this if you are completely sure that
it will not interfere with the operation of Eucalyptus.

Start the Eucalyptus components in the order presented in this section.

Make sure that each host you installed a Eucalyptus component on resolves to an IP address. Edit the/ et ¢/ host s
fileif necessary.

I Note: Eucalyptus3.4.1requiresversion 7 of the JavaVirtual Machine. Make sure that your CLOUD_OPTS

=4 settingsin the /etc/eucalyptus/eucalyptus.conf file either do not set - - j ava- hone, or that - - j ava- hone
pointsto aversion 7 VM. This needs to happen before services are started but after the upgraded packages are
installed.

Start the CLC Pairs

1. Logintothe primary Cloud Controller (CLC).
2. Enter the following command to initialize the primary CLC:

i) Noter Makesurethat theeucal ypt us- cl oud processis not running prior to executing this command.

r—T—T T T - T T T T T T T T — o — e — M
| /usr/sbin/euca_conf --initialize I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

I Note: Thiscommand might take a minute or more to finish.

3. Enter the following command to start the primary CLC:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service eucal yptus-cloud start |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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4. Start the secondary CLC. Do not initialize the secondary CLC. Just start it.

Start the Walrus Pairs
To start Walrus;

1. Loginto the Walrus server and enter the following command:

2. Repeat thistask on the secondary Walrus.

Start the CC Pairs
To start the CC:

1. Logintothe CC server and enter the following:

2. If you have a multi-cluster setup, repeat this step on the CC in each cluster.
3. Repest thistask on the secondary CC in each cluster.

Start the VMware Broker Pairs

Eucalyptus | Eucalyptus HA Installation | 110

Tip: If you aren’t using the subscription-only VMware Broker module, skip this section.

If you are using Eucalyptus with VMware support, perform the following tasks.

1. Logintothe CC server and enter the following:

2. If you have a multi-cluster setup, repeat this step on the CC in each cluster.
3. Repeat thistask on the secondary CC in each cluster.
Start the SC Pairs

If the SC component is not on the same machine as the CLC, do the following:

1. Loginto the SC server and enter the following command:

* Important: If you arere-installing the SC, please restart the tgt (iSCSI open source target) daemon.

2. If you have a multi-cluster setup, repeat this step on the SC in each cluster.
3. Repeat thistask on the secondary SC in each cluster.

Start the NCs

1. Logintoan NC server and enter the following command:

2. Repeat for each NC server.
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Verify the Startup

At thispoint, all Eucalyptus components are enabled and starting up. Some of these services performintensiveinitialization
at start-up, particularly thefirst timethey are started. You might have to wait afew minutesuntil they arefully operational .

One quick way to determine if the components are running is to run netstat on the various hosts and ook to see when
the service ports are allocated to a process. Specifically, the CLC, Walrus, the SC, and the VMware Broker allocate
ports 8773. The CC listens to port 8774, and the NC uses port 8775.

Verify that everything has started without error. Expected outcomes include:

» TheCLCslistening on ports 8443 and 8773

* Walrusislistening on port 8773

e TheSCislistening on port 8773

« |If you are using the subscription only VMware Broker, it is listening on port 8773
« TheCCislistening on port 8774

e TheNCsarelistening on port 8775

e Logfilesare being writtento/ var /| og/ eucal ypt us/

After you start Eucalyptus for the first time, register the Eucalyptus components as described in this section.

Eucalyptus implements a secure protocol for registering separate components so that the overall system can’t be tricked
into including a component run by an unauthorized administrator or user. You only need to register componentsthe first
time Eucalyptusis started after it wasinstalled.

Most registration commands run on the CLC server. NCs, however, are registered on each CC. You must register each
NC on every CC for the cluster on which the NC participates.

Note that each registration command will attempt an SSH as root to the remote physical host where the registering
component is assumed to be running. The registration command also contacts the component so it must be running at
the time of the command isissued. If a password is required to allow SSH access, the command will prompt the user
for it.

Except for NCs, each registration command requires four pieces of information:

e Thecomponent (- - r egi st er - XYZ) you are registering, because this affects where the commands must be
executed.

* Thepartition (- - par ti t i on) the component will belong to. The partition is the same thing as availability zone
inAWS,

e Thename (- - conponent ) ascribed to the component. Thisis the name used to identify the component in a
human-friendly way. This name is also used when reporting system state changes which require administrator
attention. Thisname must be globally-unique with respect to other component registrations. To ensure this uniqueness,
we recommend using a combination of the component type (CLC, SC, CC, etc) and system hostname or | P address
when you choose your component names. For example: ¢l ¢c- eucahost 15 orcl ¢c-192. 168. 0. 15.

e ThelP address (- - host ) of the service being registered. The host must be specified by 1P address to function
correctly.

NCs only have two pieces of information: component name and IP address.

Il Note: Werecommend that you use | P addressesrather than host names when registering Eucalyptus components.

_ If you do use hostnames, the underlying I P address may not be a site-local, any-cast, loopback, link-local, or
multicast address.

i) Note: Onceyou've registered a Eucalyptus component with a host name, to avoid connectivity issues, do not

= change the host name's underlying | P address.
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Register the Secondary CLC
2 For HA: If youinstalled HA, register the secondary CLC. Otherwise, skip this section.

Log in to the primary CLC and enter the following command to register the secondary CLC:

I =
I /usr/sbin/euca_conf --register-cloud --partition eucal yptus |
I --host [Secondary CLC | P] --conponent [CLC Nane] [
e o o o L L L L L e e e L _____ _1
Thepartiti on nameforthe CLC hastobeeucal ypt us. Theconponent nameisaunique name for this
particular component: we recommend a format such as CLC- [ host nane] .
Register Walrus Pairs
To register Walrus:
1. Onthe CLC server, enter the following command:
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I /usr/sbin/euca_conf --register-walrus --partition walrus --host |
I [wal rus_I P_address] --conponent [walrus_nane] |
e o o o L L L - _1
Thepartiti on namefor Warus hasto bewal r us. Like the CLC, the component name is a unique name for
this particular component: we recommend aformat such aswal r us- [ host nane] .
2. Register the secondary Walrus the same way, using the secondary Walrus I P address and secondary Walrus name.
Use the same partition name as the primary Walrus
Register the CC Pairs
To register the CC:
1. Onthe CLC, enter the following command:
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I /usr/shbin/euca conf --register-cluster --partition [partition_nane] |
I --host [CC_IP_address] --conponent [cc_nane] |
e o o o D L L L L L L - _1

We recommend that you set the par t i t i on name to adescriptive name for the availability zone controlled by the
CC. For example: cl ust er 01.

The conponent must be a unique name. We recommend that you use a short-hand name of the hosthame or 1P
address of the machine, likecc- [ host nane] orcc-[| P address].

2. Repeat for each cluster, replacing the CC name, partition name, CC IP address, and CC name.

3. Register the secondary CC the same way, replacing the CC IP address and CC name, but using the same partition
name as the primary CC.

Register the VMware Broker Pairs

Tip: If you aren’t using the subscription-only VMware Broker module, skip this section.

To register the VMware Broker

1. On the CC (or whichever machine you installed VMware Broker on), enter the following command:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I /usr/sbin/euca_conf --register-vnwarebroker --partition [partition_nane] |
I --host [CC_|IP_address] --conponent [broker_ nane] |
e o o o e e oo - _1
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TheVMware Broker must havethesamepar ti t i on nameasthe CCinthe same cluster. Like the other components,
theconponent isaunique name for this particular component: we recommend a format such as
br oker - [ host nane] .

* Important: Register theVMware Broker component using the CC |P address, not the CLC | P address.

2. Register the secondary VMware Broker the same way, using the secondary CC IP address and CC name, but using
the same partition name as the primary CC.

3. Repeat for each cluster, replacing the VMware Broker name, partition name, CC IP address, and CC name.

Register the SC Pairs
To register the SC:
1. Onthe CLC, enter the following command:

i) Note: Werecommend that you use IP addresses instead of DNS names when registering Eucalyptus

= components.
r— " -"-"-"-""-"="-""="-"""="-"-"-"-="-"=-"-"-"-"-"-"-"-"-"-"-=-="-=-"-"=-"=-"=-"-=-"="="="-"="="="=-"="=""="—""="—"="=="="== A
| /usr/sbin/euca conf --register-sc --partition [partition_nane] --host |
I [ SC_ I P_address] |
I --conponent [ SC nane] |
e o o o L L L L L e e - _1

An SC must havethe samepart i ti on name asthe CC in the same cluster. Like the other components, the
conponent isaunique name for this particular component: we recommend aformat such assc- [ host nane] .

A Warning: Newly registered SCswill be in the BROKEN state until they are explicitly configured to use a
~ backend storage provider. The output of the registration for the first SC registered in a partition will 1ook
like:
SERVI CE st or age PARTI 00 SC71 BROKEN 37 |
http://192.168.51. 71: 8773/ servi ces/ St or age |
arn: euca: eucal ypt us: PARTI 00: st or age: SC71/ |
Regi stered the first storage controller in partition 'PARTIO0" . You |
must choose a storage back end with ~“euca-nodi fy-property -p [
PARTI 00. st or age. bl ockst or agemanager =$BACKEND' ' :
Thisis completely normal and simply indicates that further action must be taken to configure the SC before
it will become fully functional. For information about configuring the SC, see Configure the Runtime
Environment-> Configure the Storage Controller

2. Register the secondary SC the same way, using the secondary SC IP address and SC name, but using the same
partition name as the primary SC.

3. Repest for each cluster, replacing the SC name, partition name, SC IP address, and SC name.

Register the NCs

. Important: If you are using the subscription-only VMware Broker module, you can skip this task. Eucalyptus
software is not installed on machines that are running VMware. You do not have to register the NCs. Instead,
you have to configure the VMware Broker, as described in the Configure VMware Support section.

* Important: If you are using host names rather than |P addresses when registering your NCs, ensure that DNS
isworking properly, or populate /etc/hosts for all nodesin acluster.
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1. OnacCg, register al NCs using the following command with the | P address of each NC server:

I /usr/sbin/euca conf --register-nodes "[nodeO_| P_address] ... |
I [nodeN_| P_address]" |

2. Repeat the previous step on the secondary CC.
3. Repeat the previous steps on each cluster in your cloud.

The IP addresses of the NCs are space delimited, as in the following example:

I /usr/sbin/euca_conf --register-nodes "192.168. 71. 154 192. 168. 71. 155 |
I 192.168. 71. 159" |

: For HA: For HA,

Register Arbitrators

A Warning: Thistask isonly for high availability (HA) installations. Do not register an arbitrator if you do not
= have an HA environment. If you do, you will not be able to access your cloud.

Eucalyptus uses a periodic ICMP echo test to an Arbitrator. This test approximates an end user's ability to access the
system. If Eucalyptus determines that it cannot reach the host associated with aregistered Arbitrator, al Eucalyptus
services operating on that host attempt to failover to the alternate hosts running those services.

- Byou are using either Managed or Managed (No VLAN) mode, you can also register Arbitrator services on both

For HA: InHA, you can register each Arbitrator service on the primary and secondary CLC and Walrus. If
J the primary CC and the secondary CC.

We recommend that you register more than one Arbitrator for each Eucalyptus component. Thiswill allow for normal
outages and maintenance. Thereis no limit on the number of Arbitrators on a CLC and aWalrus. You can only register
up to three on a CC.

Register an Arbitrator service on each host that has a cloud component (CLC or Walrus) installed. An Arbitrator isa
host-wide component: when an Arbitrator is registered on ahost, it is registered with all cloud components enabled on
that host. A separate arbitrator has to be registered per each network entity that needs to be monitored from the host.

To register an Arbitrator:

1. Logintotheprimary CLC.
2. Enter the following command to register an arbitrator:

I /usr/sbin/euca_conf --register-arbitrator --partition [ID] |
I --conponent [ID] --host [target_IP]> |

e [1D] isaglobally uniquelD that identifiesan Arbitrator. Note that you must use the same[1D] asboth apartition
and component ID.

e« [target I P] isthelP of the machine running the Eucalyptus component that will run the Arbitrator.

For example:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I euca_conf --register-arbitrator --partition EXAMPLE_ARB - - conponent EXAMPLE_ARB |
I --host 192.168.1.10 |
e o o o o e oo - _1
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3. Repeat for the secondary CLC and for both Walrus servers.
4. Definethe gateway for each Arbitrator:

r—---"-"-"-"-"-"—"-"="="-"=-"-"-"-"-"-"-"-=-"-=-"=-"=-"-"=-"=-"="=-"=-"-"=-"="="="="~"="="="="="—"="-—"="-"=- = A

I /usr/sbin/euca-nodify-property -p <ID>. arbitrator. gat ewayhost =<gat eway> |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
where

» <| D> istheglobaly unique ID of the registered Arbitrator.

e <gat eway> isan externa hostname or | P address used to approximate connectivity to the end user.

For example:
r—---"-"-"-"-"-"—-"—"=-"-"-"-"-"-"-"-"-"-=-"=-"=-"=-"=-"=-"-"-=-"=-"=-"=-"=""”"=”""="="-~"="="—"="="—"="-—"="-—"=-= A
| euca-nodi fy-property -p EXAMPLE _ARB. ar bi trat or. gat ewayhost =192. 168. 1. 1 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

5. Repest for each registered Arbitrator.
6. Toregister on each CC, login to the primary CC, and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file.
7. Providealist of Arbitrators (up to three) as values for the CC_ARBI TRATORS property. For example:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| CC_ARBI TRATORS="192. 168. 48. 11 192. 168. 48. 12" |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
8. Savethefile and restart the CC.
r--"--"--"-"-""-""="-""="”-""""=""="-"""-""="-"-=-"-"-"-"-"-"-"--"-"-"-"-"-"-"-"=-"=-"-"=-"=-="=-"=-""="=-—-"="—"="—"=-"== =
| service eucal yptus-cc restart |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

9. Repeat on the secondary CC.

In the following example, the primary CLC ison <CLC_host_p>, the secondary CLC ison
<CLC_host_s>, the primary Walrusis on <Walrus_host_p>, and the secondary Walrusis on
<Walrus host_s>.

[ usr/sbin/euca_conf --register-arbitrator --host <CLC host_ p>
--conmponent ARBOO --partition ARBOO

[ usr/sbin/euca _conf --register-arbitrator --host <CLC host p>
--conponent ARBO1 --partition ARBO1

/usr/sbin/euca _conf --register-arbitrator --host <Walrus_host p>
--conponent ARB02 --partition ARB02

[ usr/sbin/euca_conf --register-arbitrator --host <Wlrus_host p>
--conmponent ARBO3 --partition ARBO3

[ usr/sbin/euca _conf --register-arbitrator --host <CLC host s>
--conponent ARB04 --partition ARB0O4

[ usr/sbin/euca conf --register-arbitrator --host <CLC host s>
--conponent ARBO5 --partition ARBO5

/usr/sbin/euca_conf --register-arbitrator --host <Walrus_host_ s>
--conmponent ARBO6 --partition ARBO6

[ usr/sbin/euca _conf --register-arbitrator --host <Walrus_host s>
--conponent ARBO7 --partition ARBO7

After Eucalyptusisinstalled and registered, perform the tasksin this section to configure the runtime environment.
Generate Administrator Credentials

Now that you have installed and configured Eucalyptus, you're ready to start using it. To do so, you must generate
credentials.
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‘ Important: Whenyou runtheeuca_conf --get-credentials command, you arerequesting the
access and secret keys and an X.509 certificate and key. You cannot retrieve an existing X.509 certificate and
key. You can only generate a new pai.
To generate a set of credentials:

1. Generate administrator credentials.

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T S T s s s s B
| /usr/sbin/euca conf --get-credentials adnin.zip |
| |
I unzi p admn. zip I
e o o o o L e e - _1
2. Sourcetheeucar c file.
r---"-"-"-"-""-""-""="-"""=""-"="-"=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"="-"-=-"=-"=-"="—"="==-"-=“-"="—"="=—"=—=-—"== A
| source eucarc |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

You are now able to run Eucalyptus commands.

Configure the Storage Controller

Eucalyptus offers SAN support for Eucalyptus block storage (EBS). Eucalyptus directs the Storage Controller (SC) to
manage any supported SAN devices.

Eucalyptus automatically creates and tears down volumes, snapshots, and data connections from guest instances. The
administrator does not need to pre-allocate volumes or LUNSs for Eucalyptus.

Eucalyptus currently offers several backend providers for the SC:

e Overlay
+ DAS
* Equalogic

¢ Netapp
« EMC-VNX

The SC must be configured explicitly upon registration. Thisisachange from previous versions (pre-3.2) of Eucalyptus,
which would configure themselves to adefault configuration using a tgtd-based filesystem-backed storage controller to
provide volumes and snapshots directly from the SC. As of version 3.2, SCs automatically go to the BROKEN state
after being registered with the CLC and will remain in that state until the administrator explicitly configures the SC by
telling it which backend storage provider to use.

You can check the state of a storage controller by running

-
| SERVI CE st or age PARTI 00 SC71 BROKEN 37 I
| http://192.168. 51. 71: 8773/ servi ces/ St or age

| arn: euca: eucal ypt us: PARTI 00: st or age: SC71/

I SERVI CEEVENT 6¢1f 7a0a- 21c9- 496¢- bb79-23ddd5749222

I arn: euca: eucal ypt us: PARTI 00: st or age: SC71/ |
I SERVI CEEVENT 6c¢1f 7a0a- 21¢9- 496¢- bb79- 23ddd5749222 ERROR [
I SERVI CEEVENT 6c¢1f 7a0a- 21¢9- 496¢- bb79- 23ddd5749222 Sun Nov 18 22:11:13 PST 2012

I SERVI CEEVENT 6¢1f 7a0a- 21¢9- 496¢- bb79- 23ddd5749222 SC bl ockst or ageananger not
:configured. Found enpty or unset nanager (unset). Legal val ues are: das, overl ay

Note the error above: SC bl ockst or agemanager not configured. Found enpty or unset
manager (unset). Legal values are: das, overl ay.

CC-BY-SA, Eucalyptus Systems, Inc.



Eucayptus | Eucalyptus HA Installation | 117

Thisindicates that the SC is not yet configured. It can be configured by setting the
[partition].storage. bl ockst oragemanager property to either 'das’ or ‘overlay'.

If you haveinstalled the Eucal yptus Enterprise packagesfor your SAN, you will also see additional optionsin the output
line above, and can set the block storage manager to 'netapp','emc-vnx-flare31','emc-vnx', or ‘equallogic’ as appropriate.

You can verify that the SC blockstoragemanager is unset using:
| euca-describe-properties | grep bl ockstorage |

To configure SAN support, follow the steps for your desired backend storage device: Open-Source |SCS
Filesystem-backed, Dell Equallogic, JBOD, Netapp, or EMC VNX.

Configuring the SC to use the local filesystem (Overlay)

This was the default configuration option for the SC in pre-3.2 Eucalyptus. In this configuration the SC itself hosts the
volume and snapshots for EBS and stores them asfiles on the local filesystem. It uses standard linux iSCSI toolsto
serve the volumes to instances running on NCs.

1. Configure the SC to use the OverlayManager for storage.

i_eLEaT modi fy-property -p <partition>. storage. bl ockst or agemanager =overlay ]
Theouput of thecommend shoud besmilar to:
i_PT?aDER;'; ;AT?T_I ao_s_t (;r;g_e._bl_o_c;s;o_r ;g_er:a;a;]e_r _o;e_r I_a;/ _V\a_s_ <_u ;s_et_> _______ ]
2. Verify that the property value is now: ‘overlay'
i_eﬁc_a? describe-properties | grep blockstorage ]
Enable Dell Equallogic SANs
1. Configure the SC to use the EquallogicManager for storage.
i_erjc_a—_rr:)cﬁ f_y_p_r (;p_er_t; _p_ Zp;r_t i_ti_o_n;.;t_or_a;]e_. EI :)c_kgt:)r_age:m;ne_lg_er_:;qrj; I_o;]i_c_ ]
Theouputof thecommend should be smilar to:
| PROPERTY PARTI 00. st or age. bl ockst or agemanager equal | ogi c was <unset> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Verify that the propery value is now: 'equallogic'
| euca-describe-properties | grep blockstorage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
3. Onthe CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state:
r---"-"-"-"-""-"="-""="-"""=""-"="-"=-"-"-"-"-"-"-"-"-"=-"-=-"-=-"-"=-"=-"-"-=-"="="="="="="="="="—"="—"="—"=-=-= A
| euca_conf --list-scs I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

4. Ontheprimary CLC, enable SAN support in Eucalyptus by entering your SAN's hosthame or | P address, the username,
and password:

- - T T T T T T T T T T T T TS TS TS T 7
| euca-nodi fy-property -p [partition_name].storage. sanhost =[ SAN_| P_addr ess] |
| euca-nodi fy-property -p [partition_nane].storage. sanuser =[ SAN _admi n_user _nane] |
I euca- nodi fy-property -p |
I [partition_nane].storage. sanpasswor d=[ SAN adni n_passwor d] |
e o o o o L L e e e e e e - _1
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If you have multiple management | P addresses for the SAN adapter, provide acomma-delimited list of |P addresses
tothe[ partiti on_nane]. st orage. sanhost property.

Your Equallogic SAN is now ready to use with Eucalyptus.

Enable Direct Attached Storage (JBOD) SANs

* Important: Direct Attached Storage still requiresthat / var / | i b/ eucal ypt us/ vol unes has enough

space for locally cached snapshots.

Configure the SC to use the (Direct Attached Storage) DASManager for storage.

______________________________________________ -
euca-nodi fy-property -p <partition>.storage. bl ockst oragenanager =das |
______________________________________________ -
The output of the command should be similar to:
______________________________________________ -
PROPERTY PARTI 00. st or age. bl ockst or agenanager das was <unset > |
______________________________________________ -
Verify that the propery valueis now: 'das
______________________________________________ -
euca- descri be-properties | grep bl ockstorage |
______________________________________________ -
On the CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state;
______________________________________________ -
euca_conf --list-scs I
______________________________________________ -

On the primary CLC, set the DAS device name property. The device name can be either araw device (/dev/sdX, for
example), or the name of an existing Linux LV M volume group.

______________________________________________ -
euca-nodi fy-property -p <cluster nane>.storage. dasdevi ce=<devi ce nane> |
______________________________________________ J
For example:
______________________________________________ -
euca- nodi fy-property -p clusterO. storage. dasdevi ce=/dev/ sdb |
______________________________________________ J

Your SAN is now ready to use with Eucalyptus.

Enable NetApp SANs

Eucalyptus supports both NetApp Clustered ONTAP and traditional 7-mode SANs. NetAppVserversand 7-mode Filers
(FAS 2000 and FAS 600 series) are managed by Eucalyptus using NetApp Manageability Software Devel opment Kit
(NMSDK) and Data ONTAPAPIs. This section covers enabling both NetApp Clustered ONTAP and traditional 7-mode
SANSs.

Enable NetApp 7-mode SANs

To configure NetApp 7-mode Filer and enable the SAN in Eucalyptus:

1

a s~ DN

N o

Verify Data ONTAP version for the 7-mode Filer is 7.3.3 or later.

Verify SSL access by typing secur eadni n st at us

If SSL is marked inactive, enable with secur eadni n set up ssl and generate anew certificate.
Turn on SSL accesswithopt i ons htt pd. admi n. ssl . enabl e on

Enable the iSCSI service on the NetApp devicewith opti on i scsi. enabl e onoroption
i censed _feature.iscsi.enabl e on if youhave an embedded license on your array.

Turn on the iSCSI servicewithi scsi start
Enable the iSCSI service on the NetApp devicewithenabl e i scsi servi ce
Verify that an aggregate with sufficient spare capacity exists.
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» |If you have SSH access to the NetApp Filer, enter aggr show_space.
» If an aggregate with spare capacity does not exist, create one using theaggr cr eat e command.

9. Verify that you have alicense for FlexClone installed. At the shell prompt, enter | i cense to seethelist of all
installed licenses.

10. Verify that administrator account credentials for NetApp Filer are available to be configured in Eucalyptus. If not,
create a new administrator account for use by Eucalyptus

11. Configure the SC to use the NetappManager for storage.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca-nodi fy-property -p <partition>. storage. bl ockstoragemanager =net app |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
The output of the command should be similar to:
r- - -"-"-"-""-""-""="-"""="-"-"-"-=-"-"-"-"-"-"-"-"--"-=-"=-"-=-"-"-"=-"-"-"-=-"=-"=-"="="==-"-“"=—"="="—"=—=-—"== A
| PROPERTY <partition>.storage. bl ockst oragenmanager netapp was <unset > |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
12. Verify that the propery value is now: 'netapp'
r—--"-"-"-"-""-""-""="-"""="-"-"-=-"-=-"-"-"-"-"-"-"-"-"=-"-=-"-=-"-"=-"=-"-"-=-"=-"=-"=-"="="==-"-~“"=—"="="—"=—"=-—"== A
| euca-describe-properties | grep bl ockstorage |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
13. On the CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state:
r--"-"--"-"--""-""="-""="”-""""=""="-"""-""="-=-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"=-"-"-"=-="=-"=-"=-"=-"=-—-"=-—-"=—="=-"=-= =
| euca_conf --list-scs I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

14. Wait for the SC to transition to the NOTREADY or DISABLED state.

15. On the primary CLC, enable NetApp SAN support in Eucalyptus by entering the Filer's hostname or | P address, the
username and password of the administrator account, and CHAP username.

Ij Note: Eucalyptus uses Challenge Handshake Authentication Protocol (CHAP) for disk operations. The
=1 CHAP username can be any value, however it should be unique when sharing aNetApp Filer across multiple
Eucalyptus clusters.

It Note: CHAPsupport for NetApp has been added in Eucalyptus 3.3. An SC will not transition to ENABLED
= dtate until the CHAP username is configured.

- - T T T T T T T T T T T T T T T T TS T T T T T s e M
| euca-nodi fy-property -p <partition>. storage.sanhost=<Filer |P_address> |
| euca-nodi fy-property -p <partition>.storage.sanuser=<Fi | er_adm n_usernane> |
I euca-nodi fy-property -p <partition>.storage. sanpasswor d=<Fi | er _adm n_passwor d> |
| euca-nodi fy-property -p <partition>. storage.chapuser=<Chap_user nane> I
e o o o o L L L L L e e e e e e - — _1

16. Wait for the SC to transition to the ENABLED state.
il Note: The SC must beinthe ENABLED state before configuring the following properties.

17. If no aggregate is set, Eucalyptus will query the NetApp Filer for al available aggregates and use the one that has
the highest capacity (free space) by default. To make Eucalyptus use specific aggregate(s) configure the following
property:

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I euca- nodi fy-property -p |
| <partition>.storage. aggregat e=<aggregate_1 nane, aggregate_2_nane, ...> [
e o o o o L L e e e e e e - _1
If you want Eucalyptus to use the smallest aggregate first configure the following property:
r---"-"-"-"-""-"="-""="-"""="-"-"-"-="-"-=-"-"-"-"-"-"-"-"-"-=-"-=-"-=-"-"=-"=-"=-"-=-"=-"=-"=-"="="=-"="=""="—""=—"="=—="-"="= A
| euca-nodi fy-property -p <partition>. storage.usel argest aggr egat e=f al se I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
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18. Set the iSCSI data |P on the ENABLED CLC. ThisIPisused by NCsto perform disk operations on the Filer.

It Note: Filer IP address can be used asthe dataport IP. If thisis not set, Eucalyptus will automatically use
= theFiler IP address’hostname.

i) Note: Eucalyptus does not support Multipath I/O for NetApp 7-mode Filers.

19. Set theiSCSI data|P onthe ENABLED CLC. ThisIPisused by the SC to perform disk operations on the Filer. The
SC connectsto the Filer in order to transfer snapshots to Walrus during snapshot operations.

Jcj Note: TheFiler IP address can be used as the data port IP. If thisis not set, Eucalyptus will automatically
= usethe Filer |P address/hosthame.

i Note: Eucalyptus does not support Multipath I/O for NetApp 7-mode Filers.

Your Netapp 7-mode SAN is now ready to use with Eucalyptus.
Enable NetApp Clustered Data ONTAP SAN

Eucalyptus integrates with NetApp Clustered ONTAP SAN by operating against aV server. SC must be configured to
operate against Vserver contained in the NetApp Clustered ONTAP environment.

For more information on NetApp Clustered Data ONTAP, see Clustered Data ONTAP 8.1 and 8.1.1: An Introduction.
To configure NetApp Vserver and enable the SAN in Eucalyptus:

1. Verify Clustered Data ONTAP version for the SAN is 8.1.1 or later.

2. Verify that FlexClone and iSCSI licenses are installed on the SAN.

3. Verify that aVserver with iSCSI data protocol is available for use by Eucalyptus.
4

. Verify that Vserver administration is delegated to a user with administrative privilegesfor that V server. If not, create
anew new Vserver administrator account for use by Eucalyptus.

5. Verify that amanagement (only) Logical Interface (LIF) isconfigured for theV server and an |P address or hostname
isassigned to it.

6. Verify that data L1Fs are configured on the VVserver.

7. Verify that one or more aggregates with sufficient spare capacity exists.

8. Verify the network connectivity between Eucal yptus components and theV server. The SC must be able communicate
with theV server over both management and data L 1Fs. The NC must be able to communicate with the V server using
thedataLIFs.

9. Configure the SC to use the NetApp SAN for storage:

| euca-modi fy-property -p <partition>. storage. bl ockstoragemanager =netapp |
e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -
The output of the command should be similar to:
i_PT?aDERTI'; Zp;r_t i_ti_o_n;. ;t_or_a;]e_. EI ;c_kgt;r_a;e;m;n;g_er_ ;eIa_p[:_) \_/\n;s_;m_s;t; _____ ]
10. Verify that the propery valueis now: 'netapp’
euca-describe-properties | grep blockstorage ]
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11. On the CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state:

| euca_conf --list-scs |

12. Wait for the SC to transition to NOTREADY or DISABLED states.

13. On the primary CLC, enable NetApp SAN support in Eucalyptus by entering the V server's hostname or |P address,
the username and password of the administrator account, CHAP username and V server name.

Itj Note: Eucalyptus uses Challenge Handshake Authentication Protocol (CHAP) for disk operations. The
= CHAP username can be any value, however it should be unique when sharing a NetApp V server across
multiple Eucalyptus clusters.

I Note: CHAPsupport for NetApp hasbeen added in Eucalyptus 3.3. The SC will not transitionto ENABLED
= dState until the CHAP username is configured.

r "~ -~""="="="=""=""=>""~>"=>""=>"="=""~>"="""="="=~"~"=~"=~"="="="="="=="~"="=~"="=~"=~"~"=- =~ =~ “=” ” 7
| euca-nodi fy-property -p <partition>. storage. sanhost=<Vserver | P_address> |
| euca- nodi fy-property -p <partition>. storage. sanuser=<Vserver_adm n_user name> |
| euca- nodi fy-property -p I
| <partition>. storage. sanpasswor d=<Vserver admi n_passwor d> |
I euca- nodi fy-property -p <partition>. storage.chapuser=<Chap_user nane> I
e o o o o L L L e e - _1

ij Note: Thefollowing command may fail if tried immediately after configuring the block storage manager.
= Retry the command afew times, pausing for afew seconds after each retry:

14. Wait for the SC to transition to ENABLED state.
il Note: The SC must beinthe ENABLED state before configuring the following properties.

15. If no aggregateis set, Eucalyptus will query the NetApp Vserver for all available aggregates and use the one that
hasthe highest capacity (free space) by default. To make Eucal yptus use specific aggregate(s) configurethefollowing
property:

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I euca-nodi fy-property -p <partition>. storage. aggregat e=<aggregate_1 nane, |
I aggregate_2 nane,...> I
e o o o o o L L e L L L L e e e e e e - _1
If you want Eucalyptus to use the smallest aggregate first configure the following property:
i s e i e e M
| euca-nodi fy-property -p <partition>.storage. usel argest aggr egat e=f al se |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

16. Set an IP address for theiSCSI| data LIF on the ENABLED CLC. Thisis used for NCs performing disk operations
on the Vserver. If you want to configure multiple I1Ps, see see Configure NetApp Multipathing.

17. Set an|P addressfor theiSCSI dataL |F onthe ENABLED CLC. Thisisused by the SC for performing disk operations
on the Vserver. The SC connects to the data L1Fs on the Vserver in order to transfer snapshots to Walrus during
snapshot operations. If you want to configure multiple | Ps, see Configure NetApp Multipathing.

Your NetApp Clustered Data ONTAP SAN is now ready to use with Eucalyptus.
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Enable EMC VNX SANs

This adapter uses the newer VN X-Snapshot feature available on VNX devices running FLARE v5.32 or later that have
aVNX-Snapshot license. Thisadapter also requiresthe Navisphere Secure CL1 to beinstalled on the SCs. The Navisphere
CLI must be version 7.32.0.5.54 or later.

‘ Important: You must create a Clone Private LUN (CPL) of at least 1GB on each SP. For more information
on creating private LUNS, go to Allocating clone private LUNSs. Please note that to view this documentation you
will need to register for an EMC account.
1. We assume that the Navisphere CLI isinstalled in/ opt / Navi spher e on the SC.

* Important: Eucalyptus currently supports version 7.32.0.5.54 or later of the Navisphere CLI.

2. Verify that the CLI isinstalled and can communicate with the VNX from the SCs.
On each SC that you are configuring, test the naviseccli command as follows:

T T T T T T T T T T T T T T T T T T T T T T T T T T T s s s s B
| / opt/ Navi spher e/ bi n/ navi seccli -User <your SAN usernane> - Password <your SAN |
I password> - Scope O - Address <managemrent port | P> connection -pingnode -address |
I <a data port |IP on your VNX> |
e o o o o L L o - _1
Verify that the command runs successfully and the ping gets replies from the SAN.
3. Onthe CLC, run the following command to verify that the SC islisted; note that it may be in the BROKEN state:
r- - -"-"-"-""-"="-""="-"""="-"-"-=-"-=-"-"-"-"-"-"-"--"-=-"=-"-=-"-"-"=-"=-"-"="-"-=-"=-"="—"=-"=-"-="-"=—-"="—"="—"=—=-"== A
| euca_conf --list-scs I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
4. Configure the SC to use the EMC VNX VNX-Snapshot-based manager for storage.
r---"-"-"-"-""-"="-""="-"""="-"-"="-"-=-"-"-"-"-"-"-"-"-"-=-"-=-"-=-"-"=-"=-"=-"=-"-=-"=-"=-"="=-"==-="“-“"=—"="="—"="—=-—""== A
| euca-nodi fy-property -p <partition>. storage. bl ockst oragemanager =ent- vnx |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
The output of the command should be similar to:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| PROPERTY PARTI 00. st or age. bl ockst or agenmanager ent-vnx was <unset > |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

5. Check the SCtobesurethat it hastransitioned out of the BROKEN stateand isin either NOTREADY or DISABLED
before configuring the rest of the properties for the SC. The following commands should be run on the ENABLED
CLC to configure the SC.

On the ENABLED CLC, run:

| euca_conf --list-scs I

6. Ontheprimary CLC, enable SAN support in Eucalyptus by entering your SAN'shostname or | P address, the username,
and password:

| euca-nodi fy-property -p [partition_name].storage. sanhost =[ SAN | P_addr ess] |
| euca-nodi fy-property -p [partition_nane].storage. sanuser=[ SAN _admi n_user _nane] |
I euca- nodi fy-property -p |
I [partition_nane].storage. sanpasswor d=[ SAN adni n_passwor d] |

If you have multiple management | P addresses for the SAN adapter, provide acomma-delimited list of |P addresses
tothe[ partition_nane]. st orage. sanhost property.

7. Onthe ENABLED CLC, set the login scope for the command line access. For most installs, the login scope will be
0, which indicates a global login scope for the device. 1 indicates alocal scope. 2 indicates LDAP authentication
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for the SAN device. Uselogin scope value of 2 only if your SAN is configured to use L DAP authentication and you
have an admin user configured to use LDAP.

8. Onthe ENABLED CLC, set the username for the Challenge Handshake Authentication Protocol (CHAP). This can
be any value, however it should be unique when sharing VNX on multiple Eucalyptus clusters.

i_eﬁc_a? modi fy-property -p <partition_names. stor age. chapuser =<chap_user name> ]

9. Onthe ENABLED CLC, set the value for the unique storage pool that you have configured to use with the SC.
i_eﬁc_a? modi fy-property -p <partition_names. storage.storagepool =0 ]

10. On the ENABLED CLC, set the iSCSI data port IP for NCs to use to perform disk operations on the SAN. If you
want to configure multiple | Ps, see Configure EMC VNX Multipathing.

i_eﬁc_a? modi fy-property -p <partition_names. storage.ncpaths=<ip> ]

11. Onthe ENABLED CLC, set theiSCSI data port IP for SCsto use to perform disk operations on the SAN. The SCs
connect to the data ports on the SAN in order to transfer snapshots to Walrus during snapshot operations. If you want
to configure multiple | Ps, see the section on 'multipathing.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca- nodi fy-property -p <partition_name>. storage. scpat hs=<i p> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
12. Onthe ENABLED CLC, set the path to Navisphere CLI that you downloaded earlier to the SC. The following
exampl e shows the default path. Thisis that path on the SC, not on the CLC.
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I euca- nodi fy-property -p |
| <partition_nanme>. storage. clipath=/opt/Navi sphere/bi n/ navi seccl i I
e o o o o L L e e e - _1

Your EMC VNX SAN is now ready to use with Eucalyptus.

Tip: Note: Thetimeit takesfor aLUN migration to complete will depend on the exact VNX model, workload,
and volume size, and the amount of data actually stored in the volume. The default timeout for LUN migrations
is12 hours. If your deployment usesvolumes >50GB, or if you find that snapshotsfail and a"migration timeout"
message is seen in the SC logs, then you should increase the timeout to a larger value. It is recommended that
if you plan on using volumes in the 100GB range that you set that timeout to 3600 or larger. You can set the
timeout using euca- nodi fy- property asfollows:

I euca-nodi fy-property -p [partition].storage.lunmgrationtineout=[tinme in
I hour s] |

Configure Dell Equallogic Multipathing
Use multipathing to provide network-and-SP-redundancy for theiSCSI data path between the Dell Equallogic SAN and
NCs.

* Important: Itisstrongly recommended that you get your system up and running and able to create volumes
and snapshots using the Dell Equallogic SAN prior to configuring multipathing. Multipathing can be configured
after the cloud is fully functional and will apply to any volumes attached/snapshotted after multipathing is
configured. Configuring multipathing on a non-multipathed system does not require arestart of the SC, NC, or
CLC.
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The Dell Equallogic management interface is available for executing control operations only. If your Dell Equallogic

SAN is configured to use the management port, please note the | P address of the management interface. The SC can be
configured to use the management interface by specifying the | P address of the management interface using thescpat hs
property. For example:

The Dell Equallogic datainterface is configured by specifying the | P address of the datainterface using the ncpat hs
property. For example:

To configure multipathing for a Dell Equallogic SAN:

1

Ensure that the mutipathd service is running on each NC:
npat hconf --enabl e

Configure the /etc/multipath.conf file.

I Note: Anexample configuration for the Dell Equallogic SAN isinstalled with Eucalyptus. Thisfileis
- locatedin/ usr/ shar e/ doc/ eucal ypt us-3. 4. 1/ nmul ti pat h. conf . exanpl e. equal | ogi c

on each NC.

Start the mutipathd service:

If you modify the /etc/multipath.conf file, be sure to restart and reconfigure multipathd:

a) Restart the multipathd service:

Check that the multipath udev rulesfile isinstalled by verifying that thefile
[etc/udev/rul es. d/ 12- dm per m ssi ons. rul es fileexists.

Set the ISCSI paths:

Tip: The path specification format isi f ace0: i p0, i facel:ipl,...,ifaceN i pNwhereiface
may be reused (i.e. multiple iface0 entries). Also, note that ‘iface’ is optional, you may just specify a
commardelimited list of 1Ps. Eucalyptuswill detect which interfaces on the SC/NC can reach each specified
IPand will use thefirst found. You must only specify the ‘iface’ valueif you want precise control over which
interfaces access which IPs. For using a single path only, just specify the |P of theiscsi data port to use on

the VNX.
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Il Note: Werecommend initially getting the system working with only one path. The path values can be

_ modified at any time to enable multipathing, so it is possible to get everything working and confirm full
VNX functionality before attempting multipathing. To use one path, ssimply specify asingle IP for each the
following steps.

a) Setthe NC paths. For example:

euca- nodi fy-property -p nypartition.storage.ncpaths=iface0:127.0.0.1
b) Set the SC paths. For example:

euca-nodi fy-property -p nypartition.storage.scpaths=iface0: 127.0.0.1

It Noter TheNC and SC may each have different path lists, or you can optionally only enable multipathing
= ontheNCsor SCif desire.

¢) If youspecifiedani f ace when setting the SC paths, be sureto include aline in the eucalyptus.conf file of each
NC in the cluster that defineseach i f ace. For example:

STORACE_| NTERFACES="i f ace0O=et h0"

7. Test and verify the configuration by creating (and attaching to) a volume and creating a snapshot on the partition.

8. If testing is successful, you can now configure multiple paths in your * .storage.ncpaths and * .storage.scpaths
configuration. In the following example, the | P addresses for each interface correspond to the paths configured on
the Dell Equallogic SAN:

r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I euca- nodi fy-property -p |
I mypartition.storage. ncpaths=i face0: 192. 168.1.1,ifacel: 192. 168. 1. 2 |
e L o o o o L L e - _1
9. Verify that multipathing is working on an NC by attaching a volume to an instance on that NC and running the
following command:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I multipath -11 |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

| |
| |
| mpat hb (36006016098b0300080722f 971b2ee211) dm 0 DGC, VRAI D I
| size=1.0G features="1 queue_if_no_path' hwhandl er="1 alua' wp=rw |
I |- + policy="round- robin 0" prio=50 status=active |
I'|] - 6:0:0:1 sdd 8:48 active ready running |
| - +  policy="round- robin 0" prio=10 status=enabl ed |
I *-  7:0:0:1 sdf 8:80 active ready running I
| |
| |

You have now successfully configured multipathing for your Dell Equallogic SAN installation.

Configure EMC VNX Multipathing
Use multipathing to provide network-and-SP-redundancy for the iSCSI data path between the EMC VNX SAN and
NCs.

* Important: Itisstrongly recommended that you get your system up and running and able to create volumes
and snapshots using the EMC VNX prior to configuring multipathing. Multipathing can be configured after the
cloud isfully functional and will apply to any volumes attached/snapshotted after multipathing is configured.
Configuring multipathing on a non-multipathed system does not require arestart of the SC, NC, or CLC.

To configure multipathing for aEMC VNX SAN:

1. Ensure that the mutipathd serviceis running on each NC:
npat hconf --enabl e
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2. Configure the /etc/multipath.conf file.
i) Note: Anexample configuration for EMC VNX isinstalled with Eucalyptus. Thisfileislocated in

= /usr/share/doc/eucal yptus-3.4.1/multipath.conf.exanple.vnx oneachNC.

3. Start the mutipathd service:

r---"-"-"-"-""-"="-""="-""="-"-"-=-"-"-"-"-"-"-"-"-"-"="-=-"-=-"-"-"=-"=-"-"-"=-"=-"=-"=-"=-"="—="="==“"=-—"=—"=-=-= A

| service nultipathd start |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
4. If youmodify the/ et ¢/ mul ti pat h. conf file, be sureto restart and reconfigure multipathd:

a) Restart the multipathd service:
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
| service nultipathd restart |
L e e o e e e o e e e e J

b) Run multipathd -k:
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
I mul tipathd -k |
L e o o e e e e e e o J

¢) Enter the following commands at the multipathd interactive prompt:
r-r-=—--—"""""--"-"-"----"-"-"-"-""="-""="-"-"-"-"-"-="-"-"-" =" ="=="="""®="=-"=-"=-"=-—"=-—-"=-—-=—-"=-== |
I reconfigure I
I quit I
L e e e e e o e e e = = J

5. Check that the multipath udev rulesfileisinstalled by verifying that the file
[ etc/udev/rul es. d/ 12- dm per ni ssi ons. rul es fileexists.

6. SetthelSCSI paths:
Icj Note: The path specification format isiface0:ip0,ifacel:ipl,...ifaceN:ipN where iface may bere- used (i.e.
- multiple iface0 entries). Also, note that ‘iface’ is optional, you may just specify acomma- delimited list of
IPs. Eucalyptus will detect which interfaces on the SC/NC can reach each specified 1P and will use the first

found. You must only specify the ‘iface’ value if you want precise control over which interfaces access
which IPs. For using a single path only, just specify the |P of theiscsi data port to use on the VNX.

I Note: Werecommend initially getting the system working with only one path. The path values can be

- modified at any time to enable multipathing, so it is possible to get everything working and confirm full
VNX functionality before attempting multipathing. To use one path, ssimply specify asingle IP for each the
following steps.

a) Setthe NC paths. For example:

euca- nodi fy-property -p nypartition.storage.ncpaths=iface0:127.0.0.1
b) Set the SC paths. For example:

euca-nodi fy-property -p nypartition.storage.scpaths=iface0: 127.0.0.1

Ij Note: TheNC and SCmay each have different path lists, or you can optionally only enable multipathing
= ontheNCsor SCif desire.

¢) If youspecifiedani f ace when setting the SC paths, be sureto include aline in the eucalyptus.conf file of each
NC in the cluster that defineseach i f ace. For example:

STORACE_| NTERFACES="i f ace0O=et h0"

7. Test and verify the configuration by creating (and attaching to) a volume and creating a snapshot on the partition.

8. If testing is successful, you can now configure multiple paths in your *.storage.ncpaths and * .storage.scpaths
configuration.
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9. Verify that multipathing is working on an NC by attaching a volume to an instance on that NC and running the
following command:

| |
:npathb (36006016098b0300080722f 971b2ee211) dm 0O DGC, VRAI D :
| size=1.0G features="1 queue_if_no_path' hwhandl er="1 alua' wp=rw |
I |- + policy="round- robin 0" prio=50 status=active |
| - 6:0:0:1 sdd 8:48 active ready running |
| *- +- policy="round- robin 0" prio=10 status=enabl ed |
I *-  7:0:0:1 sdf 8:80 active ready running [
| |
| |

You have now successfully configured multipathing for your EMC VNX SAN installation.

Configure NetApp Multipathing
Use multipathing to provide network and controller redundancy for theiSCSI data path between the NetApp Cluster-mode
SAN and NCs.

* Important: Eucalyptus supports multipathing for NetApp Clustered ONTAP only.

* Important: Itisstrongly recommended that you get your system up and running and able to create volumes
and snapshots using the NetApp SAN prior to configuring multipathing. Multipathing can be configured after
the cloudisfully functional and will apply to any volumes attached/snapshotted after multipathing is configured.
Configuring multipathing on a non-multipathed system does not require arestart of the SC, NC, or CLC.
To configure multipathing for a NetApp SAN:

1. Ensure that the mutipathd service is running on the SC and on each NC:
nmpat hconf --enabl e

2. Configurethe/ et ¢/ mul ti pat h. conf file.

It Note: Anexample configuration for NetApp isinstalled with Eucalyptus. Thisfileislocated in
=4 /usr/share/doc/eucal yptus-3.4. 1/ nmul tipath. conf.exanpl e. net app oneach NC.

3. Start the mutipathd service:

r--"-"--"-"-""-""="-""="”-""""=""="-"""-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="=-"-"=-"=-"=-"=-"=-"=-"=-—-"=-—"=-"=-= =

| service nultipathd start |

e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
4. If you modify the/ et ¢/ mul ti pat h. conf file, be sureto restart and reconfigure multipathd:

a) Restart the multipathd service:
r-r-r—""~>>—~">>"™>™""™>""™"™""™"™"™""™"""™""™>™"™""™""™" "™ T T T T T — ™ 1
| service nultipathd restart |
L o o o o e oo - J

b) Run multipathd -k:
r-r—-—™—>~—-—-—---—"=""-=—-—""=""-=—-—""—""-="""-"—-—""--—"—"""-—"-—-—="""="""-=""=—""=—"-=""=""=—"==—=—"+=—=—=—+=—+=— 1
I mul tipathd -k |
L o o o o o e oo - J

c) Enter the following commands at the multipathd interactive prompt:
r—-r—r—=-"""""""""""""-""-"-=-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""=-""="-—-"=-"=-—"=-—"=-—-"=-—-"=-—-"=-—-"=—"=-=-"== A
I reconfigure I
I quit I
L o o o o L L L e o J
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5. Check that the multipath udev rulesfileisinstalled by verifying that the file
/etc/udev/rul es. d/ 12-dm per ni ssi ons. r ul es fileexists.

6. SetthelSCSI paths:
I Note The path specification format isiface0:ip0,ifacel:ipl,...ifaceN:ipN where iface may be re- used (i.e.

= multiple iface0 entries). Also, note that ‘iface’ is optional, you may just specify acomma- delimited list of
IPs. Eucalyptus will detect which interfaces on the SC/NC can reach each specified |P and will use thefirst
found. You must only specify the ‘iface’ value if you want precise control over which interfaces access
which I Ps. For using asingle path only, just specify the | P of theiscsi data port to use on the NetApp Clustered

ONTAP.

i Note: Werecommend initially getting the system working with only one path. The path values can be

= modified at any time to enable multipathing, so it is possible to get everything working and confirm full
NetApp functionality before attempting multipathing. To use one path, ssimply specify asingle IP for each
the following steps.

a) Setthe NC paths. For example:

euca-nodi fy-property -p nypartition.storage.ncpaths=iface0: 127.0.0.1
b) Set the SC paths. For example:

euca- nodi fy-property -p nypartition.storage. scpaths=iface0:127.0.0.1

il Note: TheNC and SC may each have different path lists, or you can optionally only enable multipathing
=1 ontheNCsor SCif desire.

c) If youspecifiedani f ace when setting the SC paths, be sureto include aline in the eucalyptus.conf file of each
NC in the cluster that defineseach i f ace. For example:

STORACE_| NTERFACES="i f ace0O=et h0"

7. Test and verify the configuration by creating (and attaching to) a volume and creating a snapshot on the partition.

8. If testing is successful, you can now configure multiple paths in your *.storage.ncpaths and * .storage.scpaths
configuration.

9. Verify that multipathing isworking on the SC and on an NC by attaching a volume to an instance on the SC and the
NC and running the following command:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I multipath -11 |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |
This command should return output similar to the following:
______________________________________________ 1

|
| mpat hp (3600a098037542d69535d43514965354e) dm 2 NETAPP, LUN C- Mbde I
| size=2.0G features="3 queue_if_no _path pg init_retries 50° hwhandler="1 al ua'

I Wp=rw |
| | -+- policy="round-robin 0" prio=50 status=active |
I'|] |- 18:0:0:0 sdd 8:48 active ready running |
I'|] - 20:0:0:0 sdf 8:80 active ready running [
| *-+- policy='"round-robin 0' prio=10 status=enabl ed |
I |- 17:0:0:0 sdc 8:32 active ready running |
: '~ 19:0:0:0 sde 8:64 active ready running :

You have now successfully configured multipathing for your NetApp Clustered ONTAP system.

Configure DNS

Eucalyptus provides a DNS service that you can configure to map instance I1Ps and Walrus bucket names to DNS host
names and enable DNS delegation to support transparent failover in HA mode.
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The DNS service will automatically try to bind to port 53. If port 53 cannot be used, DNS will be disabled. Typically,
other system services like dnsmasq are configured to run on port 53. To use the Eucalyptus DNS service, you must
disable these services.

Configure the Domain and Subdomain

Before using the DNS service, configure the DNS domain name that you want Eucalyptus to handle using the steps that
follow. Make sure that the Eucalyptus Cloud Controller (CLC) has been started.

1. Logintothe primary CLC and enter the following:

I euca- nodi fy-property -p |
I system dns. dnsdonmai n=<eucadonai n. your donai n> |

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I euca- nodi fy-property -p |
I | oadbal anci ng. | oadbal ancer _dns_subdonmai n = <your - subdonai n> |
e o o o L L L L e e e e e e - _1

Turn on IP Mapping

To turn on mapping of instance |Psto DNS host names:

1. Enter the following command on the primary CLC:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I euca-nodi fy-property -p bootstrap. webservi ces. use_i nstance_dns=true |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

When thisoption isenabled, public and private DNS entries are set up for each instance that islaunched in Eucalyptus.
This also enables virtual hosting for Walrus. Buckets created in Walrus can be accessed as hosts. For example, the
bucket nybucket isaccessihleasnmybucket . wal r us. eucadonai n. your domai n.

Instance IP addresses will be mapped aseuca- A. B. C. D. eucal ypt us. <subdomai n>, where A. B. C. Dis
the | P address (or addresses) assigned to your instance.

2. If youwant to modify the subdomain that isreported as part of theinstance DNS name, enter the following command:

I euca- nodi fy-property -p |
I cl oud. vnst at e. i nst ance_subdonai n=. <cust om dns- subdonai n> I

When this value is modified, the public and private DNS names reported for each instance will contain the specified
custom DNS subdomain name, instead of the default value, which iseucal ypt us. For example, if thisvalueis
setto f oobar , the instance DNS names will appear aseuca- A. B. C. D. f oobar . <subdonai n>.

Enable DNS Delegation

For HA: If youareusing HA and do not enable DN'S del egation, you must manually update EC2_URL, S3_URL
', )and EUARE_URL to point to the new primary hostsin case of failover.

DNS delegation allows you to forward DNS traffic for the Eucalyptus subdomain to the Eucalyptus CLC hosts. These
hosts act as name servers. This allows interruption-free access to Eucalyptus cloud services in the event of afailure.
Both primary and secondary CLC hosts are capable of mapping cloud host names to | P addresses of the primary CLC
and Walrus hosts.

For example, if the P address of the primary and secondary CLC are192. 168. 5. 1 and 192. 168. 5. 2, and theIP
addresses of primary and secondary Walruses are 192. 168. 6. 1 and 192. 168. 6. 2, the host

eucal ypt us. eucadonai n. your domai n will resolveto 192. 168. 6. 1 and

wal rus. eucadonai n. your donai n will resolveto 192. 168. 6. 1.
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If the primary CLCfails, the secondary CL C will becometheprimary andeucal ypt us. eucadomai n. your donai n
will resolveto 192. 168. 5. 2. If the primary Walrus fails, the secondary Walrus will be promoted and
wal rus. eucadonai n. your donai n will resolveto 192. 168. 6. 2.

To enable DNS del egation:

1. Onthe primary CLC, enter the following command:
r—--"-"-"-"-""-""-""="-"""="-"-"-"-="-"-=-"-"-"-"-"-"-"-"-"=-"-=-"-=-"-"-"=-"=-"-"-=-"-=-"=-"="—"=-"—=="-“"=—-"="—"="—"=—=-"== A
| euca-nodi fy-property -p bootstrap. webservi ces. use_dns_del egati on=true |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

2. Because the credentias are now slightly changed, you must generate the administrative credentials and source the
eucar c fileagain. For moreinformation, see Generate Administrator Credentials.

Configure the Master DNS Server

Set up your master DN'S server to forward the Eucalyptus subdomain to the primary and secondary CLC servers, which
act as name servers.

The following example shows how the Linux name server bi nd is set up to forward the Eucalyptus subdomain.

1. Open/ et c/ nanmed. conf and set up the eucadonai n. your donmai n zone. For example, your
/ et ¢/ nanmed. conf may look like the following:

zone "yourdomai n" {
type naster;
file "/etc/bind/ db. yourdomai n";

H

| |
| |
| |
| |
| |
| |
| #Forwar d eucadonmi n. your domai n |
I zone "eucadomai n. yourdomai n" { |
I type forward, I
I forward only; I
I forwarders { <CLC 0_I P> <CLC 1 IP> }; [
1
where<CLC _0_I| P> isthelP address of your primary CLC and <CLC _1_| P> isthe P address of your secondary
CLC.

2. Create/ et ¢/ bi nd/ db. your domai nif it doesnot exist. If your master DNSisalready set upforyour domai n,
you will need to add name server entriesfor <CLC 0_| P>and<CLC_1_| P>. For example:

r— """ " " ""="-""="-""="-""""="-""-"-"-"-""-"-"-"-"-"-"--"-" =" "-="-"="=""="="="="="="="=-"—"=-—-"=—-"== |
| $TTL 604800 |
| @I N SOA yourdomai n. root.yourdonmain. ( |
2 ; Serial I
| 604800 ; Refresh I
I 86400 ; Retry |
| 2419200 ; Expire '
: 604800 ) ; Negative Cache TTL :
: @I N NS ns. your domai n. :
| @I N A <naster_naneserver _| P> !
: ns. yourdomain. I N A <master_naneserver_| P> :
I I
| ;Add entries for primary and secondary CLCs I
| eucadornai n. yourdomain. I N NS cl cO. eucadonai n. your domai n. I
| eucadonmi n. yourdomain. IN NS cl cl. eucadonai n. your donmai n. I
I I
I cl c0. eucadonmi n. yourdonmain. IN A <CLC 0_I P> |
I cl cl. eucadomai n. yourdomain. IN A <CLC 1 | P> I
e o o o o o o o e e 2 J
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wherecl ¢0. eucadonai n. your domai nandcl c1. eucadonai n. your domai n arethe host namesof your
primary and secondary CLC servers.

3. Regtartthebindnameserver (/ et c/init.d/ bind9 restart or/etc/init.d/ naned restart,depending
on your Linux distribution).

4. Testyour setup by pointing/ et ¢/ r esol v. conf onyour client to your primary DNS server and attempt to resolve
eucal ypt us. eucadonai n. your donai n using ping or nslookup. It should return the | P address of the primary
CLC server.

Advanced DNS options
Recursive lookups and split-horizon DNS are available in Eucalyptus.

1. Toenableany of the DNSresolvers, set dns. enabl ed tot r ue.
2. To enablethe recursive DNSresolver, set dns. r ecur si ve. enabl ed tot r ue.

3. To enable split-horizon DNS resolution for internal instance public DNS name queries, set
dns. split_horizon. enabl edtotrue.

Configure Node Controller
To prevent potential problems, we recommend that you perform the steps listed in this topic on each NC.

1. Logintoan NC server and openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file

2. Change the CONCURRENT DI SK_OPS parameter to the number of disk-intensive operations you want the NC to
perform at once. On some Linux installations, asufficiently large amount of local disk activity can slow down process
scheduling. This can cause other operations (e.g., network communication and instance provisioning) appear to stall.
Examples of disk-intensive operationsinclude preparing disk images for launch and creating ephemeral storage. Set
thisvalueto 1 to serialize all disk-intensive operations. Set to a higher number to increase the amount of disk-intensive
operations the NC will perform in parallel.

3. Set DI SABLE_KEY_| NJECTI ON=1 to disable key injection. By default, the node controller uses the filesystem
to perform key injection. Thisis potentially an unsafe practice.

Increase Walrus Disk Space
The size of Walrus storage must be larger than the sum of all the uploaded images. Each uploaded image requires
additional space to accommodate image decryption and the creation of temporary working files.
We recommend that the Walr us stor age size be three timesthe size of all uploaded images.

For example, you might have atotal of three images: two 10GB images and one 30 GB image. In order to ensure that
all three images are cached and ready to run in Eucalyptus, you will need to set the “ Space reserved for unbundling
images’ in Walrusto 50 GB or larger. To increase the image cache sizein Walrus:

1. Logintothe Eucalyptus Administrator Console (https.//<CLC _IP_address>:8443).

2. Click Service Componentsin the Quick Links section.
The Service Components page displays.

3. Click walrus.
The Properties section displays.

4. Enter the new size (in MB) in the Space reserved for unbundling imagesfield.
5. Click Save.

Configure DRBD
This topic details how to configure DRBD for Eucalyptus HA.

Before you begin, ensure that you have the following information:

* ThelP address and hostname of each Walrus

« TheDRBD block device name of each Walrus. In the following examples, we assume that DRBD block device name
is/ dev/ dr bd1l.
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» The DRBD backing disk partition nameson each Walrus. A partition (either on anew disk or an existing disk) should
be dedicated to Walrus. The partition sizes should be identical.

Tip: Consider backing the DRBD resource with alogical volume using LVM, thiswill make growing the
backing store easier in the future if you are running low on disk space.

Configuring DRBD requires that you edit the Eucalyptus DRBD file to include your Walrus information, and edit the
master DRBD fileto tell it to look for the Eucalyptus DRBD file.

To configure DRBD:

1. Logintothe primary Walrus.
2. Load the DRBD module

Thereis no output from this command.

3. Copy the example Eucalyptus DRBD file (/ et ¢/ eucal ypt us/ dr bd. conf . exanpl e) to
/ et c/ eucal ypt us/ drbd. conf.

4. Openthe/ et c/ eucal ypt us/ drbd. conf fileand make the following edits:

e Changethevalue of <wal r us- host - 1> to the hosthname (output of “uname -n) of the primary Walrus.

¢ Changethevaue of <dr bd- bl ock-dev, e.g., /dev/drbdl>to/dev/drbdl

e Changethevalue of <dr bd- backi ng- di sk-dev, e.g. /dev/sdbl>to/dev/sdbl

e Changethevalue of <wal r us- host - 1- i p> tothe |P address of the primary Walrus.

e Changethevalueof <wal r us- host - 2> to the hostname (output of “uname -n’) of the secondary Walrus.
e Changethevalue of <dr bd- bl ock-dev, e.g., /dev/drbdl>to/dev/drbdl

e Changethevalue of <dr bd- backi ng- di sk-dev, e.g. /dev/sdbl>to/dev/sdbl

» Changethevalueof <wal r us- host - 2-i p> to the |P address of the secondary Walrus.

Thefile should look like the following example:

common {
prot ocol C;

resource r0 {

on wal rus00. eucal ypt us. com {
devi ce / dev/ dr bd1;
di sk / dev/ sdbi;
addr ess 192. 168.58. 1: 7789;
nmet a- di sk i nternal;

devi ce [ dev/ dr bd1;

di sk / dev/ sdb1;

addr ess 192. 168. 58. 2: 7789;
net a-di sk i nternal ;

syncer {
rate 40M

net {
after-sb-Opri discard-zero-changes;

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
: on wal rus01. eucal yptus. com { :
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
: after-sb-1pri discard-secondary; :
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. Important: On RHEL 6 and Ubuntu, remove the conmon section (common { protocol C; }).The
configuration in these distributions aready include a common section.

5. Save and close thefile.
6. Open the master DRBD file (/ et ¢/ dr bd. conf ) and append the following line:

. Important: For Ubuntu, you must also remove the conmon section (conmon { protocol C, })and
thelinei ncl ude "drbd.d/*.res";.

7. Save and closethefile.
8. Log in to the secondary Walrus and load the DRBD module

There is no output from this command.

9. On both primary and secondary Walrus, open thefile/ et c/ f st ab and append the following line for the DRBD
resource to allow the eucal ypt us user to mount and unmount the device:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| /dev/drbdl /var/lib/eucal yptus/bukkits ext3 noauto, owner 0 O |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
* Important: Makesurethe/ et c/ f st ab file hasthe right filesystem format for the device that DRBD
will be using. If labeled incorrectly, status of DRBD will be Secondar y/ Secondary.

10. Save and close thefile.

11. Openthe/ et ¢/ eucal ypt us/ eucal ypt us. conf file and make the following configuration:
rs--"-"--"-"-""-""="-""="”-""""=""="-"""-""="-""=-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"=-"=-"-~"=-"=-"=-"=-—"=-"="=-"=-"=-—"=-"=-= =
| CLOUD_OPTS="- Dwal rus. st or age. manager =DRBDSt or ageManager " I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

12. Copy the/ et c/ dr bd. conf , the/ et c/ eucal ypt us/ dr bd. conf , and the
/ et c/ eucal ypt us/ eucal ypt us. conf filesto the secondary Walrus server.

13. Restart Walrus, first on the primary, and then on the secondary. Restarting the primary Walrus will trigger an HA
failover to the secondary, and restarting the secondary will fail back, preparing the entire system for the next steps.

r---"-"-"-"-""-"="-""="-"""="-"-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"-"=-"="="-"="="="—"="—"="="=—"=—=-—"== A
| service eucal yptus-cloud restart |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
14. Monitor the failover with euca-describe-services. If successful, stop the eucalyptus-cloud service again on both
Walruses whilst you configure the DRBD device.
r---"-"-"-"-""-"="-""="-"""="-"-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"-"=-"="="-"="="="—"="—"="="=—"=—=-—"== A
| service eucal yptus-cloud stop |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
15. On the primary Walrus, associate the DRBD block device (/ dev/ dr bd1) with the disk partition allocated for
Walrus (/ dev/ sdbl).
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I drbdmeta --force /dev/drbdl v08 /dev/sdbl internal create-nd |
I drbdadm up rO |
e o o o o L L o e - _1

* Important: Repeat this step on the secondary Walrus.
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16. Set up the DRBD block device on the primary Walrus:

Tip: Withalarge DRBD device, theinitial synchronization can take a considerable amount of time. Consult
ip Initial Device Synchronization for instructions on how to skip the synchronization.

r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I drbdsetup /dev/drbdl syncer -r 110M |
I drbdadm -- --overwite-data-of-peer prinmary r0 |
e o o o o e oo - _1
17. On the primary Walrus only, run the following command to indicate whether the data on the DRBD primary and
secondary is consistent:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| drbdadm dstate rO |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
Wait for the output to display UpToDat e/ UpToDat e, then continue to the next step.
Tip: To view the synchronization process in near-realtime, runwat ch -n 2 cat /proc/drbd.
18. On the primary Walrus, create afilesystem on/ dev/ dr bd1. Eucalyptus supports ext3 or ext4. For example:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I nkfs.ext3 /dev/drbdl |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
19. With the DRBD device now configured, start the eucalyptus-cloud service on both Walruses.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service eucal yptus-cloud start |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
20. On the primary CLC, tell Eucalyptus to use DRBD parameters configured in the DRBD config file so Walrus can
write to the correct device:
r """ """ """ """ "="-""-""="-""-""-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-""="=-"=-"=-—-"=-—-="-"=-"=-"=-—"=-= =
I euca- nodi fy-property -p wal rus. bl ockdevi ce=/ dev/ dr bd1l |
I euca- nodi fy-property -p wal rus. resource=r0 |
e e o o o e oo - _1

Skip Initial Device Synchronization
This topic details steps for skipping theintial device synchronization in Eucalyptus HA.

4 For HA: Only perform these stepsif you have no existing data on your DRBD devices. We assume you have
h L ’compl eted the steps up to and including step 15 in Configure DRBD.

1. Before promoting the DRBD resource to primary, generate anew UUID and clear the bitmap on the primary Walrus

ONLY.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-="-"-"-"-"=-"-"-"=-"-"=-"=-="=-"=-"=-"=-"=-—"=-—"=-"=-= =
| drbdadm -- --clear-bitmap new current-uuid r0 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

2. On the same Walrus, promote the resource to primary:
r--"--"--"-"-""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"=-"-"=-"=-"=-"=-"=-"=-"=-—-"=-—"=-"=-= =
| drbdadm primary rO |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

3. Resume the configuration at step 17 in Configure DRBD.

Synchronize Pairs Configuration
This topic details steps for keeping configuration files sychronized between Eucalyptus HA component pairs.

Thecsync?2 utility can be used to achieve this, it's designed to keep configuration consistent between systemsin large
clusters. The following example uses two standal one Walrus systems.
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4 For HA: Only perform these steps between HA pairs contai ning the same componentsto ensure the configuration
| L ’matchas. For assistance in implementing more advanced tasks the csync 2 man pages should be consulted
directly.
i) Note: Completion of this sectionisoptional. You might also want to expand on this example and generate your
= own more complex configurations for other components, adding more groups and including additional filesin
the sychronization tasks.

1. Ingtall the csync2 utility from the EPEL repository on both systems:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yum-y install csync2 I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. On the primary system, generate a pre-shared key for the hosts you wish to sync:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I csync2 -k /etc/csync2/ eucal yptus. key |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

3. Onthe primary system edit the /etc/csync2/csync2.cfg configuration file to create the synchronization template. Use
the one below as an example, creating a group for your two Walrus hosts and adding the eucalyptus and drbd
configuration files. Replace the host lines below with the full hostnames of your Walrus systems:

|
group eucal yptus { :
host euca-wal rus- ha-1; I
host euca-wal rus- ha- 2; I
key /etc/csync2/eucal yptus. key; |
i nclude /etc/csync2/csync?2. cfg; |
i ncl ude /etc/eucal yptus/eucal yptus. conf; |
i ncl ude /etc/eucal yptus/drbd. conf; [
i ncl ude /etc/drbd. conf; :

|

|

r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I scp /etc/csync2/csync2.cfg /etc/csync2/ eucal yptus. key |
I euca-wal rus- ha-2:/etc/csync2/ |
e o o o o L L L e e e e - J
5. Next, ensure the csync2 service and xinetd are set to start at boot on both Walrus systems:
r""-""">">">">">">">">-=-"="~"="=""""="=""=""=~"=~"="="="="="~"=~"=""="=—"=""=="=="=== i
| |
I chkconfig csync2 on I
I chkconfig xinetd on |
I service xinetd restart |
| |
e o o o o L L e e e - J
6. Next, perform adry-run sync to check for proposed changes. Run this on your primary Walrus.
r—--"-"-"-"-""-""-""="-"""=""-"="-"-=-"-"-"-"-"-"-"-"-"-"-=-"=-"-"-"=-"=-"=-"-=-"-=-"=-"=-"="=-—="=-"=“=~“"=-—="="—"=—=-=-= A
I csync2 -xvd |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
7. If you are happy with the proposed changes, go ahead and perform the sync.
r---"-"-"-"-""-""-""="-"""=""-"="-"=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"="-"-=-"=-"=-"="—"="==-"-=“-"="—"="=—"=—=-—"== A
I csync2 -Xxv I
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

8. With theinitial synchronization complete, a periodic compare and sync could be run via a cronjob which runs the
csync2 utility every 5 minutes. In the future, changes can be made to the synchronized files on your primary Walrus
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and these would be propogated to the other system by the cronjob. Add the following to /etc/cron.d/csync?2 as root
on the primary Walrus:

Configure VMware Support

After registering theV Mware Broker, it will be enabled but not configured. Thistopic details how to configureVMware
Broker with information about your VMware infrastructure.

An unconfigured Broker is as good as a Cluster Controller with no Node Controllers to deploy virtual machines on.
Until the Broker is properly configured, itslogs (e.g., cl oud- out put . | og) will contain areminder of the fact:

Configuration for theVVMware Broker isdescribed by an XML document. A minimal configuration, which would supply
just enough information for the Broker to become usable, can be generated automatically, by answering a set of questions
about your VMware endpoints. All further configuration must be done by editing the XML document manually, though
with help from avalidation mechanism. We recommend starting with aminimal configuration and editing the generated
document to further expand it.

The steps for creating minimal and full-featured configurations, as well as for validating them, are described next. All
these stepsinvolve euca- conf i gur e- vmnar e command, which must be executed on the CC/Broker host. For
authorization, the same type of credentials that other administrative euca- commands require must be supplied (e.g.,
viaeucar c). If CLC and CC/Broker run on different hosts, the credentials may have to be copied from the CLC host
to the CC/Broker host.

Minimal VMware Broker configuration

At the very least, aVMware Broker needs the | P addresses and access credentials of each VMware endpoint (either
vCenter or ESX/ESXi host). To create aminimal configuration automatically, thisinformation must be entered, for each
endpoint, when prompted by euca- conf i gur e- vimwar e command. If the Broker has never been configured, the
command will detect that and will ask for information upon invocation without any flags.

1. Onthe CC/Broker host, enter the following command:

The output of the above command prompts for the same parameters that the vSphere Client application, distribued
by VMware, requests at startup.

2. Enter the requested parameters, making sure to specify just the IP addresses of VMware endpoints and not URLS.
If you want to use vCenter, then enter the | P address of the vCenter server. If you do not want to use vCenter, then
enter |P addresses of each ESX/ESXi host. We recommend using vCenter because it is easier to configure and can
be more efficient.

: Pl ease, supply vSphere endpoint |IP: 192.168.51. 77 :
| Pl ease, supply vSphere usernane: root |
| Pl ease, supply vSphere password: |
| Do you want to enter another endpoint? [N: y |
| Pl ease, supply vSphere endpoint |P: 192.168.51.78 |
I Pl ease, supply vSphere usernane [root]: I
I Pl ease, supply vSphere password [*****]: I
: Do you want to enter another endpoint? [N : N :
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After entering all vSphere endpoint information, if the access credentials are correct, you should see output similar
to the following:

rST--"-""-""""""""""="=""~""~""="="="="="="~"=~"=~"~"=~"=~"=~"="="="="=”""="=-="="=?=-"=—"======= i
| di scovered 2 host(s) I
[ 192. 168. 51. 78 | ogi n=r oot dat ast or eNane=dat astorel (7) |
| upl oadVi aHost =t rue net wor k=VM Net wor k |
I 192.168. 51. 77 | ogi n=r oot dat ast or eNane=dat astorel (6) I
I upl oadVi aHost =t rue net wor k=VM Net wor k |
e o o o o L e o - J
If vCenter endpoint is entered, the output may list multiple ESX(i) hosts that were discovered by querying vCenter:
r--"--"-""- """ ""="-""="-""="-"""-"""-"""-"""-="-"-"-"-"-"-"-"-"-"-"-"-"-"--"-""="="="=-"=-"=-"=-—"=-—"=-—"=-—"=-"=-"=-= |
| Pl ease, supply vSphere endpoint |P: 192.168.51. 48 |
I Pl ease, supply vSphere username: Adm nistrator |
I Pl ease, supply vSphere password: I
I Do you want to enter another endpoint? [N]:
I di scovered 7 host (s) '
' 192. 168. 51. 175 | ogi n=Admi ni strator datastoreNanme=dat ast orel '
I"upl oadVi aHost =nul | net wor k=VM Net wor k '
: 192. 168. 51. 24 | ogi n=Adni ni strat or dat ast oreNane=dat astorel (3) :
: upl oadVi aHost =nul | net wor k=VM Net wor k |
| 192.168. 51. 22 | ogi n=Admi ni strat or dat ast oreNane=dat astorel (5) |
, upl oadVi aHost =nul | net wor k=VM Net wor k |
| 192.168. 51. 78 | ogi n=Adni ni strat or dat ast oreNane=dat astorel (7) I
| upl oadVi aHost =nul | net wor k=VM Net wor k I
| 192. 168. 51. 18 | ogi n=Adni ni strat or dat ast oreNane=dat astorel (4) I
| upl oadVi aHost =nul | net wor k=VM Net wor k I
| 192.168. 51. 77 | ogi n=Admi ni strat or datastoreNane=dat astorel (6) |
| upl oadVi aHost =nul | net wor k=VM Net wor k |
| 192. 168. 51. 116 | ogi n=Admi ni strator datastoreNanme=dat astorel (1) |
I upl oadVi aHost =nul | net wor k=VM Net wor k |
e o o o o L L e e e - J

This process both generates the XML configuration and configures the Broker. From this point onward, invoking
euca- conf i gur e- vimnar e with no parameterswill cause the current configuration of the Broker to bevalidated.
To make the new configuration active, the Broker must be restarted.

3. Restart theVMware Broker.

Re-generating VMware Broker configuration
After the Broker has been configured, to generate a configuration again, one must use a two-step process:

1. Onthe CC/Broker host, use the - - gener at e flag to create another configuration, which is saved in an XML file
inthe/ t mp directory.

: Pl ease, supply vSphere endpoint |IP: 192.168.51.116 :
| Pl ease, supply vSphere usernanme: root I
| Pl ease, supply vSphere password: |
| Do you want to enter another endpoint? [N]:

I di scovered 1 host(s) |
| 192. 168. 51. 116 | ogi n=root dat ast or eName=dat astorel (1) |
I upl oadVi aHost =t rue net wor k=VM Net wor k [
: New config file was saved to /tnp/euca_vmarexsi VPj . xnl :
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2. Modify the configuration in Broker's database by providing that fileto euca- conf i gur e- vnwar e:

- T T T T T T T T T T T T T T T TS TS TS T T TS T T T s s = 7
| Networ k nmode: MANAGED |
| di scovered 1 host(s) |
| 192. 168. 51. 116 | ogi n=root dat ast or eNanme=dat astorel (1) |
I upl oadVi aHost =t rue net wor k=VM Net wor k |
e o o o o L L e e e - _1
3. Restart the VMware Broker.
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| service eucal yptus-cloud restart |
[ -

Full-featured VMware Broker configuration

This section may be skipped if theminimal configuration produced automatically was sufficient to access all hypervisor
nodes and the default names chosen for networks and datastores were adequate. If that is not the case, the configuration,
in the form of an XML document, will have to be edited manually.

1. There aretwo waysto edit the XML document:

e Byinvoking euca- confi gur e- vimwar e with - - edi t flag, which invokes an editor (as specified by the
$EDI TOR environment variable, which must be set for the flag to work), with current configuration loaded in
it, and updates the configuration when the editor terminates successfully.

» By editingan XML file out of band and providing euca- conf i gur e- vimwar e with the path to thefile, which
isthen used to update the configuration of the Broker.

In both cases, before the configuration is updated, the XML document is validated for correctness, both in terms of
XML syntax and in the validity of information provided therein with respect to the VMware infrastructure (i.e.,
endpoints, access credentials, and any named resources, such as networks and datastores, are verified by requeststo
VMware).

- T T T T T T T T T T T T T T TS T TS T T T T T T T T T T T T s T T = M
I Networ k node: MANAGED |
| di scovered 1 host(s) |
| 192. 168. 51. 116 | ogi n=root dat ast or eNane=dat astorel (1) |
I upl oadVi aHost =t rue net wor k=VM Net wor k |
e o o o o o L o e - _1
2. Restart theVMware Broker.
r— - -"-"-"-""-"="-""="-"""=""="-"-=-"-"-"-"-"-"-"-"-"-"-=-"-=-"-=-"=-"=-"=-"-"-"=-"=-"=-"=-"=-"="—"="—="=-"=-—"="—"=—=-= A
| service eucal yptus-cloud restart |
[ -

XML configuration structure

The part of the document that describes vSphere endpoints can be hierarchical, reflecting the hierarchy of abstractions
defined within vSphere: endpoints may contain datacenters, datacenters may contain clusters, and clusters may contain
hosts. However, just as parts of the hierarchy are optional in vSphere (e.g., there may be one default datacenter and no
clusters) the hierarchy is optional in the VMware Broker configuration.
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Theonly required element is<endpoi nt / >, which must be enclosed by the <vspher e/ > element, whichin turn
must be enclosed by the<conf i gur at i on/ > element. Theserequirementsare satisifed by any minimal configuration,
as generated by the steps described above. Minimal configurations typically look as follows:

:<configuration>

| <vspher e> I
| <endpoi nt |
| url ="https://192.168. 51. 116/ sdk" |
| | ogi n="root" |
I passwor d=" RSA/ ECB/ PKCS1Paddi ngDYG G . . " |
I di scover="true"/> I
| </ vspher e> I
: </ confi guration> :

When other elements are present, however, they must be arranged relative to each other in a hierarchy. This hierarchy
is shown in the following template, which describes all valid elementsin aVVMware Broker configuration and their
attributes (some attributes are grouped into categories, namely CREDENTI ALS and EXTRAS).

r———=—=—-"--"--"-"-"-"- - ="-"="--"-""-"-"""--""--""=--"-"-"-"-="-="-="-="-"-"-"-"=- - -""="--""="=-"=-"=-="=-=-== |
<confi guration>
<vsphere cacheLimth="...... " CREDENTI ALS EXTRAS>
<endpoint url="https://..." CREDENTI ALS EXTRAS di scover =BOOLEAN>
<dat acenter nanme="..... " CREDENTI ALS EXTRAS di scover =BOOLEAN>
<cl uster nane="..... " CREDENTI ALS EXTRAS di scover =BOO_EAN>
<host nane="..... " CREDENTI ALS EXTRAS />

</cluster>
</ dat acent er >
</ endpoi nt >
</ vspher e>
<pat hs
scratchDi rect ory="/ pat h"
scratchDirectoryLi m t Mo=". ..
cacheDirectory="/path"
cacheDirectoryLimthM="..."/>

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| </ configuration>

For example, if a<dat acent er / > is specified, it must be contained by the <endpoi nt / > to which it belongs.
Likewise, any <cl ust er/ > must be contained within an <endpoi nt / >, if any. And so on. All endpoints must be
contained by the single <vspher e/ > element. These elements and attributes will be discussed below.

XML configuration attributes

Each <dat acent er/ >, <cl ust er/ >, and <host / > element requiresthe' nane' attribute, which must match
the name of that abstraction in vSphere; whereas <endpoi nt / > requiresthe’ ur | ' attribute, which is normally the
IP of avSphere endpoint prefixed by ht t ps: / /.

CREDENTI ALS and EXTRAS are categories of attributes. These attributes can be specified for any vSphere-related
element with values propagating from higher-level elementsto lower-level elements, where the values can be overridden
selectively. For example, if onewereto specify naxCor es=" 4" inthe<endpoi nt / > element, then al hostsbelonging
to that endpoint would advertise 4 cores instead of their actual number of physical cores. However, the lower-level
parameter always overrides the higher-level parameter. So, if a<host / > specifiesnmaxCor es=" 8", that will override
maxCor es="4" specified inthe <endpoi nt/ > or <dat acent er/ > that containsit. This kind of inheritance of
values with possibility of overriding appliesto all attributesin CREDENTI| ALS and EXTRAS categories.

e CREDENTI ALSconsistof' | ogi n' and' passwor d' attributes, the latter of which can be specified in plaintext
or encrypted (as produced by euca- conf i gur e- viwar e). At the very least they must be specified either for
each <endpoi nt / > or oncein the enclosing <vspher e/ > element, in which case they will be used for al
endpoints without explicitly specified credentials. If credentials are specified for any elements contained by
<endpoi nt / >, they will be used for the optional data transfer connections to individual ESX/ESXi hosts (see
upl oadVi aHost attribute below). Thus, if login or password on ESX/ESXi hosts are different from login and
password on vCenter, the values for ESX/ESXi must be specified separately.
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» EXTRAS attributes allow one to restrict Eucalyptus's behavior in several ways. By default, Eucalyptus will attempt
to use all resources that it discovers, such as memory, cores, and storage space on a datastore. Furthermore, when
multiple options are available, e.g., for adatastore or a network, it will make an arbitrary choice. With the following
attributes, one can make the exact choices when desired:

e 'datastore' -name of thevSphere datastore to use (first one found by default).
« '"network' - name of the vSphere network to use (first one found by default).
« "maxCores' -number of virtua coresto use on an ESX(i) host for Eucalyptus instances (same as physical

cores by default).

e "'maxMenmVB' - memory, in MB, to use on an ESX(i) host for Eucalyptus instances (same as physical RAM by
default).

« '"maxDi skMB' - disk size, in MB, to use on a datastore for Eucalyptus instances (free space on the datastore
by default).

e '"upl oadVi aHost ' - uploadVM disk contentsdirectly to the ESX (i) host rather than through vCenter ("false”
by default). This option isignored when the endpoint is an ESX (i) host. The default behavior isto upload VM's
disk files through vCenter. To avoid overloading the vCenter with 1/O traffic, however, Eucalyptus can perform
the upload directly to anindividual host. In thiscase, if the credentials (login or password) for the host are different
from vCenter credentials, they must be specified explicitly in one or more elements contained by the
<endpoi nt/ > (eg., ineach <dat acent er/ > or each <cl ust er/ > or each <host / > element).

Three elements, <endpoi nt/ >, <dat acent er/ >, and <cl ust er/ >, may specify the boolean attribute

"di scover' (with"true" and "false" asthe only alowed values). Setting it to "true" impliesthat VMware Broker is
allowed to add to itsinventory any elements (clusters or hosts) contained therein even if they are not specified explicitly.
Conversely, setting it to "false” implies that VMware Broker may not add to its inventory any containing elements that
arenot specified explicitly with<cl ust er / > or <host / > tags. If ahost isnot added to theinventory because discovery
is forbidden and the host is not specified explicitly with a<host / > element, that incident will be reported as:

T T T T T T T T T T T T T T s s s s s s e s s s s s s 1
I DI SALLOVED BY CONFI GURATI ON I

Storage attributes
You can change disk locations and the size limits used by VMware Broker for constructing and caching of disk images.

e cachelLi m t My, the only attribute unique to the <vspher e/ > element, specifies how much space Eucalyptusis
allowed to use on vSphere, cumulatively across all datastores, for caching VM templates. The default value is 50GB.

e scratchDirectoryandscratchbDirectoryLi m t M attributesof theoptional element <pat hs/ > define
where on the file system and how much space the VMware Broker may use for non-cacheable work. Default values
are/var/|ib/eucal yptus/ vimnar e/ t np and 50GB, respectively.

« cacheDirectoryandcacheDi rectoryLi ni t Mo attributes of the optional element <pat hs/ > definewhere
on the file system and how much space theVMware Broker may use for cacheable work. Default values are
[var/lib/eucal yptus/vmwar e/ cache and 50GB, respectively.

Set Up Security Groups

In Managed and Managed (No VLAN) networking modes, you must configure the system with parameters that define
how Eucalyptus will alocate and manage virtual machine ne

tworks. These virtual machine networks are known as security groups. The relevant parameters are set in the
eucal ypt us. conf on al machines running a CC. These parameters are:

*  VNET_SUBNET
*  VNET_NETMASK
*  VNET_ADDRSPERNET

The CC will read VNET _SUBNET and VNET_NETMASK to construct arange of 1P addresses that are available to al
security groups. This range will then be further divided into smaller networks based on the size specified in
VNET_ADDRSPERNET. Note that Eucalyptus reserves eleven addresses per security group, so these networks will be
smaller than the value specified in VNET_ADDRSPERNET.
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Thefirst time an instance runsin a given security group, Eucalyptus chooses an unused range of 1Ps of size specified
in VNET_ADDRSPERNET. Eucalyptus then implements this network across all CCs. All instances that run within this
given security group obtain a specific |P from this range.

Tip: Eleven of thelP addresseswithin each security group network are reserved for Eucalyptusto use as gateway
addresses, broadcast address, etc. For example, if you set VNET _ADDRSPERNET to 32, there will be 21 free
IPs that are available for instances running in that security group.

In Managed mode, each security group network is assigned an additional parameter that isused asthe VLAN tag. This
parameter is added to all virtual machine traffic running within the security group. By default, Eucalyptus usesVLAN
tags starting at 2, going to a maximum of 4094. The maximum is dependent on how many security group networks of
the size specified in VNET_ADDRSPERNET fit in the network defined by VNET_SUBNET and VNET_NETMASK.

If your networking environment is already using VLANS for other reasons, Eucalyptus supports the definition of a
smaller range of VLANSsthat are available to Eucalyptus. To configure Eucalyptus to use VLANSs within a specified
range:

1. Choose your range (a contiguous range of VLANS between 2 and 4095).

2. Configure your cluster controllerswith aVNET_SUBNET/VNET_NETMASK/VNET_ADDRSPERNET that is
large enough to encapsulate your desired range. For example, for aVLAN range of 1024-2048, you could set
VNET_NETMASK to 255.254.0.0 to get alarge enough network (131072 addresses), and VNET_ADDRSPERNET
to 64, to give 2048 possible VLANS.

3. Configure your cloud controller to work within that range. Use the following commands to verify that the rangeis
now set to be 2-2048, a superset of the desired range.

I euca-describe-properties | grep cluster. maxnetworkt ag |
I euca-describe-properties | grep cluster.n nnetworktag |

I euca-nodi fy-property -p cloud. network. gl obal _max_networ k_t ag=<max_vl an_t ag> |
I euca- nodi fy-property -p cloud. network. gl obal _nmin_network tag=<min_vlan_tag> |

This ensures that Eucalyptus will only use tags between 1024 and 2048, giving you atotal of 1024 security groups,
oneVLAN per security group.

Tip: If VMsareadready running in the system using aVLAN tag that is outside the range specified by
global_min_network_tag-global_max_network_tag, that network will continue to run until all VMswithin the
network are terminated and the system removes reference to that network. Best practice isto configure these
values in advance of running virtual machines.

Configure the Load Balancer

Eucalyptus provides optional support for Load Balancing. In order to use this support, you will need to register the Load
Balancer image with the cloud.

Install and Register the Load Balancer Image
Eucalyptus provides atools for installing and registering the Load Balancer image. Once you have run the tool, your
Load Balancer will be ready to use.

Run the following command on the machine where you installed the eucalyptus-load-bal ancer-image package:

| euca-install-Ioad-bal ancer --install-default |
Verify Load Balancer Configuration
If you would like to verify that Load Balancer support is enabled you can list installed Load Balancers. The currently

active Load Balancer will belisted as enabled. If no Load Balancers arelisted, or none are marked as enabled, then your
Load Balancer support has not been configured properly.
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1. Run thefollowing command to list installed L oad Balancer images:

euca-install-load-balancer --list |
> Youendso chek teenled Loz Baarcer EMIwite
| euca- describe- properties |oadbal ancing. | oadbal ancer_em |
3 lfyounesdtomamally st tearebled Loag Blancar EMI wser
| euca- modi fy-property -p | oadbal anci ng. | oadbal ancer_em em - 12345678 |

Change the Administration Password

Changethe default password for the administration user. You can do thisusing theeuar e- user nodl ogi nprofil e
or by logging in to the Eucalyptus Administrator Console (https://[CLC_IP_address]|:8443).

Thefirst time you log in to the console, you are prompted for a new password.
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Eucalyptus Upgrade or Migration

This section details how upgrade a current installation and how to migrate a non-high availability deployment to high
availability.

This section details the tasks you need to perform in order to upgrade your current version of Eucalyptus.

You can upgrade to Eucalyptus 3.4.1 from 3.4.0. To upgrade from any other version of Eucalyptus, you should first
upgrade to 3.4.0. Follow the directionsin the previous Installation Guide, and then upgrade to 3.4.1 using the directions
in this section.

You do not need to shutdown instancesin order to upgrade. However, Auto Scaling instances will likely shut down and
be replaced, based on each group's scaling policy and health check criteria.

Important: Eucalyptus does not support componentsthat are at different rel eases, even at the sub-minor level.
For example, you cannot have a CLC at 3.4.1 and aWalrus at 3.4.0. Please make sure that you update all
Eucalyptus components when you upgrade.

Prepare the Configuration File
Complete the following steps to upgrade to Eucalyptus 3.4.1 on CentOS 6 or RHEL 6.

'E" Note:

= Youshould already havetherepositoriesinstalled for euca2ools, EPEL, and ELRepo from your 3.4.0 installation.
If you do not have these installed, refer to the installation instructions to find out how to add these to your
machines.

The stepsin this section should be performed on all machines with Eucalyptus installed.

1. Remove any hand-written repository files for earlier versions of Eucalyptus and Euca2ools from
[ etc/yumrepos. d.

2. Install the new Eucalyptus rel ease package on each host that will run a Eucalyptus component:

I yuminstall |
| http://downl cads. eucal ypt us. conisof t var € eucal ypt us/ 3. 4/ cent os/ 6/ x86 64/ eucal ypt us-r el ease- 3. 4. noar ch. rpml

3. Tip: It'srecommended that you install the new version of Euca2ools, athough thisis not required. If you
don't install the new version of Euca2ools, you will not be able to use new features from the command line.

Install the new Euca2o0ls release package on each host that will run a Eucalyptus component:

I yum - - nogpgcheck install |
I http://downl cads. eucal ypt us. comisof t var e/ euca2odl s/ 3. O cent os/ 6/ x86_64/ euca2o00l s-r el ease- 3. 0. noar ch. rpm I

r """ """ """ """ ""-""="-"""-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"-"="-"-"=-"-"=-"-="-"-=-"=-"=-—"=-—-"=-—-"=-"=-= |
I yuminstall I
I http://subscription. eucal yptus. coni eucal ypt us-ent erpri se-rel ease- 3. 4- 3. el 6. noarch. rpm |
e o o o o e oo _1

You are now ready to Shutdown Components.
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Upgrade Eucalyptus Packages
Before upgrading Eucalyptus packages, we suggest fully updating your systemsusing yum updat e where possible.

il Noter Whenusing Walrusin a high availability (HA) configuration, mount(8) is now used for mounting and

=4 unmounting the DRBD device, instead of mount(2). If WalrusHA isconfigured, add anentry tothe/ et ¢/ f st ab
to mount the DRBD deviceto/ var /| i b/ eucal ypt us/ bukki t s on both primary and secondary Walrus.
For example, if the DRBD devicein the Eucalyptus DRBD resource file isdefined as/ dev/ dr bd1 and the
filesystem format is ext3, add the following lineto/ et c/ f st ab:

r-r——""™">>~>">""™>>""™>""™>""™>"">">"™""™""™"™"™""™""™" "™~~~ T T —— 1
| /dev/drbdl /var/lib/eucal yptus/bukkits ext3 noauto, owner 0 O |

To upgrade Eucalyptus packages:

1. Enter the following command on each machine running a Eucalyptus component:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yum cl ean expire-cache |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Enter the following command on each machine running a Eucalyptus component:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| yum updat e ' eucal ypt us*' |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

If you have previously customized your configuration files, y umreturns awarning, and installsthe new configuration
fileswith adifferent name. This preserves your customizations. Before you continue, customize and rename the new
Configuration files.

Tip: For larger deployments, use a script to upgrade the component host machines. For example:

I for host in 28 29 32 33 35 39 40; do echo 192. 168. 51. $host; ssh |
I 192. 168. 51. $host 'yum update $( rpm-ga | grep euca )' ; done I

3. If you are a subscriber and use Equallogic SAN, run the following command on each machine hosting a CLC:

* Important: Skip thisstep if you are upgrading from 3.4.0.

yuminstall eucal yptus-enterprise-storage-san-equallogic-1libs
You are now ready to Upgrade Euca?ools Packages.
Upgrade Euca2ools Packages

To usethe new features available in Eucalyptus 3.4.1, you must upgrade to the latest version of the Euca2o00ls packages:

1. Enter the following command on each machine running a Eucalyptus component:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yum cl ean expire-cache |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
2. Enter the following command on each machine running a Eucalyptus component:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| yum updat e euca2ool s |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

You are now ready to Sart Eucalyptus.
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Start Eucalyptus

i) Note: Eucalyptus 3.4 requiresversion 7 of the JavaVirtua Machine. Make sure that your CLOUD_OPTS

_ settings in the /etc/eucal yptus/eucalyptus.conf file either do not set - - j ava- home, or that - - j ava- hone

pointsto aversion 7 JVM. This needs to happen before services are started but after the upgraded packages are
installed.

In the CLC, enter the following command.

If you are upgrading from 3.4.0 you will see that the process starts the database upgrade. Eucalyptus returns output
similar to the following example.

______________________________________________ -
Starting Eucal yptus services: Attenpting database upgrade from3.4.0 |
at /var/lib/eucal yptus/upgrade/eucal ypt us. backup. 1326904600. . . |
# UPGRADE | NFORVATI ON I
# I
# A d Version: 3.4.0 |
# New Version: 3.4.1 |
# Upgrade keys: fal se usi ng: '
# Upgrade confi guration: fal se usi ng: '
# Upgrade dat abase: true usi ng: upgrade_db :
# Sanme version: fal se usi ng: |
# Start upgrading: db |
Upgr adi ng your dat abase.. . |
: |

|
: |
# Done upgrading: db I
done. |
[ debug: 0387] redirecting stdout to //var/log/eucal yptus/startup.|og I
and stderr to //var/log/eucal yptus/startup.|og |
done. |

______________________________________________ J
I5j Note: You might see some warnings in the output. These are aknown issue.

Log in to the Walrus server and enter the following command:

______________________________________________ -
servi ce eucal yptus-cloud start |

______________________________________________ -

Starting Eucal yptus services: Attenpting database upgrade from3.4.0
at /var/lib/eucal yptus/upgrade/ eucal ypt us. backup. 1326905005. . .

# UPGRADE | NFORMATI ON

# A d Version: 3.4.0

# New Ver si on: 3.4.1

# Upgrade keys: fal se usi ng:

# Upgrade configuration: fal se usi ng:

# Upgrade dat abase: true usi ng: upgrade_db
# Same ver si on: fal se usi ng:

# Start upgrading: db

CLC is disabled. Skipping DB upgrade.

# Done upgrading: db

done.

[ debug: 0387] redirecting stdout to //var/l og/eucal yptus/startup.|og
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I 1
I and stderr to //var/log/eucal yptus/startup.|og |
I done. |

3. If youareusing EucalyptuswithV Mware support, start theV Mware Broker on the CC server by running the following
command:

5. If you have a multi-cluster setup, repeat the previous step for each cluster.
6. Repeat for each CC server.
7. Loginto the SC server and enter the following command:

Starting Eucal yptus services: Attenpting database upgrade from3.4.0
at /var/lib/eucal yptus/upgrade/eucal ypt us. backup. 1326905005. . .
# UPGRADE | NFORVATI ON

1
"

|
|
|
|
a d Version: 3.4.0 '
New Ver si on: 3.4.1 '
Upgr ade keys: fal se usi ng: '
Upgr ade configuration: fal se usi ng: :
Upgr ade dat abase: true usi ng: upgrade_db |
Same ver si on: fal se usi ng: |
Start upgrading: db |
CLC is disabled. Skipping DB upgrade. I
# Done upgradi ng: db I
done. I
[ debug: 0387] redirecting stdout to //var/l og/eucal yptus/startup.|og |
and stderr to //var/log/eucal yptus/startup.|og |
done. |

HHHFHHFHHFHR

9. Repeat for each NC server.
You are now ready to \erify the Components.

Verify the Components

Verify that all Eucalyptus components are running and properly connected to one another. Check to make sure that the
status of each component is enabled.

To verify that all services are enabled:

1. Verify your Walruses:

I euca_conf --list-walruses |
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Eucalyptusreturns alist, asin the following example.

| euca_conf --list-clusters

I
I CLUSTER t est 00 test 00 _cc 192. 168. 51. 29 ENABLED {}
I CLUSTER testO1 test01l cc 192. 168. 51. 35 ENABLED {}
e o o o o e L -
3. Verify your SCs:
a)l_ ____________________________________________
I euca_conf --list-scs
L e e e e e e e

s e e e e e e e
| STORAGECONTROLLER test01 test0l1_sc 192. 168. 51. 39 ENABLED
r{}

I STORAGECONTROLLER test 00 test 00_sc 192. 168. 51. 32 ENABLED |
L}

L
b) Note: If you are asubscriber and use NetApp asthe storage SAN backend, the following step isrequired

to enable the SAN support in 3.3.

On the CLC (the primary CLC in an HA setup), configure the CHAP username to be used by the Eucalyptus.

1
I

The CHAP username can be any value, however it should be unique when sharing aNetApp Filer across multiple

Eucalyptus clusters. The SC will not transition to ENABLED state until the CHAP username is configured. For

example:
euca-nodi fy-property -p <partition>. storage. chapuser=<Chap_user nane>

4. Make sure that NCs are presenting available resources to the CC.
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I AVAI LABI LI TYZONE test00 192.168.51.29

I arn: euca: eucal yptus: test00: cl uster:test00_cc/

I AVAI LABI LI TYZONE |- vm types free /| max cpu ram disk
I AVAI LABI LI TYZONE |- mil. snall 0004 / 0004 1 128 2
| AVAI LABI LI TYZONE | - cl. nmedi um 0004 / 0004 1 256 5
' AVAI LABI LI TYZONE |- mil.large 0002 / 0002 2 512 10
' AVAI LABI LI TYZONE | - mil. x| arge 0002 / 0002 2 1024 20
: AVAI LABI LI TYZONE | - cl.xlarge 0001 / 0001 4 2048 20
| AVAI LABI LI TYZONE test01 192.168.51.35

, arn:euca: eucal yptus:test0l:cluster:test0l_cc/

| AVAI LABI LI TYZONE |- vm types free / max cpu ram disk
| AVAI LABI LI TYZONE |- mil. small 0004 / 0004 1 128 2
| AVAI LABI LI TYZONE | - cl. nedi um 0004 / 0004 1 256 5
| AVAI LABI LI TYZONE |- ml.large 0002 / 0002 2 512 10
I AVAI LABI LI TYZONE | - mi. x|l arge 0002 / 0002 2 1024 20
I AVAI LABI LI TYZONE |- cl.xlarge 0001 / 0001 4 2048 20

You are now ready to Upgrade Credentials.
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Install the Load Balancer Image

In Eucalyptus 3.4.0 we introduced load balancer support. In order to enable this after upgrade, you must first source
your existing credentials, and then follow the instructions for load balancer installation and configuration. For more
information, see Configure the Load Balancer.

Your upgrade is now complete. If at any point your upgrade failed, see Dealing with Failed Upgrades.

Upgrade Credentials

All users credentials will still work after the upgrade. However the new Eucalyptus access control commands will not
work until you upgrade your credentials. Other users must updates theirs as well.

To update your credentials, perform the following steps.

1. Download new credentials.

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| euca_conf --get-credentials <fil ename> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

2. Unzip the credentialsfile
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I unzip -o <fil ename> |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

3. Sourcetheeucar c file
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
| source eucarc |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

You are now ready to Install the Load Balancer Image.

Dealing with Failed Upgrades

The upgrade process creates a backup to

/var/lib/eucal ypt us/ upgrade/ eucal ypt us. backup. <ti nest anp>. For example:
______________________________________________ -

If the upgrade fails and needs to be reverted to your earlier version, you can find your preserved datain this directory.

If the upgrade fails, all changes to the database and configuration files will be rolled back. You can retry the upgrade
by following the upgrade instructions in the sections, Shutdown Components and Upgrade Eucalyptus Packages.

If you do not want to continue with the upgrade after afailure, you can downgrade your installation back to the previous
version. Please note that downgrade instructions are different, depending on whether your Eucalyptus services are
co-located or each run on their own machine. You will need to perform the downgrade for all services running on a
single machine at the same time.

The/var/1ib/eucal yptus/dband/var/Ilib/eucal yptus/ keys directories should not be affected by the
upgrade. If they have been removed subsequent to the upgrade, you must restore the contents of these directories from
your backups before downgrading.

To downgrade from a failed upgrade, perform the tasks listed in the following sections.

Downgrade Eucalyptus

1. Downgrade to the Eucalyptus 3.4.0 rel ease package on each host.

I yum downgr ade I
| http://dowl cads. eucal ypt us. conisof t var e eucal ypt us/ 3. 4/ cent os/ 6 x86 64/ eucal ypt us-r el ease- 3. 4. noar ch. rpm I
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2. If you have a Eucalyptus subscription, downgrade your subscription rel ease package on each host to the release

package you

obtained for Eucalyptus 3.4.0.

4. Loginto each NC host and downgrade it. To downgrade to a specific version, append the version number to each
package name. For example, to downgradeto 3.4.0, add - 3. 4. 0 to each of the packages in the following list:

I yum downgr ade eucal yptus eucal ypt us- gl

I pyt hon- eucadm n

Important:

eucal ypt us- adni n-t ool s eucal yptus-nc |

Usetheyum shel I command for the following instructions. Thiswill allow you to perform more complex
transactions that are required for the downgrade.

5. Log in to each machine running a Eucalyptus service and run the following command:

6. Addthetransaction commandslisted below for each component installed on the machine. If more than one component
asks you to use the same transactional command, you only need to specify that command once.

CLC Service Transaction Commands:

______________________________________________ a
| downgr ade eucal ypt us-cl oud |
| downgr ade eucal ypt us |
I downgr ade eucal ypt us-conmon-j ava |
I downgr ade eucal ypt us- conmon-j ava-|i bs |
I downgr ade eucal ypt us-adni n-tool s I
I downgr ade pyt hon-eucadnin |
L e e o2 2
Additional CLC Service Transaction Commands for Eucalyptus Subscription customers.
r—-r——""™""™">~">""™>~>"™>"™>"™>"™>™"™"™"™"™"™"™"™"™""™"™>"™""™"""~>"""™>""~>"~"""~>"""~>""~""~>""~>""~""=""=""=—"—"=—"/=—=—+— A
| downgr ade eucal ypt us-ent erpri se-vmaar e- br oker-1i bs |
I downgr ade eucal ypt us-ent erpri se-storage-san-conmon-|i bs |
I downgr ade eucal yptus-enterprise-storage-san-Iibs |
L e e e e o e e e e e e e e e e e e e e e e e e e o J
CC Service Transaction Commands:
r-r——~~~>~~~>~>"">"~>"~>~>"™>"™>"™>">"~™>"™"™""™>"~>""~>"~>""~>"~>""~>"~"""~>""~>""~>"""~>"~>"">"">"""~>""™>""™>"™>""™™>"=77 B
| downgr ade eucal ypt us-cc |
| downgr ade eucal ypt us |
| downgr ade eucal ypt us- gl |
I downgr ade eucal ypt us-adni n-tool s |
I downgr ade pyt hon-eucadmnin |
L e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o J
SC Service Transaction Commands:
______________________________________________ -

-
| downgr ade
| downgr ade
| downgr ade

I downgr ade
|

eucal ypt us-sc

eucal ypt us

eucal ypt us- cormon-j ava
eucal ypt us- cormon-j ava-1i bs
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I
I downgr ade eucal ypt us-adni n-tool s |
I downgr ade pyt hon- eucadmnin |

-
| downgr ade eucal ypt us-wal rus |
| downgr ade eucal ypt us |
I downgr ade eucal ypt us-conmon-j ava |
I downgr ade eucal ypt us-common-j ava-|i bs |
I downgr ade eucal ypt us-adni n-tool s [
:domngrade pyt hon- eucadni n :

| renove eucal ypt us-enterprise-storage-san-ent |
| downgr ade eucal ypt us-enterpri se-storage-san-enc-1|ibs |
I downgr ade eucal ypt us-ent erpri se-storage-san-conmbn |
I downgr ade eucal ypt us-enterpri se-storage-san-conmon-|i bs |

-
| downgr ade eucal ypt us-ent erpri se-storage-san-equal | ogi c |
| renmove eucal yptus-enterprise-storage-san-equall ogic-1libs |
I downgr ade eucal ypt us-ent erpri se-storage-san-conmobn |
I downgr ade renove eucal yptus-enterprise-storage-san-comon-|ibs |

r—— """ """~ T T T T T T T T T T T T T oo T T T 1
| downgr ade eucal ypt us-ent erpri se-storage-san-netapp |
| downgr ade eucal ypt us-enterpri se-storage-san-netapp-1|ibs |
I downgr ade eucal ypt us-ent erpri se-storage-san-conmmobn |
I downgr ade eucal ypt us-enterprise-storage-san-conmon-|ibs |
L e e e e o e e e e e e e e e e e e e e e e e e e o J
VMWare Broker Transaction Commands:

rr——"=—="="="--"-"-"-"-"-"-"-"-"-" - "-""=""="-""==-"-"-"-"-"-"-"-"-"-" - "]T-"=-"=-"=-"-"=-"=-="=-—"=-"=-"=-= A
I downgr ade eucal ypt us-ent erpri se-vnwar e- br oker |
I downgr ade eucal ypt us-enterpri se-vmiar e- broker-1i bs |
L e e e e o e e e e e e e e e e e e e e e e e e e o J

successful:

r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I ts solve |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
8. Perform the downgrade by running the following command in the transaction shell:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I run |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
9. Exit the transaction shell using the following command:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I exit |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
10. Removethe/ et c/ eucal ypt us/ . upgr ade file from each machine:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I rm/etc/eucal yptus/. upgrade |
e e e e e e e e e e e e e e e e e e . — —— — — — —— — — — — — — — o — — — — — —— |

Enter y when prompted, to remove thisfile. It isimportant to remove thisfile from every Eucalyptus host.
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Prepare System for Upgrade

1. Clear outthe/ var/ run/ eucal ypt us/ directory on all machines used for Eucalyptus.
2. Downgrade Euca2oolsto 3.0.1.

3. Perform the upgrade tasks for your Eucalyptus version.

4. Start the cloud back up. Make sure all services show ENABLED.

You can register additional componentsto bring high availability to your existing cloud. Thistopic providesinstructions
for registering additional Eucalyptus components (specifically Walrus) in an existing environment for the purpose of
achieving high availahility.

* Important: Adding an additional Walrus will require downtime of your cloud platform.

Registering redundant componentsto your existing Eucalyptusinstallation will take your platforminto ahighly available
configuration. Registering the Cloud Controller, Cluster Controller and Storage Controller (with SAN adapter only) is
fairly trivial but adding an additional Walrus requires that the user configure DRBD for bukkit storage replication.

Before you begin, ensure that you have completed the following:

« |Installed the same operating system on any additional server you will add for High Availability of a Eucalyptus
component.

« Installed and configured Eucalyptus with matching configuration on any additional system you will be adding.

» |f registering an additional Walrus, ensure you are able to move the contents of /var/lib/eucalyptus/bukkits/ to a
temporary storage area.

* A block device (disk or partition) is available for use as a DRBD device. Consider using LVM for future growth.

Important: The configuration of Highly Availiable components must match. For more information, see
Eucalyptus HA Planning.

1. Toregister an additional Eucalyptus component please follow the instructions in Register Eucalyptus.

2. Additional steps are required for adding another Walrus component. You will need to configure a DRBD device for
the bukkit store. Start by shutting down the eucalyptus-cloud service on both Walrus servers.

r---"-"-"-"-""-"="-""="-"""="-"-"-="-"-=-"-"-"-"-"-"-"-"-"-"-"=-"-"-"=-"=-"-"=-"="="-"="="="—"="—"="="=—"=—=-—"== A
| service eucal yptus-cloud stop |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
3. Ontheoriginal primary system, copy the current contents of /var/lib/eucalyptus/bukkits to atemporary location.
r—--"-"-"-"-""-""-""="-""="-"-"-=-"=-"-"-"-"-"-"-"--"-=-"=-"-=-"-"-"=-"=-"="-"-=-"=-"-=-"="~"=-"=-"=-"="="—"="—-"=—"=-"=-= A
I cp -R --preserve /var/lib/eucal yptus/bukkits /new ocati on/ |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

4. Configure your new DRBD device. For more information, see Configure DRBD. After you are finished configuring
your device, move to the next step.

5. On the primary Walrus, ensure the new DRBD resource isin aprimary state before proceeding.

6. On the primary Walrus, copy the preserved contents of /var/lib/eucalyptus/bukkits from the temporary location to
the new DRBD device.

Tip: Atthispoint you should runservi ce eucal yptus-cl oud st op to ensure cloud services are
stopped during migration.
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Tip: If you are migrating large amounts of data, consider skipping initial device synchronization as explained
in Skip Initial Device Synchronization.

7. Onthe primary Walrus, monitor the state of the resource with dr bd- over vi ewto observe the sync. Datawill not
be replicated until the resource is marked UpToDate/UpToDate.

8. With the synchronization complete, start the eucalyptus-cloud service to bring up Walrus.

Your HA environment is now ready.
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Find More Information

This topic explains what to do once you have installed Eucalyptus, including further reading and other resources for
understanding your cloud.

Read More

Eucalyptus has the following guides to help you with more information:

The Administration Guide details ways to manage your Eucalyptus deployment. Refer to this guide to learn more
about managing your Eucal yptus components, managing access to Eucalyptus, and managing Eucalyptus resources,
like instances and images.

The User Guide details ways to use Eucalyptus for your computing and storage needs. Refer to this guide to learn
more about getting and using euca?o0ls, creating images, running instances, and using dynamic block storage devices.
The Image Management Guide describes how to create and manage images for your cloud.

The Hybrid Cloud Guide describes how to migrate resources between your private cloud and AWS.

The User Console Guide describes how to create and manage cloud resources using the Eucalyptus User Console.
The Euca2ools Reference Guide describes the Euca2ools commands. Refer to this guide for more information about
required and optional parameters for each command.

Get Involved

The following resources can help you to learn more, connect with other Eucalyptus users, or get actively involved with
Eucalyptus development.

The Eucalyptus IRC channdl is #eucalyptus on Freenode. This channel is used for real-time communication among
users and developers. Information on how to use the network is avail able from Freenode.

Engage hosts the Eucalyptus knowledge base and discussion forum. This provides user discussions, answers to
problem reports, and other communications. Engage is available at https://engage.eucal yptus.conv
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Eucalyptus Installation from Local Package Repository

In certain situations, you might need to install Eucalyptus from alocal repository. This section augments the standard
installation instructions, and includes additional instructions for downloading and installing Eucalyptus from alocal
repository.

To install Eucalyptus from behind afirewall on CentOS 6 or RHEL 6:
1. Download the Eucalyptus repository to alocal directory. For example:

T T T T T TS T T T T T TS T T TS TS T TS T T T T T T T T T T s T s s — = B
| wget -r --no-parent \ |
I http://downl oads. eucal ypt us. com sof t war e/ eucal ypt us/ 3. 2/ cent os/ 6/ x86_64/ \ |
I -P /tnp/eucal yptus |
e o o o L L L o e L e e e e e - — _1
2. Download euca?ools:
r--"-"-"-"--""-""-""="-""""=""-"-"=-"-"-"-"-=-"-"-"-"-"-"-"=-"-="-"=-"=-"=-"="-"=-"=-"=-"="==-"-“-"="—"="=—"="—"=-== A
| wget -r --no-parent \ |
I http://downl oads. eucal ypt us. com sof t war e/ euca2ool s/ 2. 1/ cent os/ 6/ x86_64/ \ |
I -P /tnp/euca2ool s |
e o o o L o L o e - _1
3. Instep 1 of the existing installation instructions, modify the baseurl to point to your Eucalyptus local repository:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I baseurl =file:///tnp/ eucal ypt us/ downl oads. eucal ypt us. coni sof t war e/ eucal ypt us/ 3. 2/ cent os/ 6/ x86_64 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |
4. Instep 2 of the existing installation instructions, modify the baseurl to point to your local Euca2o0ls repository:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I baseur| =file:///tnp/euca2o0l s/ downl oads. eucal ypt us. cont sof t war e/ euca2o0l s/ 2. 1/ cent os/ 6/ x86_64 |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

5. Runyum updat e.
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Euca2o0o0ls Standalone Installation

Euca2oolsisthe Eucalyptus command lineinterface for interacting with Eucalyptus. Thistopic discusses how to perform
astandaoneinstallation of Euca2ools.

If you're running recent versions of Fedora, Debian, or Ubuntu, you can install Euca2ools using yumor apt .
If you're running RHEL/Centos, you can use the following instructions to install Euca2oo0ls.

To perform a standal one installation of Euca2ools on RHEL/CentOS:

1. Configure the EPEL package repository:

r """ """ """ """ ""-""="-"""-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-"-"="-"-"=-"-"=-"-="-"-=-"=-"=-—"=-—-"=-—-"=-"=-= |
I yuminstall |
I http://downl oads. eucal ypt us. comi sof t war e/ eucal ypt us/ 3. 4/ cent os/ 6/ x86_64/ epel -r el ease- 6. noar ch. rpm |
e o o o L L o e - _1
2. Configure the Euca2ools package repository:
r--"-" """ """"="-""""-""="-""="-""="-""="-"-"-"-"-"-"-"-"-"-"-"-"-"-"-"=-"-="-"-"-"-"=-"=-="-"=-"=-"=-"=-"=-—"=-—-"=-== =
I yuminstall |
I http://downl cads. eucal ypt us. comsof t var e/ euca2o00l s/ 3. O/ cent os/ & x86_64/ euca200l s-rel ease-3. 0. noarch. rpm |
e o o o o o L o e - _1
3. Install Euca2o0ls:
r--"--"--"-"--""-""="-""="”-""""=""="-"""-""="-""-=-"-"-"-"-"-"-"--"-"-"-"-"-"=-"-"=-"=-"-~"=-"=-"=-"=-""-"=-"=-—"="—"=-"== =
I yuminstall euca2ools |
e e e e e e e e e e e e e e e e e e e o — — — — o — — — — |

You've now performed a standalone installation of Euca2ools.
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